Information Security
for CPAs

By Steven M. Bragg, CPA



Table of Contents

Information Security for CPAS..........cccoicmmiiiincnirerr e 1
Learning ODJECHVES ..o 1
INEFOAUCHION ... e 1
Information Security Terminology .........ccccooiiiioiiiiieiiii e 1
The Goal of Information Security .............cccoiiiiiiiiiiii e, 3
Information SeCUritY ..........eeeiiiiiii e 4

Application SECUNitY........cccvveiiiieii 4
Cloud Computing SECUFItY.........cciiiiiiiiiiiiiieee e 5
Infrastructure SeCUrity ..........ooiiiiiiiii e 6
ContingenCy PIans ........cooo i 7
Vulnerability Management............o 7
The Main Information Security RiSKS .........ccceeeiiiiiiiiie, 8
Types of Information SeCUrity..........ooviiiiiiiiiee e, 9
Specific Information Security Threats and Solutions ......................... 10
Access Through an Unsecured Computer............cccceeeeeeeeeeeeeeen. 10
Identity Theft..... .o e 11
Malware Downloads............ccoovvviiiiiiiiiiii 11
Phishing Emails ... 12
Stolen PhONES ... 12
IRS Commentary on Information Security...........cccccooiiiiiinnn, 13
FTC Safeguards RUIE ............oooiiiiiiiie e 14
How to Set a Robust Password..............eooiiiiiiiiiiiiieiiiee e 17
How to Engage in Safe Internet Browsing...........cccccccieiiiiiiiicinnnnn. 18
How to Spot Data Theft.........coovvviiiiiiiii 18
How to Secure a Wireless Network ..o, 19
How to Protect Stored Client Information.............cccccceeiiiiiiiiinnen. 20
How to Dispose of Computer Equipment.............ccccoeeeveiieeeeeeenn, 20
Insurance OPtioNS........ccceviiiiiiie 21
Cyber Liability INSUranNCe .............cooiiiiiiiiiiiiieeeeieeee e 21
Data Breach Insurance............ccccccoviiiiii 22
SUMMEAIY ittt e et e e e e e e et e e e e e e e e e nneneeeas 22
ReView QUESHIONS .......coiiiiiiiee e 23
REVIEW ANSWETS ...cooiiiiiiiiiiiiiiiiiiee e 24
LT oL 7 | o 25





