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Introduction to the Internal Controls Toolkit 
 
Introduction 
Companies of all sizes are subject to a variety of risks. Among them are legal, regulatory, strategic, opera-
tional, financial, and reputational. Each functional organization is subject to one or more of these types of 
risk, each of which may impact the company’s bottom line. Companies use a number of policies and tools, 
such as insurance, establishment of reserve funds, and investment policies, and standards of control to man-
age risk. 
 The concept of internal control is one of the trademarks of effective governance and good business 
operations. Without a strong system of internal control, organizations cannot ensure that the interests of 
company stakeholders are being protected. Strong internal controls support organizational goals and objec-
tives, while helping safeguard against the risks of financial loss, operational waste, environmental irrespon-
sibility, corporate fraud, and even reputational damage that can be irreparable. Internal control over finan-
cial reporting continues to be a major area of importance in the governance of an organization. 
 This toolkit provides a series of standards of internal control and the risks they mitigate for all enter-
prise-wide operations. The fraud risks for today’s corporate environment are significant as indicated by the 
statistics provided in the following sections. The standards will set the foundation for good control and will 
help to mitigate the risk of fraud. According to the 2018 Report to the Nations prepared by the Association 
of Certified Fraud Examiners (ACFE), Antifraud controls work. The ACFE analyzed 18 antifraud con
trols, and every one correlated to lower fraud losses and faster fraud detection. 
 
Internal Controls and Fraud Prevention 
PwC’s 2018 Global Economic Crime and Fraud survey states that: 

 49% of organizations globally said they’ve been a victim of fraud and economic crime—up from 
36% 

 64% of respondents said losses due directly to their most disruptive fraud could reach US$1 million 
 52% of all frauds are perpetrated by people inside the organization 
 31% of respondents who suffered fraud indicated they experienced cybercrime 

 
Internal Controls and Fraud Prevention: Additional Statistics 
 

Payment and Business Process Fraud Statistics 
Organization Report Key Findings 

Association of 
Certified Fraud 
Examiners (ACFE) 

2018 Report to 
the Nations1 

Occupational fraud is extremely costly. Twenty-two percent of occupa-
tional frauds caused at least $1 million in losses. 

Fraud schemes can be very difficult to detect. The typical occupa-
tional fraud lasted 16 months before it was discovered. 

Tips are the most effective way to detect fraud. Forty percent of 
cases were detected by a tip—far more than by any other method. 

Anti-fraud controls work. Eighteen anti-fraud controls were ana-
lyzed, and every one correlated to lower fraud losses and faster fraud 
detection. 

High-level perpetrators do the most damage. The median loss in 
frauds committed by owners/executives was $850,000. Among non-
owners/executives the median loss was $100,000.  

Criminal fraud referrals are declining. Over the past 10 years, the 
percentage of occupational frauds referred to law enforcement has de-
clined by 16 percent. 

                                                   
1 https://www. acfe.com/article.aspx?id=4295001895 
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Payment and Business Process Fraud Statistics 
Organization Report Key Findings 

 
Association of  
Finance Profes-
sionals (AFP) 
 

 
2018 AFP Pay-
ments Fraud and 
Control Survey 
Report2 
 

 
Seventy-seven percent of organizations experienced business email 
compromise (BEC). 

Fifty-four percent of BEC scams targeted wires, followed by checks 
at 34%. 

Seventy-seven percent of organizations implemented controls to 
prevent BEC scams. 

Seventy-four percent of organizations experienced check fraud, a 
slight decrease from 2016. 

Twenty-eight percent were subject to ACH debit fraud and 13% 
were subject to ACH credit fraud. 

Sixty-seven percent of payments fraud was discovered by the or-
ganization’s treasury staff. 

 
Kroll 

 
Global Fraud & 
Risk Report 
10th Annual 
Edition 2017-
20193 
 

 
84% of companies surveyed worldwide experienced a fraud incident in 
2017. 

86% reported at least one cyber-incident, and 70% reported secu-
rity incidents. 

Confidential information is coming under increasing threat. Execu-
tives are feeling a heightened sense of vulnerability to fraud, cyber, 
and security risks. 

 
Experion 

 
The 2018 
Global Fraud 
and Identity 
Report4 

 
Information theft, loss, or attack (29%), virus/worm attack (36%), 
physical theft or loss of intellectual property (41%). 

Theft of physical assets or stock (27%), email-based phishing attack 
(33%), environmental risk (including damage caused by natural disas-
ters such as hurricanes, tornadoes, floods, earthquakes, etc.) (28%). 

Management conflict of interest (26%), data breach resulting in loss 
of customer or employee data, IP/trade secrets/R&D (27%), workplace 
violence (23%). 

With most consumers owning smartphone and mobile devices 
(91%), followed closely by laptop computers (83%), the digital market-
place is here now. 

Technology is supporting the large volume of online interactions 
between businesses and consumers. But the real currency of digital 
commerce is trust. 

When it comes to online engagement, three-quarters (75%) of busi-
nesses are interested in more advanced security measures and au-
thentication processes that have little or no impact on the customer. 
At the same time businesses understand that their customers take 
comfort in the security measures they already have in place for digital 
transactions. 

In contrast, almost three-quarters of businesses (72%) cite fraud as 
a growing concern over the past 12 months and nearly two-thirds 
(63%) report the same or higher levels of fraudulent losses over that 
same period. 

 

 

                                                   
2 https://commercial. jpmor-ganchase.com/pages/commercialbanking/services/2018AFP-Survey 
3 https://www.kroll.com/en-us/global-fraud-and-risk-report-2018 
4 https://www.experian.com/assets/decision-analytics/reports/global-fraud-report-2018.pdf 
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Who Will Benefit from This Toolkit 
The intended audience for this toolkit includes individuals whose responsibilities fall within the func-
tions delineated later. Within companies, those roles may include the chief executive officer (CEO), 
chief financial officer (CFO), chief human resources officer, controller, internal controls management, 
internal audit management, treasurer, and anyone within the chain of command for procurement, AP, 
payment processing, payroll, sales, AR, collections, treasury, company operations, security, and IT. 
 This toolkit defines the standards of internal control for all aspects of a manufacturing enterprise 
that also provides customer and professional services. In addition to the breadth of coverage, this toolkit 
addresses the depth of processes within each category, and offers a wealth of information about the 
functions and available controls to manage risk associated with each of them. As such, it is a great 
reference for many roles within these wide-ranging corporate functions within companies of many sizes. 
It may serve as a training tool for corporate employees who wish to learn more about internal controls 
standards and risk management processes. 
 This toolkit also provides guidelines, best practices, and other tools to assist companies in their 
enterprise-wide focus on risk management through the standards of internal control. 
 
About the Standards of Internal Control 
How were the standards developed? 
The standards are the product of over 30 years of experience in the finance, accounting, and internal 
controls field. The standards are a body of work that leverages experience at large technology, telecom-
munications, and manufacturing companies. They were developed when implementing internal control 
programs for approximately 100 business processes and subprocesses that include all aspects of finan
cial operations, the fiscal closing process, logistics, and procurement. 
 
How are the standards used? 
Since the standards were compiled from internal controls best practices used to mitigate risk, they can 
be used to set the foundation for the requirements of the Sarbanes Oxley (SOX) Act 404. This is a perfect 
fit, since the standards follow the COSO internal control framework and philosophy and are easily cus-
tomizable to meet the needs of an organization. When the concept was launched at large technology 
companies, the standards were used as part of a quarterly balance sheet review process to validate the 
effectiveness of internal control programs, to ensure that risk was mitigated, and to determine that re-
mediation activities were completed. The standards of internal control can be leveraged to enhance an 
existing controls program or to validate your current SOX 404 work. 
 
What is the basic premise of the standards? 
The basic premise of the standards is that critical corporate controls should be the foundation for all 
internal control programs, regardless of the company’s size or industry. The three critical controls are: 
(1) Segregation of Duties, (2) Delegation of Authority, and (3) System Access. The standards stress that 
these critical controls should be embedded for all business processes and subprocesses to properly mit-
igate risk. 
 
When should the standard be updated? 
The standards are updated when there is a significant change to the business process or system environ-
ment. As an example, standards are updated when a business process is automated, or a new ERP system 
is implemented, upgraded, or consolidated. 
 The standards should be immediately revised if a fraud has been perpetrated. A fraud indicates that 
the risk has not been properly evaluated or a critical control has not adequately implemented. Lastly, 
the standards should be reviewed if the cost of the control is not in line with the overall benefit to the 
organization. 
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What is a best practice for implementing and using the standards? 
As noted, the standards of internal control can be easily customized to fit any company and can be linked 
to an entity’s corporate policies as suggested in the diagram below. Standards can also be integrated 
with functional policies, procedures, work instructions, and systems of controls using a solid foundation 
of business ethics establishing the support for the overall program. 
 A quarterly review process is highly recommended with the inclusion of a series of selfassessment, 
assertions, and action item follow-ups to ensure that open issues are remediated in a timely manner. An 
example is the quarterly balance sheet review program previously mentioned. This review includes a 
review of the standards applicable for the business process, a look at pending remediation items and 
plans, and a review of account reconciliations. This approach not only supports the requirements for 
SOX programs but defines the specifics of a continuous control monitoring (CCM) process. 
 
Key Point 
The standards define a series of internal controls that address the risks associated with key business processes, 
subprocesses, and entitylevel processes. The following example takes a look at the standard for the invoice pro
cessing subprocess within accounts payable. 
 
General Standards of Internal Control 
The following general standards of internal control apply to all business processes. It should be noted that 
any of these general requirements may be superseded by a more stringent or specific control within an 
individual business process. 
 

General Standards of Internal Control 
1.1 Managers are responsible for integrating effective internal controls into all company operations. This re-

sponsibility includes identifying, assessing, and managing risks that affect the accomplishment of their 
business objectives. The resulting internal control activities must be monitored to verify they are effective 
and working as intended. 

1.2 All employees must comply with the company code of conduct. 
1.3 Statements of corporate policy must be adhered to by all operating units. Policies and procedures estab-

lished within operating units must, at a minimum, meet and not be in conflict with the control require-
ments specified by corporate policy. Policies and procedures must be periodically reviewed and updated.

1.4 The company’s financial statements must be prepared in conformity with accounting principles. In addi-
tion, no false or intentionally misleading entries shall be made in the company’s accounting records. 

1.5 Adequate segregation of duties and control responsibilities must be established and maintained in all 
functional areas of the company as one of the three critical corporate controls. In general, custodial, pro-
cessing/operating, and accounting responsibilities should be separated to promote independent review 
and evaluation of company operations. Where adequate segregation cannot be achieved, other compen-
sating controls must be established and documented. 

1.6 All representations made in the annual letter of representation must be supported and the appropriate 
documentation must exist and be retained in accordance with the controller, financial representation, 
and controls assurance process and statements of corporate policy. 

1.7 Costs and expenses of all operating units must be maintained under budgetary control. Comparisons of 
actual expenses to budgeted amounts must be performed on a regular basis, and all significant variances 
explained. 

1.8 All operating units must develop a system of internal controls to ensure that the assets and records of the 
company are adequately protected from loss, destruction, theft, alteration, or unauthorized access. 

1.9 Critical transactions in the company’s business processes must be traceable, authorized, authenticated, 
have integrity, and be retained in accordance according to corporate policies. 

1.10 The business records of the company must be maintained and retained in accordance with corporate 
policies. 

1.11 The corporate policy on proprietary, confidential, or trade secret information must be adhered to. As a 
result, employees and contractors must refrain from unauthorized disclosure of sensitive or confidential 
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information. Adequate security must also be maintained in disposing of this information. 
1.12 All computer systems and/or software applications that will impact the operation of a business process 

must have the adequacy of their internal controls verified through the user acceptance process prior to 
implementation. 

1.13 Contracts that legally bind a company or a subsidiary company to any obligation can only be executed by 
purchasing personnel (for agreements pertinent to their areas of responsibility) or individuals duly au-
thorized under company’s delegation of authority policy. Legal should review and approve all contracts 
and “right to audit” clauses should be included in the contracts. 

1.14 The company’s internal control standards apply to all third parties who are in the possession of company 
assets. Examples of such third parties include outsourcing partners, sub-contractors, or public ware-
houses. Operating units are required to take appropriate actions to ensure compliance. 

1.15 All operating units must develop, maintain, and enforce written policies and procedures that include in-
ternal controls, processes, roles, and responsibilities. 

 
How This Toolkit Is Organized 
This toolkit is organized by 16 business processes and subprocesses. Each business process section has an 
Introduction, Process Overview, Metrics, and Statement on the Application of Internal Controls. 
 The metrics included in this toolkit provide recommendations and definitions for measurements, indi-
cators, and analytics for each of the 16 business processes included. Metrics can be used to analyze a process 
and determine if there are fluctuations in results that may indicate a fraud risk or anomaly. Some business 
process sections include key definitions that will help understand the details of the business process and the 
necessary internal control standards. Each subprocess has an introduction and defines the applicable stand
ards of internal control and identifies the risk if the standard is not implemented. A glossary and addendum 
are also provided as additional references. 
 The table below depicts the organizational structure of the material provided in “The Internal Controls 
Toolkit.” 
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Chapter 1 

Background on Internal Controls 
 
Learning Objectives 

 Select a focus for the implementation of risk-based controls 
 Choose the piece of legislation that led to mandated internal controls in the U.S. 
 Pinpoint a component of enterprise risk management (ERM) 
 Identify an example of a corrective control measure  

 
The Goals and Challenges of Internal Controls   
The success of an internal controls program is dependent upon ongoing management commitment as an 
operating requirement that is measured with the operating unit held accountable. As important as an internal 
control structure is to an organization, an effective system is not a guarantee that the organization will be 
successful. An effective internal control structure will keep the right people informed about the organiza-
tion’s progress (or lack of progress) in achieving its objectives, but it cannot turn a poor manager into a 
good one. 
 Even effective internal control can only help an entity achieve these objectives. It can provide manage-
ment information about the entity’s progress toward their achievement of business goals. However, internal 
control cannot change an inherently poor manager into a good one. In addition, shifts in government policy 
or programs, competitors’ actions, or economic conditions can be beyond management’s control. Internal 
control cannot ensure success, or even survival. 
 Internal control is not an absolute assurance to management and the board about the organization’s 
achievement of its objectives. It can only provide reasonable assurance due to limitations inherent in all 
internal control systems. 
 For example, breakdowns in the internal control structure can occur due to a simple error or mistake, 
as well as faulty judgments that could be made at any level of management. In addition, controls can be 
circumvented by collusion or by management override and a fraudulent payment. 
 Finally, the design of the internal control system is a function of the resources available, meaning that 
a cost-benefit analysis must be in the design of the system. The cost of payment controls should never 
exceed the benefits of the internal system. And the value of a good internal control system should always 
adequately reduce and help to mitigate risk for the corporate payment process. 
 
Risk-Based Internal Controls 
Many companies have ineffective internal controls programs due to an overwhelming amount of controls 
that don’t adequately consider risk. These organizations are only focused on testing the controls and not 
properly evaluating the effectiveness of the control when conducting a self-assessment or preparing for the 
annual SOX 404 internal controls assessment process. 
 A risk-based controls approach properly leverages resources and can reduce the cost of an overall in-
ternal controls program and, more importantly, this approach ensures that the control properly mitigates the 
risk. Risk-based controls focus on the key controls that will mitigate risk within the business process. Fail-
ing to take a true risk-based approach may result in identifying more controls than the operation needs. The 
operation may erroneously focus on perceived “key controls” that do not properly address the risk for a 
specific business process. 
 All companies, regardless of size, structure, nature, or industry, encounter risks at all levels within their 
organization. Risks affect each company’s ability to survive, successfully compete within its industry, 
maintain financial strength and positive public image, and maintain the overall quality of its products, ser-
vices, and people. Since there is no practical way to reduce risk to zero, management should determine how 
much risk should be prudently accepted, and strive to maintain risk within acceptable levels by considering 
the implementation of risk-based controls. 
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 Risk is exposure to a potential loss as a consequence of uncertainty. There are global risks and risks in 
every phase and stage of a business process, with certain risks of greater importance during each stage. 
Understanding the types of risk faced within each process sets the foundation for the development of risk-
based controls. 
 As an additional reference, here are ten tips for implementing risk-based controls: 

1. The focus should be on the business process and any sub-processes rather than just the audit pro-
cess. 

2. The control should be focused on the end-to-end process and its dependencies rather than just on 
transactions. Although the control should address the accuracy of a transaction, a risk-based control 
addresses the total business process and not just a single transaction. 

3. The expected outcome is to identify and mitigate risk as well as determine opportunities for process 
improvements within the operation. 

4. There should be a focus on risk management rather than solely on current policies and procedures. 
Current policies and procedures may be outdated or incorrect. 

5. The goal should be on continual risk assessment coverage through a continuous controls monitoring 
(CCM) process. 

6. Risk-based internal controls facilitate change since they should be updated when there is a signifi-
cant change to the business process or if the control is found to inadequately mitigate a potential 
risk. 

7. This approach should set the foundation for implementing operational metrics and analytics. 
8. Risk-based controls can identify risks and business process gaps across financial operations. 
9. Risk-based controls can help prevent and detect fraud since they should represent the end-to-end 

business process. 
10. Risk-based controls should always be developed by the business process owners, but approved by 

management with well-defined implementation and remediation plans. 
 
 Here are five questions to ask when developing a series of risk-based controls along with the five key 
metrics to consider when measuring results. 
 
Five Questions to Ask 

1. Does the control consider a failure that may rise to the level of a material weakness? 
2. Can the control be relied upon to either prevent or detect (in a timely manner) a material misstate-

ment of the filed financial statements? 
3. Has the control been updated recently to reflect the current business process? 
4. Has your organization considered remediation actions resulting from a fraudulent activity, findings 

from external and internal audits, and other control self-assessment processes? 
5. Is the control a key component of your continuous controls monitoring (CCM) initiative? 

 
Five Metrics to Consider 

1. Number of incidents per period 
2. Average value of incidences identified per period 
3. Estimate of total value of incidences identified per period 
4. Average hourly rate of person remediating incidents per period 
5. Percentage of transactions tested per period 

 
Application of Internal Controls 
Internal controls should be applied within an operating unit of a corporation in an effective and efficient 
manner and provide reasonable assurance that the operating unit and corresponding business process will 
meet its objectives. 
 Internal control objectives are achieved through the competence and integrity of personnel, the inde-
pendence of their assigned function, their understanding of prescribed procedures, and the effectiveness of 
monitoring accepted risk. 
 The effectiveness of an internal controls system is dependent upon the following factors: 

 Senior management commitment and communication 
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 The tone set by senior management is the most important factor contributing to the ongoing 
success of the internal controls system. This is referred to as the “tone at the top” and is sup-
ported by a corporate’s code of conduct. 

 Managers and employees understanding the internal control system along with their responsibilities 
as business process owners 
 Internal controls should be understood, supported, and promoted throughout the company. This 

is accomplished by formal training and communication programs for each corporate process. 
 Appropriate method of communication 
 Coordination and cooperation among employees is a key dependency. Impediments to neces-

sary communication should be minimized. 
 Adequate time and resources 
 Business operations need sufficient time and resources to create, maintain, and review internal 

controls. 
 
Key Point 
A company needs internal controls to ensure business is conducted in accordance with applicable laws and regula-
tions and management’s directives and authorities. Effective internal controls will support the company in achieving 
the goals of minimizing exposure to loss of integrity in operations and financial records, including: 
    Loss of assets 
    Undetected errors 
    Compromise of proprietary data, etc. 
    Managing identified risks down to acceptable levels 
    Providing the company with disciplined process management 
    Facilitating achieving business objectives effectively and efficiently 

 
Key Point 
Some of the root causes for internal control problems are listed below. 
    The need for controls not recognized throughout the organization 
    Inadequate instruction/training 
    Insufficient capital or human resources provided to support the controls initiative 
    Improper priorities assigned 
  Attitudes of employees, supervisors, and managers 
    Human error 
    Management unaware or not informed of problems within business processes 
    Supervisors not monitoring ongoing process 

 
The Three Critical Corporate Controls 
The three most critical internal controls for any company can be established by corporate policies that 
should be “operationalized” into your company’s business processes and monitored by the applicable in-
ternal control programs. The implementation of these controls set the foundation for good payment controls 
and risk mitigation. These controls are: (1) segregation of duties, (2) systems access, and (3) delegation of 
authority. Many companies have implemented these controls as “core controls” but need to keep them 
updated by following some of the best practices that are recommended below. The three critical controls 
will be referenced throughout the standards of internal control provided in this toolkit. 

1. The Segregation of Duties (SoD) control is one of the most important controls that your company 
can have. Adequate segregation of duties reduces the likelihood that errors (intentional or uninten-
tional) will remain undetected by providing for separate processing by different individuals at var-
ious stages of a transaction and for independent reviews of the work performed. 
 The SoD control provides four primary benefits: (1) the risk of a deliberate fraud is mitigated as 
the collusion of two or more persons would be required in order to circumvent controls; (2) the risk 
of legitimate errors is mitigated as the likelihood of detection is increased; (3) the cost of corrective 
actions is mitigated as errors are generally detected earlier in their lifecycle; and (4) the organiza-
tion’s reputation for integrity and quality is enhanced through a system of checks and balances. 
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 Although SoD is a basic, key internal control, it is one of the most difficult to accomplish, often 
due to limited headcount, broadly defined responsibilities, and constantly changing responsibilities. 
Basically, the general duties to be segregated are: planning/initiation, authorization, custody of as-
sets, and recording or reporting of transactions. Additionally, control tasks such as review, audit, 
and reconcile should not be performed by the same individual responsible for recording or reporting 
the transaction. 
 Best Practice: Among the most common root causes of fraud are the lack of SoD controls, weak 
SoD controls, inappropriate compensating controls, or failure to update SoD controls when respon-
sibilities change. As a best practice, many organizations review their SoD controls on a quarterly 
basis, and whenever staff turnover occurs, as part of their control self-assessment (CSA) process. 
As a result of this review, the applicable SoD controls are updated appropriately. 

2. System Access: The principle of SoD in an information system environment is also critical as it en-
sures the separation of different functions such as transaction entry, online approval of the transac-
tions, master file initiation, master file maintenance, system access rights, and the review of trans-
actions. 
 In the context of application level controls, this means that one individual should only have 
access rights which permit them to enter, approve, or review transactions, but no combination of 
two for the same transaction. Therefore, assigning different security profiles to various individuals 
supports the principle of SoD. As an example, operational or process SoD within an AP department 
will determine the system access rights that should be granted for each associate based on roles and 
responsibilities. 
 Best Practice: System access rights are reviewed on a periodic basis (usually monthly or quar-
terly) to ensure that system access capabilities are appropriate for current staff members and reflect 
any changes in responsibilities or movements to other departments. 

3. Delegation of Authority (DoA): The last critical control for your company is the DoA policy and 
control. The purpose of the DoA is to ensure the efficient operation of the company while main-
taining fiscal integrity and adherence to policy. Accountability for the overall management of the 
property, assets, financial, and human resources of the company rests with the chief executive of-
ficer (CEO). In many cases the governance of the DoA is the responsibility of the controller. Indi-
viduals that have been assigned authority under the terms of the DoA must safeguard company 
resources by establishing and maintaining internal controls that deter and detect any potential mis-
use of resources. 
 Best Practice: Many companies assign levels of authority to the job grades or levels within the 
organization and apply workflow to streamline the approval process. If an individual is promoted 
or moves to another department, his or her level of authority is automatically updated in the em-
ployee master file. 

 
The Background and History of Internal Controls 
The idea of internal controls is nothing new. In fact, it dates back to ancient civilizations as early as the 
thirteenth century. It was not until the signing of the Security and Exchange Commission (SEC) Acts of 
1933 and 1934, however, that a form of internal control was mandated in the United States. At this point, 
organizations were officially put on the path to corporate accountability by mitigating risk as a result of 
better, more effective internal controls. This chapter reviews various milestones, requirements, obstacles, 
and key events along the way. 
  
Securities Act of 1933 
When the stock market crashed in 1929 and billions of investor dollars disappeared, the public lost faith in 
the capital markets and the United States fell into the Great Depression. In search of solutions, Congress 
held hearings that resulted in passing the Securities Act of 1933, commonly called the “truth in securities” 
law. This law required that investors be provided important information about securities for public sale and 
prohibited fraudulent activity in the sale of securities, such as insider trading. It mandated that securities, 
with the exception of those exempt, be registered and that related financial information is disclosed. 
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Securities Exchange Act of 1934 
With the passing of the Securities Exchange Act of 1934, Congress created the Securities and Exchange 
Commission (SEC) and gave it authority over all aspects of the securities industry. The Act granted the 
SEC disciplinary powers and the authority to mandate reporting, disclosures, and registration of regulated 
entities. The Securities Act of 1933 and the Securities Exchange Act of 1934 put into place a mechanism 
for monitoring the securities industry to ensure that companies taking investment dollars tell the truth, are 
transparent about the risks, and safeguard the interests of their stakeholders. 
 
Trust Indenture Act of 1939 
Designed to prevent fraud by providing full and fair disclosure of the character of securities sold in interstate 
and foreign commerce and through the mail, the Trust Indenture Act of 1939 applies to debt securities 
offered for public sale. It requires those who issue bonds and the bondholder to enter into a formal agree-
ment in conformance with the standards laid out in the Act. 
 
Investment Company Act of 1940 
This law requires companies that offer securities to the public and engage primarily in investing and trading 
to disclose to the public their financial standing, structure and operations, and investment policies. Although 
the Act does not permit the SEC to directly supervise the actions of the companies, it is designed to mini-
mize conflicts of interest in complex operations. 
  
Investment Advisors Act of 1940 
This act, which was amended in 1996, protects investors by requiring certain financial advisors to register 
with the SEC. Firms and individuals affected by the regulation are those who manage assets of at least $25 
million or who advise registered investment company clients about securities. 
 
Foreign Corrupt Practices Act (FCPA) of 1977 
As a result of American corporations having made improper payment to government officials in a number 
of countries, Congress passed the Foreign Corrupt Practices Act of 1977 in an effort to eliminate such 
payments to foreign governments, politicians, and political parties, and to restore the reputation of Ameri-
can business. This law generally applies to U.S. corporations, partnerships, and other businesses and per-
sons acting on their behalf, and prohibits any payment, offer of payment, or promise of giving anything of 
value to a foreign official in an attempt to obtain business. 
 In addition to its anti-bribery provisions, the law includes broad accounting and recordkeeping rules 
for companies required to file financial reports. The FCPA requires the companies to maintain toolkits, 
records, and accounts that accurately reflect the company’s transactions and dispositions. Violations of the 
FCPA by a company and its employees can result in stiff penalties and imprisonment as evidenced by the 
recent well-publicized Wal-Mart case. 
 
Comprehensive Crime Control Act—1984 
This act expanded federal powers to seize assets in civil cases. The law included the Sentencing Reform 
Act provision, which created the U.S. Sentencing Commission, an independent agency in the judicial 
branch of government. The Sentencing Commission establishes sentencing policies and practices for fed-
eral courts, advises Congress and the executive branch in regard to effective and efficient crime policies, 
and serves as an information resource on federal crime and sentencing issues. 
 
Federal Sentencing Guidelines for Organizations—1991 
Following the savings-and-loan crisis of the 1980s, the U.S. Sentencing Commission responded to the pub-
lic’s frustration with the criminal justice system by releasing the Federal Sentencing Guidelines for organ-
izations, which imposed harsh penalties on organizations whose employees or other agents have committed 
federal crimes. The guidelines—seven steps for mitigating the risk of such crimes—include implementing 
compliance standards and procedures, assigning compliance oversight responsibility to high-level person-
nel, avoiding delegation to individuals prone to commit crimes, providing information and training on 
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standards, establishing systems for monitoring and reporting criminal conduct without fear of reprisal, en-
forcing standards and assigning responsibility for detecting offenses, and taking all reasonable steps to 
guard against offenses in the future. 
 
Internal Control—Integrated Framework—1992 and 2013 
Landmark guidance that has been embraced all around the world, Internal Control—Integrated Framework 
was developed by the Committee of Sponsoring Organizations of the Treadway Commission (COSO). 
 A commission led by James C. Treadway, Jr., then-Executive Vice President and General Counsel, 
Paine Webber Incorporated and a former Commissioner of the U.S. Securities and Exchange Commission, 
was set up. This commission was sponsored and funded by five U.S. private-sector organizations made up 
of the American Accounting Association (AAA), the American Institute of Certified Public Accountants 
(AICPA), Financial Executives International (FEI), The Institute of Internal Auditors (IIA), and the Na-
tional Association of Accountants (now the Institute of Management Accountants [IMA]). These organiza-
tions are collectively called the Committee of Sponsoring Organizations of the Treadway Commission 
(COSO). 
 The Committee of Sponsoring Organizations was charged by the Treadway Commission to develop an 
integrated guidance on Internal Control. As a result of this, a framework for designing, implementing, and 
evaluating internal control for organizations was released. 
 The COSO Framework was designed to help businesses establish, assess, and enhance their internal 
control. The importance of internal control in the operations and financial reporting of an entity cannot be 
overemphasized as the existence or the absence of the process determines the quality of output produced in 
the financial statements. A present and functioning internal control process provides the users with a “rea-
sonable assurance” that the amounts presented in the financial statements are accurate and can be relied 
upon for informed decision making.1 
 The timeless concepts of the framework are: Internal controls is a process affected by people; it provides 
reasonable assurance; and it is geared to the achievement of objectives related to operations, compliance, 
and financial reporting. 
 The internal control framework consists of five interrelated components of an internal control system: 

1. Control Environment, which sets the ethical tone of an organization and influences the control 
consciousness of its people 

2. Risk Assessment,  which identifies and analyzes the risks to achieving objectives, and determines 
how the risks should be managed 

3. Control Activities, which are the policies and procedures that help ensure risks are addressed and 
management directives are carried out 

4. Information and Communication,  which include operational, financial, and compliance-related 
reports designed to help ensure information flows down, across, and up the organization; and ef-
fective communication with stakeholders 

5. Monitoring,  which assesses the quality of the internal control system’s performance on an ongoing 
basis, through separate evaluations, or a combination of both; reports on findings; and helps ensure 
continuous improvement of the system, organizational efficiencies, and reduced costs 

 
 The five components of the COSO model are depicted in the chart below. The COSO model has driven 
many internal controls systems and Sarbanes-Oxley efforts in the corporate environment. 
 

Component Principle 
Control Environment  1. Demonstrates commitment to integrity and ethical values 

2. Exercises oversight responsibility 
3. Establishes structure, authority, and responsibility 
4. Demonstrates commitment to competence 
5. Enforces accountability 
 

                                                   
1 Uwadiae, Oduware, “COSO—An Approach to Internal Framework,” accessed October 1, 2018, https://www2.deloitte.com/ng/en/ 
pages/audit/articles/financial-reporting/coso-an-approachto-internal-control-framework.html. 



Chapter 1 – Background on Internal Controls 

7 

Component Principle 
Risk Assessment  6. Specifies relevant objectives 

7. Identifies and analyzes risk 
8. Assess fraud risk 
9. Identifies and analyzes significant change  

Control Activities  10. Selects and develops control activities 
11. Selects and develops general controls over technology 
12. Deploys through policies and procedures  

Information and  
Communication 

13. Uses relevant information 
14. Communicates internally 
15. Communicates externally  

Monitoring Activities  16. Conducts ongoing and/or separate evaluations 
17. Evaluates and communicates deficiencies  

 
COSO’s Monitoring Guidance 
COSO’s Monitoring Guidance, which was updated in 2009, builds on two fundamental principles originally 
established in COSO’s 2006 Guidance: 

1. Ongoing and/or separate evaluations enable management to determine whether the other compo-
nents of internal control continue to function over time. 

2. Internal control deficiencies are identified and communicated in a timely manner to those parties 
responsible for taking corrective action and to management and the board as appropriate. 

 
 The updated monitoring guidance further suggests that these principles are best achieved through mon-
itoring that is based on three broad elements: 

1. Establishing a foundation for monitoring, including (a) a proper tone at the top; (b) an effective 
organizational structure that assigns monitoring roles to people with appropriate capabilities, ob-
jectivity and authority; and (c) a starting point or baseline of known effective internal control from 
which ongoing monitoring and separate evaluations can be implemented 

2. Designing and executing monitoring procedures focused on persuasive information about the op-
eration of key controls that address meaningful risks to organizational objectives 

3. Assessing and reporting results, which includes evaluating the severity of any identified deficien-
cies and reporting the monitoring results to the appropriate personnel and the board for timely ac-
tion and follow-up if needed 

 
 As recommended in COSO’s Guidance for Monitoring Internal Control Systems (Published by the 
AICPA), organizations may select from a wide variety of monitoring procedures, including but not limited 
to the list below. The monitoring procedures selected along with the skills and the objectivity of the evalu-
ators of internal controls will establish the roles and responsibilities. 

 Periodic evaluation and testing of controls by internal audit 
 Continuous monitoring programs built into information systems 
 Analysis of, and appropriate follow-up on, operating reports or metrics that might identify anoma-

lies indicative of a control failure 
 Supervisory reviews of controls, such as reconciliation reviews as a normal part of processing 
 Self-assessments by boards and management regarding the tone they set in the organization and the 

effectiveness of their oversight functions 
 Audit committee inquiries of internal and external auditors 
 Quality assurance reviews of the internal audit department 

 
 Continued advancements in technology and management techniques ensure that internal control and 
related monitoring processes will change over time. However, the fundamental concepts of monitoring, as 
outlined in COSO’s Monitoring Guidance, are designed to stand the test of time. The guidance also covers 
other concepts that are important to effective and efficient monitoring, including: 

 The characteristics associated with the objectivity of the evaluator 
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 The period of time and the circumstances by which an organization can rely on adequately designed 
indirect information—when used in combination with ongoing or periodic persuasive direct infor-
mation—to conclude that internal control remains effective 

 Determining the sufficiency and suitability of information used in monitoring to ensure that the 
results can adequately support conclusions about internal control 

 Ways in which the organization can make monitoring more efficient without reducing its effective-
ness 

 
COBIT—1996 
Control Objectives for Information and Related Technology (COBIT) was created in 1996 by the Infor-
mation Systems Audit and Control Association (ISACA) and the IT Governance Institute. COBIT helps 
management derive the greatest benefit from information technology through appropriate IT governance 
and control. Its framework delineates processes and control objectives for planning/organization, acquisi-
tion/implementation, delivery/support, and monitoring/evaluation. This framework also focuses on crite-
ria—effectiveness, efficiency, confidentiality, integrity, availability, compliance, and reliability—re-
sources, and control objectives necessary for successful IT systems. In addition, COBIT provides manage-
ment guidelines which comprise maturity models, critical success factors, key goal indicators, and key 
performance indicators. 
 
SysTrust—1999 
Jointly developed by the American Institute of Certified Public Accountants (AICPA) and the Canadian 
Institute of Chartered Accountants (CICA), SysTrust is a professional service designed to build confidence 
and garner trust in the systems that support an entity or activity. It allows for measuring reliability in regard 
to a system’s availability, security, integrity, and maintainability. Certified Public Accountants (CPAs) use 
SysTrust to verify and provide assurance that system controls are operating effectively. 
 
Corporate Frauds—2001–2002 
The late 1990s and early 2000s painted a shameful picture of corporate America—a picture of unbridled 
greed and arrogance with a no-holds-barred approach to personal gains, an absence of corporate integrity 
and ethics, aggressive engagement in questionable or fraudulent business practices, highly compromised 
corporate governance, and—not surprising—the demise of public trust. Although the many corporate frauds 
perpetrated during this time would fill a toolkit on their own, only two will be covered here: Enron and 
WorldCom. 
 Prior to its bankruptcy in late 2001, Enron, the organization named “America’s Most Innovative Com-
pany” by Fortune magazine every year from 1996 to 2001, was one of the world’s leading electricity, natural 
gas, pulp and paper, and communications companies. It employed approximately 22,000 workers. In 2000, 
the same year Enron was on Fortune’s “100 Best Companies to Work for in America” list, it claimed reve-
nues of nearly $101 billion. Enron was widely recognized as an exemplary company with excellent long-
term pensions, fine benefits, and extremely effective management. 
 In August 2001, however, financial analyst Daniel Scotto became concerned about the company’s prac-
tices and warned his investors to sell Enron stocks and bonds. As later became widely known, many of 
Enron’s recorded assets and profits were inflated, or even wholly fraudulent and nonexistent. The company 
hid debts and losses by setting up inappropriate “off-balance sheet” entities. Because these debts were not 
included in the firm’s financial statements, Enron looked more profitable to investors than it actually was. 
To continue the illusion of billions in profits, even though the company was on the edge of collapse, those 
at the top of the company perpetrated more and more financial deception, which drove Enron’s stock to 
higher levels. At this point, Chief Financial Officer Andrew Fastow and other executives who had manip-
ulated the deals used insider information and traded millions of dollars of the stock, leaving the company 
in shambles and Enron stockholders with devastating losses. 
 Not unlike Enron, the story of WorldCom is one of deception and greed of those at the top who used 
fraudulent practices to mask declining profits. They classified operating expenses as capital expenditures, 
creating an illusion of financial growth and profitability to drive up the company’s stock. In 2002, when 
Cynthia Cooper, an internal auditor, discovered the questionable accounting practices and uncovered a $3.8 
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billion fraud, she blew the whistle by reporting her findings to the WorldCom Audit Committee. The ac-
counting fraud perpetrated by WorldCom executives led to the largest bankruptcy in history, and investors 
lost an estimated $180 billion. 
 
U.S. Sarbanes-Oxley Act of 2002 
The U.S. Sarbanes-Oxley Act of 2002 (SOX) was passed in an effort to hold corporate America responsible 
for its actions and to help rebuild the trust of the public following the various corporate financial reporting 
scandals of the late 1990s and early 2000s. It changed the requirements for internal control programs, cor-
porate governance, and corporate accountability for publicly traded companies. 
 Named after its primary architects—Senator Paul Sarbanes (D-Maryland) and Representative Michael 
Oxley (R-Ohio)—SOX includes mandates for enhanced corporate governance and financial accountability. 
I had the pleasure of meeting Senator Sarbanes at an International Accounts Payable Professionals Annual 
Forum in 2007. 
 In a nutshell, the law addresses: 
 

Summary of Sarbanes-Oxley Requirements 
 Management’s certification of the accuracy of financial statements, management’s responsibility for ensuring 

and reporting on the effectiveness of the company’s internal controls, and the external auditors’ attestation 
to management’s assertion of internal controls  

 New requirements for corporate boards and audit committees, including enhancing the audit committee’s 
(ACs) oversight responsibility for the financial management of the organization, hiring and overseeing the 
external auditors, and ensuring that a financial expert is a part of the AC 

 Disclosure of a code of conduct for financial officers, protection of whistleblowers, and accelerated reporting 
of insider trading 

 Establishment of the independent Public Accounting Oversight Board (PCAOB) as the standard setting body 
for auditing 

 Criminal penalties for management’s issuance of fraudulent financial certifications 
 Reinforcement of the external auditors’ independence, ensuring they are not “involved” in the management 

or implementation of activities they audit; and required five-year rotation of the lead auditor 
 
Key Point 
Section 404 requires an annual report by management on the design and effectiveness of internal controls over 
financial reporting, and an attestation by the company’s auditors as to the accuracy of management’s assessment: 
  Evaluate and test internal controls over financial reporting using COSO to opine on effectiveness (broad and 

deep). 
  Assessment must be based on procedures sufficient to evaluate design and test operating effectiveness. 

Inquiry alone will not provide adequate basis for assessment. 
  Significant support is required from operations and controller organizations as up to 70% of key controls 

can be outside of financial reporting. 
 
Management’s responsibilities include: 
  Evaluate design and effectiveness of internal controls over financial reporting. 
  Support evaluation with sufficient evidence, including documentation and test results. 
  Written assessment of effectiveness of internal controls over financial reporting as of the end of the com-

pany’s most recent fiscal year. 
  Management must maintain evidential matter, including documentation, to provide reasonable support for 

its assessment and testing of both design and operating effectiveness. 
 
Key Point 
Definitions to describe a controls weakness are: 
 Significant deficiency: A control deficiency, or combination of control deficiencies, that adversely affects the 
company’s ability to initiate, authorize, record, process, or report external financial data reliably in accordance with 
generally accepted accounting principles such that there is more than a remote likelihood that a misstatement of 
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the company’s annual or interim financial statements that is more than inconsequential will not be prevented or 
detected. 
 Material weakness: A significant deficiency, or combination of significant deficiencies, that results in more than 
a remote likelihood that a material misstatement of the annual or interim financial statements will not be prevented 
or detected. To ensure successful outcome, many organizations have listed the following items as best practices that 
can be followed by privately held companies: 
 

Sarbanes-Oxley Best Practices 
 Have strong steering and disclosure committees 
 Engage the external auditor early 
 Develop organization-wide communications for every annual event 
 Management buy-in is essential with key stakeholders 
 Balance documentation effort and use automation where possible 
 Ensure that company resources and process owners are engaged throughout the process 
 Identify and support champions for keeping information current 
 Develop livable, structured process for updating documentation to conflict organization or system changes 
 Ensure periodic reviews of the organization’s internal controls programs 

 
Enterprise Risk Management (ERM) Integrated Framework—2004 And 2013 
COSO defines enterprise risk management (ERM) as a “process, effected by an entity’s board of directors, 
management, and other personnel; applied in strategy setting and across the enterprise; designed to identify 
potential events that may affect the entity; and manage risk to be within its risk appetite, to provide reason-
able assurance regarding the achievement of entity objectives.” 
 In the Enterprise Risk Management Integrated Framework, COSO expands its highly acclaimed Inter-
nal Control Integrated Framework to more broadly explore and expand risk management from four per-
spectives: strategic, operational, financial, and compliance. Building upon the internal control framework, 
the components of the ERM framework include the internal environment, objective setting, event identifi-
cation, risk assessment, risk response, control activities, information and communication, and monitoring. 
 
Example: Enterprise Risk Management (ERM) and the Application to the Procure to Pay 
(P2P) Cycle   
Enterprise risk management (ERM) in business includes the methods and processes used by organizations 
to manage risks and seize opportunities related to the achievement of their objectives. ERM provides a 
framework for risk management, which typically involves identifying particular events or circumstances 
relevant to the organization’s objectives (risks and opportunities), assessing them in terms of likelihood and 
magnitude of impact, determining a response strategy, and monitoring process. By identifying and proac-
tively addressing risks and opportunities, business enterprises protect and create value for their stakehold-
ers, including owners, employees, customers, regulators, and society overall.2 
 ERM can also be described as a risk-based approach to managing an enterprise, integrating concepts of 
internal control, the Sarbanes-Oxley Act, data protection, and strategic planning. ERM is evolving to ad-
dress the needs of various stakeholders, who want to understand the broad spectrum of risks facing complex 
organizations to ensure they are appropriately managed. Regulators and debt rating agencies have increased 
their scrutiny on the risk management processes of companies. 
 We have all been focused on implementing internal controls within our organizations in order to meet 
the requirements of the Sarbanes-Oxley Act (SOX), Section 404. Many companies have asked if their con-
trol processes are headed in the right direction, and started to wonder if they are “just going through the 
motions.” Another question to consider: Do the controls adequately address the risk of an organization or 
entity that is not meeting its objectives or accomplishing a key strategy? Lastly, can the risk be managed? 

                                                   
2 Wikipedia, “Enterprise Risk Management,” accessed October 2, 2018, https://en.wikipedia.org/wiki/Enterprise_risk_manage-
ment. 
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 The Committee of Sponsoring Organizations of the Treadway Commission (COSO) issued Internal 
Control—Integrated Framework to help businesses and other entities assess and enhance their internal con-
trol systems. That framework has since been incorporated into policies, rules, and regulations, which are 
used by thousands of enterprises to better control the process to achieve established objectives. 
 ERM is a process, affected by an entity’s board of directors, management, and other personnel, that is 
applied during strategy setting across an enterprise in order to: 

 Identify potential events that may affect the entity and manage risks to be within its “risk appetite,” 
which can be defined as the risk tolerance that a firm is willing to allow. 
 Some firms are very conservative and avoid risk by the focus on too many controls. As an 
example, a firm may have multiple levels of approvals for expenditure. This can become a signa-
ture-gathering process rather than a true approval process. 

 Provide reasonable assurance regarding the achievement of entity objectives. 
 ERM is a process that provides a reasonable level of assurance that the firm’s total objectives 
will be achieved. 

 
 ERM is designed to raise a consistent “risk-and-control consciousness” throughout an enterprise and 
become a commonly accepted model for discussing and evaluating the risk management process. 
 ERM consists of eight interrelated components that are developed from the way management runs an 
enterprise and should be integrated with the management process. The components are: 

1. Internal Environment—The internal environment encompasses the tone of an organization. It sets 
the basis for how risk is viewed and addressed, including risk management philosophy, risk appe-
tite, integrity, ethical values, and the environment in which they operate. 

2. Objective Setting—Objectives must exist before management can identify potential events affect-
ing their achievement. ERM ensures that management has a process established to set objectives 
and that the chosen objectives support and align with the entity’s mission and are consistent with 
its risk appetite. 

3. Event Identification—Internal and external events affecting achievement of an entity’s objectives 
must be identified, distinguishing between risks and opportunities. Opportunities are channeled 
back to management’s strategy or objective-setting processes. 

4. Risk Assessment—Risks are analyzed, considering likelihood and impact, as a basis for determin-
ing how they should be managed. 

5. Risk Response—Management selects risk responses—avoiding, accepting, reducing, or sharing 
risk—to develop a set of actions that align risks with the entity’s risk tolerance. 

6. Control Activities—Policies and procedures are established and implemented to help ensure the 
risk responses are carried out effectively. 

7. Information and Communication—Relevant information is identified, captured, and communi-
cated in a form and timeframe that enables people to carry out their responsibilities. Effective com-
munication also occurs in a broader sense, flowing down, across, and up the entity. 

8. Monitoring—The entirety of ERM is monitored and modifications made as necessary. Monitoring 
is accomplished through ongoing management activities, separate evaluations, or both. Manage-
ment activities are defined as business planning, internal controls, communication, corporate gov-
ernance, and corporate infrastructure. 

 
An ERM Checklist 
Starting at the enterprise level, control considerations include: 

1. Established and communicated enterprise-level objectives, including how they are supported by 
strategic plans and complemented on a process/application level. A risk assessment process, in-
cluding estimating the significance of risks, assessing the likelihood of their occurrence, and deter-
mining needed actions, should be established. 
 Are acquisitions and divestitures of significant assets appropriately controlled (e.g. a completed 

due diligence procedure that has been reviewed by the appropriate level of management)? 
 Are there adequate mechanisms for identifying business risks, including those resulting from: 
 New markets or lines of business? 
 New products and services? 
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 Privacy and data protection compliance requirements? 
 Other changes in the business, economic, and regulatory environment? 

2. Adequate organization-level communication to enable people to discharge their responsibilities 
effectively, allowing management to take timely and appropriate follow-up action on communica-
tions received from customers, vendors, regulators, and/or other external parties. 
 Is there a process for tracking communication? 
 Is ownership assigned to specific management personnel to help ensure the entity responds 

appropriately, timely, and accurately to communications? 
 
Key Point 
ERM involves companywide motivation. While ERM is not a regulatory requirement, it can establish a competitive 
advantage. The diagram below matches key Section 404 activities with the ERM model. As you can see, the ERM 
model supports and complements the requirements of SOX 404. 
 

 
  
Internal Control over Financial Reporting—Guidance for Smaller Public Companies—2006 
For years, smaller companies struggled to apply COSO’s Internal Control — Integrated Framework. In this 
guidance, COSO provides a principles-based approach to internal control, uniquely designed for smaller 
companies. It actually has proved beneficial, however, to companies of all sizes. This guidance helps man-
agement to establish and maintain effective internal control over financial reporting and provides infor-
mation on complying with new rules and regulations while containing costs. 
 
Guidance on Monitoring Internal Control Systems—2009 
Recognizing the absence of available resources on monitoring, COSO released this guidance to help organ-
izations ensure they have an accurate understanding of the effectiveness of their internal controls so that 
they can take corrective action as warranted. This guidance advocates a proper tone at the top that supports 
monitoring, an effective organizational structure that assigns monitoring roles to people with appropriate 
capabilities, objectivity and authority, and a “baseline” at which the monitoring begins and from which 
accurate conclusions about improvement can be drawn. Other activities include the design and execution 
of monitoring procedures, assessing and reporting results, and following up as needed. 
 
Definition and Objectives of Internal Controls 
Internal controls are desired goals or conditions for a specific event cycle which, if achieved, minimize the 
potential that waste, loss, unauthorized use, or misappropriation will occur. 
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 For a control objective to be effective, compliance with it must be measurable and observable. The 
control objectives include authorization, completeness, accuracy, validity, physical safeguards and security, 
error handling, and segregation of duties and are described below. 

 Authorization: The objective is to ensure that all transactions are approved by responsible person-
nel in accordance with specific or general authority before the transaction is recorded. 

 Completeness: The objective is to ensure that no valid transactions have been omitted from the 
accounting records. 

 Accuracy: The objective is to ensure that all valid transactions are accurate, consistent with the 
originating transaction data, and information is recorded in a timely manner. 

 Validity: The objective is to ensure that all recorded transactions fairly represent the economic 
events that actually occurred, are lawful in nature, and have been executed in accordance with 
management’s general authorization. 

 Physical Safeguards and Security: The objective is to ensure that access to physical assets and 
information systems is controlled and properly restricted to authorized personnel. 

 Error Handling: The objective is to ensure that errors detected at any stage of processing receive 
prompt corrective action and are reported to the appropriate level of management. 

 Segregation of Duties:  The objective is to ensure that duties are assigned to individuals in a manner 
that ensures that no one individual can control both the recording function and the procedures rel-
ative to processing the transaction. As noted, segregation of duties is one of the three critical cor-
porate controls. 

 
Types of Internal Controls and Control Mechanisms 
Major Types of Internal Control 
There are three main types of internal controls: preventive, detective, and corrective as defined below. 

1. Detective: Designed to detect errors or irregularities that may have occurred 
2. Corrective:  Designed to correct errors or irregularities that have been detected 
3. Preventive: Designed to keep errors or irregularities from occurring within the business process 

 
 The table below applies the control type to standard risk objectives, and control measures or activities: 
 

Risk Management Objective Control Measure Type of Control 
Segregation/Authorization  Physical and logical access control 

 Audit trails 
 Preventive 
 Detective 

Accuracy  Automatic validation 
 Data verification 
 Application change control 
 Audit trails 

 Preventive 
 Detective or Corrective  
 Preventive 
 Detective 

Completeness  Application change control 
 Record counts 
 Cross-totals 
 Audit trails 

 Preventive 
 Detective 
 Detective 
 Detective 

Confidentiality  Physical and logical access control 
 Audit trails 

 Preventive 
 Detective 

Auditability  Only access production data through 
authorized programs 

 Audit trails 

 Preventive 
 

 Detective 
Continuity/Recovery  Backups and recovery plans  Corrective 

 
Compensating Controls  
Effective compensating controls can improve the design of a process that has inadequate segregations of 
duties and ultimately provide reasonable assurance to managers that the anticipated objective(s) of a process 
or a department will be achieved. 
 However, compensating controls are less desirable than the segregation of duties internal control be-
cause compensating controls generally occur after the transaction is complete. Also, it takes more resources 
to investigate and correct errors and to recover losses than it does to prevent an error. 
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Other Controls 
Other organization and corporate defined controls are described in the following sections. These types of 
controls are embedded in the governance structure of a corporation and support the major types of controls 
that are integral to the payments process. 
 
Organization Controls 
Organizational controls should cover all aspects of the company’s business processes without overlap, and 
be clearly assigned and communicated. 

 Responsibility should be delegated down the level at which the necessary expertise and time exists. 
 No single employee should have exclusive knowledge, authority, or control over any significant 

transaction or group of transactions. 
 Agreeing realistic qualitative and quantitative targets strengthens responsibility. 
 The structure of accountability depends upon continuing levels of competence of employees in 

different positions and the development of competence so that responsibility and reporting rela-
tionships can be regrouped in more efficient ways. 

 
Policy Controls 
Policy controls are the general principles and guides for action that influence decisions. They indicate the 
limits to choices and the parameters or rules to be followed by the company and its employees. Major 
policies should be reviewed, approved, and communicated by senior management. Policies are derived by: 

 Considering the business environment and process objectives 
 Identifying the potential categories of risks that the environment poses toward achievement of the 

objectives 
 
Procedure Controls 
Procedure controls prescribe how actions are to be performed consistent with policies. Procedures should 
be developed by those who understand the day-to-day actions that will be subject to the procedures. 
 
Supervisory Controls 
Examples of supervisory controls are situations in which managers ensure that all employees understand 
their responsibilities and authorities, and the assurance that procedures are being followed within the oper-
ating unit. 
 
Review Controls 
Review controls include an ongoing self-assessment process as required by the Sarbanes-Oxley Act of 
2002. A controls self-assessment (CSA) process is a series of questions that validate the effectiveness of 
the control environment. As a best practice, a self-assessment must be conducted every fiscal quarter for a 
specific business process or sub-process. In some situations, the manager of the operating unit may elect to 
conduct a self-assessment test more frequently if automated continuous monitoring tools are used. It is 
imperative that all weaknesses found in the testing process are remediated through a corrective action and 
follow-up process. 
  
Leveraging the Standards of Internal Control to Implement a Controls Self-Assess-
ment (CSA) Program 
The Institute of Internal Auditors (IIA) defines CSA as a process through which internal control effective-
ness is examined with the objective of providing reasonable assurance that all business objectives are met. 
The employees performing CSA work are in the functional area being examined rather than upper-level 
managers that are above the system of internal controls. 
 These employees have a wealth of information about internal controls and fraud (if it exists). While 
internal (or independent) auditors can be involved with CSA initiatives, auditors do not “own” the process 
and do not make the assessments and evaluations. 
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Key Point 
If there is an environment of internal control, controls are understood and embedded at the tactical level, and the 
process is validated by a CSA, cost of controls can be reduced drastically. More importantly, the risk of fraudulent 
behavior is significantly mitigated. The standards of internal control provided in this toolkit will help to determine 
the areas of risk and key controls to focus on in a CSA process. 
 
 The most common approaches to performing CSA activities are facilitated team meetings, CSA sur-
veys, and management’s focus on a specific internal control or area of their business. 

 A facilitated team meeting is the most popular form of CSA. The facilitated sessions consist of 6 
to 15 employees who are subject on a day-to-day basis to the internal controls being evaluated. A 
trained facilitator guides the meeting, and another individual records the activity. 

 The survey approach uses questionnaires to elicit data about controls, risks, and processes. It dif-
fers from traditional internal control questionnaires used by auditors because the operational em-
ployees (not the auditors) use the survey results to self-evaluate the controls or processes. At some 
companies a survey approach may be used to evaluate “soft” controls. It may be used to evaluate 
the effectiveness of an ethics program that is considered an entity-level control. (Refer to Chapter 
16.) 

 
 The steps below support the self-assessment approach in a CSA program. Self-testing on a regular basis 
validates the effectiveness and design of the control. This approach can be used when management would 
like to review the controls of a specific process. Lastly, this approach can also be used in a workshop setting. 

1. Understand the operating unit or business process. A key component of a CSA program is en-
suring that the control points and responsibilities of the operating unit are understood. 

2. Determine the scope of the CSA initiative. Clearly define the CSA scope and the controls that will 
be assessed for a specific business process. 

3. Ensure there is management commitment. This is crucial to the ongoing support and success of 
the program. It is demonstrated by full management understanding of the value-added benefits of 
a CSA program. 

4. Match the CSA program to the operating unit. Develop a program that represents the operating 
unit or process or select from the recommendation standards of internal control. 

5. Form a CSA team or work team. Work teams or process teams, with the assistance of a facilitation 
team, identify obstacles to overcome or strengths to be leveraged and agree upon appropriate action 
steps to improve the group’s effectiveness. As an example, a process-based CSA Team will focus 
on a process that may only entail one activity of a particular business unit or processes such as 
procure to pay and accounts payable. Suitable candidates for the CSA team are: 
 Work teams that work together on a single business process that may cut across functional 

management boundaries 
 Work teams that are about to implement a new process or application system 
 Teams that tend to be staff-based in that most of those attending should be the individuals 

performing the work 
 Areas where basic day-to-day processes require improvement 

6. Plan and schedule the evaluation of internal controls. Although an internal controls program 
should be flexible to address the changing business environment, a quarterly plan and schedule for 
the CSA program helps to work around peak periods of activity. 

7. Complete the evaluation of internal controls. 
8. Develop deficiency findings and remediation activities. A deficiency finding is a factual statement 

of a problem without judgment or conclusion and should be quantified where possible. Findings 
should address the root cause of the problem and identify “what is really broken.” 

9. Develop a corrective action plan. A corrective action plan is an internal controls team and/or man-
agement plan that addresses the status of findings on an ongoing, scheduled basis. The CSA team 
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is responsible for managing the implementation of the corrective action plan. The plan needs to 
include: 
 Finding reference 
 Corrective action 
 Owner of the individual corrective action. An individual should own the corrective action plan 

to ensure accountability. 
 Commitment date 
 Status 
 Actual date the correction occurred 
 Revised or retesting recommended 
 Review of recommended corrective action 
 Attached supporting documentation as evidence of completion of the corrective action (e.g. 

process change, system access issues due to segregation of duties issues corrected) 
10. Follow-up and retest the finding. Corrected findings need to be verified by following up and re-

testing the issue by the review of audit trails, process changes, and sampling transactions after the 
correction took place. 

11. Management reporting and review. Ongoing management review of internal controls program 
results indicates the commitment and strengthens the accountability in each organization within the 
operating unit. 

12. Conduct ongoing training. Internal controls training is key to the operating unit understanding of 
internal controls components and requirements and should be provided on an annual basis. Business 
process owners responsible for the payments process should have specific training programs for 
new hires if there has been a process change or a new system or solution has been implemented. 

13. Update standards of internal control (key controls). Standards of internal control supporting the 
CSA process should be updated to reflect the results of corrective action plans. 

 
Ethics and “Tone at the Top” 
The connection between fraud and the tone at the top of an organization has received a great deal of attention 
over the last few years. “Tone at the top” refers to the ethical atmosphere that is created in the workplace 
by the organization’s leadership. Whatever tone management sets will have a trickle-down effect on em-
ployees of the company. If the tone set by managers upholds ethics and integrity, employees will be more 
inclined to uphold those same values. 
 As a best practice, many organizations integrate ethics and compliance requirements into all business 
processes. Companies need to ensure that an environment of ethics and compliance is embedded within 
their areas of responsibility. Additionally, a business process owner plays a key role in managing all internal 
control initiatives in private and public companies. These initiatives usually include the deployment of 
ethical standards or a code of conduct for the organization. 
 
What is “tone at the top”?  
The tone at the top establishes the integrity of a company and directs how employees, shareholders, and 
stakeholders of a company will behave. A tone at the top focused on personal salary and greed, or that 
supports and overlooks fraudulent activities, results in a company that may behave the same way. A tone 
at the top that is focused on doing the right thing for employees, shareholders, and stakeholders results in a 
company that has an environment of openness and honesty. 
 
What are the components of an effective ethics policy? 

1. Communicates an organization’s ethical values, standards, and commitments to stakeholders that 
will underpin the way that it does business 

2. Confirms leadership commitment to the above 
3. Describes how this will be achieved and monitored through an ethics program 
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4. Identifies the main ethical issues faced by the organization 
5. Identifies other policies and documents that support and detail aspects of the ethics policy—such 

as a code of ethics, a speak-up policy, a bullying and harassment policy, a gifts and hospitality 
policy, an environment policy, etc. 
 

What are the components of a well-defined code of conduct? 
As a best practice, companies and organizations of all sizes have implemented a code of conduct to support 
their “tone at the top” message. The Institute of Business Ethics suggests that a code of conduct include the 
following components: 

 How we compete 
 Bribery and facilitation payments 
 Gifts and entertainment 
 Conflicts of interest 
 Use of company assets 
 Safeguarding important information 
 Political involvement and contributions 
 The application of human rights standards in our business 
 Our environmental responsibilities 
 Timely payments of suppliers 
 Other issues 

 
What are examples of poor “tone at the top”? 
According to the AICPA, the following list provides examples of poor tone at the top and establishes a 
negative work environment for an employee who is vulnerable to a fraudster. These examples or symptoms 
also support the Fraud Triangle concept in which there must be: (1) Need, (2) Rationalization, and (3) 
Opportunity for an individual to commit fraud. 

 Top management apparently not caring about or rewarding appropriate behavior 
 Lack of recognition for proper job performance 
 Negative feedback 
 Perceived organizational inequities 
 Autocratic management rather than participative management 
 Unreasonable budget expectations or other financial targets 
 Low organizational loyalty 
 Fear of delivering “bad news” to supervisors and/or management 
 Less-than-competitive compensation 
 Poor training and promotional opportunities 
 Unfair, unequal, or unclear organizational responsibilities 
 Poor communication practices or methods within the organization 

  
Code of Conduct Considerations 
An environment of internal control in any size organization begins with the tone at the top, which is re-
flected in the company’s code of conduct. A code of conduct establishes the organization’s commitment to 
internal controls, which can help protect the company against fraud. Fraud can occur in organizations of all 
sizes and in all industries. Controllers and business process owners have the responsibility to ensure that 
the accounting staff exhibits the highest ethical behavior possible. Negative ethical behavior usually shows 
up in accounting processes where payments are made, such as accounts payable and payroll. 
 The following three types of fraud are examples of violations of tone at the top: 

1. Internal fraud: One or more employees facilitate the activity by using false entries to cover the 
action. The activity can be concealed for a length of time so that fraud is not easily recognized. 

2. External fraud: Someone outside of the accounts payable department is able to gain access to com-
pany assets through fraudulent means. As a result, funds are misappropriated or extorted from the 
company. 
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3. Conspiracy fraud or collusion: This is a combination of both internal and external fraud in which 
an employee conspires with someone outside of the company such as a vendor or an ex-employee 
to commit a fraudulent activity. 

 
Entity-Level Controls 
Entity-level controls have a pervasive influence throughout all organizations. If they are weak, inadequate, 
or nonexistent, they can impact material weaknesses relating to an audit of internal control. Week entity-
level controls can also lead to material misstatements in the financial statements of the company. The pres-
ence of material misstatements could result in receiving an adverse opinion on internal controls and a qual-
ified opinion on the financial statements. 
 Entity-level controls should be included in the internal controls programs for all companies and organ-
izations, no matter how large or small. In a January 11, 2010, article, “Taking Control: Public Company 
Auditors Use Internal Controls to Measure Effectiveness,” published by the AICPA’s CPA Insider, it was 
noted that entity-level controls (also called top-level controls or management review controls) can provide 
effectiveness for all controls. 
 “Entity-level controls are often related to the monitoring process and financial close and reporting cy-
cle—although small companies may not refer to them in those words,” explains Wayne Kerr, senior con-
sultant with Thomson Reuters. Kerr says that these top-level controls are items such as weekly or monthly 
top management reviews of financial information; approval of large transactions, such as payments or sales; 
and reviews of bank reconciliations. 
 “Smaller companies rely on these types of controls, in part, because they often lack the resources or 
capacity to incorporate separation of duties and other ‘prevent’ controls into their processes,” he adds. 
 
Benefits for Entity-Level Controls 
There are several benefits to implementing an effective entity-level controls program that are applicable to 
all types of organizations. These benefits include: 

 Reduction of the likelihood of a negative risk event by establishing and reinforcing the infrastruc-
ture that sets the control consciousness of the organization. 

 For companies conducting evaluations of internal controls, the presence of effective entity-level 
controls can contribute to a more effective and efficient evaluation strategy. 

 Increased effectiveness and efficiency of management’s risk assessment and controls evaluation. 
 Enforcing the adherence to an internal controls framework. 
 An assessment of entity-level controls can highlight potential problems that require a revision of 

existing internal controls programs at the activity level. 
 
“Tone at the Top”  
This is a subjective analysis on the emphasis and seriousness that senior management displays toward in-
ternal controls and compliance. This can be quite easy to determine based on the results of the tests men-
tioned above, but can also be supported by reviewing the following: 

 Has the company implemented the appropriate internal control framework? 
 Does the company have the requisite amount of independence in the audit, finance, and other func-

tional areas as evidenced by the organizational chart? 
 Are meeting minutes documented for each board of directors meeting? 
 Do the CEO and president participate in the follow-through and implementation of internal control 

reviews, gaps, and remediation? Is this documented? 
 
 Depending upon the complexity of the organization, there are additional considerations to include in 
the evaluation of entity-level controls: 

 Controls over management override 
 The company’s risk assessment process 
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 Centralized processing and controls, including shared service environments 
 Controls to monitor results of operations 
 Controls to monitor other controls, including activities of the internal audit function, the audit com-

mittee, and self-assessment programs 
 Controls over the period-end financial reporting process 
 Policies that address significant business control and risk management practices 
 Internal audit 
 Ethics hotline 
 Code of conduct 
 Its environment and organizations 
 Self-assessment 
 Disclosure committee 
 Oversight by the board or senior management 
 Policies and procedures manual 
 Variance analysis reporting 
 Remediation mechanism 
 Management triggers embedded within it systems 
 Internal communication and performance reporting 
 Tone at the top 
 Board and audit committee reporting 
 External communication 
 Segregation of duties 
 Account reconciliations 
 System balancing and exception reporting 
 Change management 
 Risk assessment methodology 
 Corporate governance 
 Delegation of authority policies 
 Hiring and retention practices 
 Fraud prevention/detection controls and analytical procedures 

 
Roles and Responsibilities for Internal Control 
Internal control over financial reporting continues to be a major area of importance in the governance of an 
organization. The table presented in this section was developed to provide a template to suggest the roles 
and responsibilities for the specific components of an organization’s system of internal controls that can be 
used in both public and privately held companies. The roles and responsibilities include those of the Em-
ployees, Board of Directors, Audit Committee, Chief Executive Officer and Executive Management Team, 
Controller and Chief Financial Officer (CFO), Internal Controls Team, Assertion Team, SOX 404 Steering 
Committee, Internal Auditors, and External Auditors. 
 
Key Point 
Ownership of internal controls is critical for all levels of organization. Management directives must be: 
  Developed and documented 
  Communicated 
  Understood (existence, meaning, and use) by appropriate people 
  Supported by processes to ensure compliance 
  Supported by management 
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Responsibilities Definition of Responsibilities 
Employees  
 

 Employees support the organization’s internal control program and adhere to the 
organization’s code of conduct and tone at the top. 

 The internal control system is only as effective as the employees throughout the 
organization who must comply with it. Employees throughout the organization 
should understand their role in internal control and the importance of supporting 
the system through their own actions and encouraging respect for the system by 
their colleagues throughout the organization. 
 

Audit Committee   Boards of directors and audit committees have responsibility for making sure the 
internal control system within the organization is adequate. 

 This responsibility includes determining the extent to which internal controls are 
to be evaluated. 
 

Chief Executive Officer 
(CEO) and Executive 
Management Team of 
the Organization 

 The chief executive officer is ultimately responsible and should assume ownership 
of the system. 

 More than any other individual, the chief executive sets the tone at the top that 
affects integrity and ethics and other factors of a positive control environment. 

 Senior managers in turn assign responsibility for establishment of more specific 
internal control policies and procedures to personnel responsible for the unit’s 
functions. 

 In a smaller entity, the influence of the chief executive, often an owner-manager, 
is usually more direct. In any event, in a cascading responsibility, a manager is ef-
fectively a chief executive of his or her sphere of responsibility. 

 In a large company, the chief executive fulfills this duty by providing leadership 
and direction to senior managers and reviewing the way they are controlling the 
business. 

 As an indication of management’s responsibility, top management at a publicly 
owned organization will include, in the organization’s annual financial report to 
the shareholders, a statement indicating that management has established a sys-
tem of internal control management believes is effective. The statement may also 
provide specific details about the organization’s internal control system. 

 The primary responsibility for the development and maintenance of internal con-
trol rests with an organization’s management. With increased significance placed 
on the control environment, the focus of internal control has changed from poli-
cies and procedures to an overriding philosophy and operating style within the 
organization. 

 Emphasis on these intangible aspects highlights the importance of top manage-
ment’s involvement in the internal control system. If internal control is not a pri-
ority for management, then it will not be one for people within the organization 
either. 
 

Controller and Chief 
Financial Officer (CFO)   

 Controllers and CFOs are usually responsible for the development and implemen-
tation of internal controls programs for their companies. 

 Controllers and CFOs are also responsible for the results of the effectiveness of 
the organization’s internal controls programs, which means that controls must be 
updated to reflect current system and operational environments. 

 They are required to ensure that all accounting practices impacting financial re-
sults are properly controlled. 

 Controllers and CFOs also drive the assertion process required by Sarbanes-Oxley 
(SOX) 404. They may lead an Internal Controls Team with Assertion Teams to fa-
cilitate this effort as described below. 

 A controller and CFO may also enlist the efforts of a Sarbanes-Oxley (SOX) Steering 
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Committee to help with the governance of the internal controls program and as-
sertion process. This approach is also described below. 
 

Internal Controls Team 
(Public Company Exam-
ple) 

The VP of Internal Controls, along with the Internal Controls Team, is responsible for 
implementing the requirements of Sarbanes-Oxley (SOX) 404, by which the organiza-
tion’s internal controls are documented and evaluated. This requirement includes im-
plementing the foundational direction for the organization’s internal controls pro-
gram. Specific responsibilities of the Internal Controls Team include: 
Project Management 
 Primary liaison to impacted organizations and external service providers and es-

calate project-wide issues to management and Steering Committee for resolution. 
Tactical Project Focus 
 Interact with controls and procedures owners. 
 Ensure delivery of all tasks assigned to the specific work stream. 
 Report to the Internal Controls Project Manager to obtain scope approval. 
 Assist with issue escalation and provide milestone progress updates. 
 Responsible for day-to-day work effort in areas of ownership. 
 Working for the Internal Controls Project Manager, complete assigned workload 

with designees from control and procedures owners. 
Disclosure Committee, Audit Committee, and SEC Reporting (10Q and 10K) 
 The VP of Internal Controls attends each Disclosure Committee meeting and pre-

sents significant controls issues that impact the organization’s key controls. 
 The VP of Internal Controls attends each Audit Committee meeting and provides 

SOX 404 project updates and presents significant control issues. 
 The VP of Internal Controls develops the response for the evaluation of internal 

controls for the 10Q and 10K reports. 
 

Assertion Team 
(Public Company Exam-
ple)  

As part of the structure for the SOX 404 project, and to establish the foundational 
structure control environment, Assertion Teams are established to represent each ac-
counting cycle, process, and/or business area. The Assertion Team is responsible for: 
 Providing input and signoff on the scope of the SOX 404 project 
 Participating in workshops, and providing access to subject matter experts (SMEs) 
 Completing assertion packages with the Internal Controls team 
 Approving deliverables 
 Providing input into testing effort during planning, execution, and results remedi-

ation stages 
 Addressing remediation actions 
 Accepting responsibility for ongoing maintenance of controls and documentation 

  
SOX 404 
Steering Committee 
(Public Company Exam-
ple) 

The SOX 404 Steering Committee has the following responsibilities: 
 The SOX 404 Steering Committee will provide written certification to support the 

organization’s Section 404 assertion on internal controls on an annual basis. This 
effort is supported by the sub-certification process at the detailed process-owner 
level and the deliverable acceptance in individual process areas. 

 The SOX 404 Steering Committee will review sensitive policies required for SOX 
404 compliance, including: Segregation of Duties, Delegation of Authority 
changes, and remediation and resolution of other enterprise-wide issues. 

 The SOX 404 Steering Committee will provide visible sponsorship of project and 
commitment of skilled resources from all represented areas, and committee 
members play an important role in reviewing and understanding the project 
scope, approach, and risks. 
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Internal Auditors  Internal auditors’ responsibilities typically include ensuring the adequacy of the 
system of internal control, the reliability of data, and the efficient use of the or-
ganization’s resources. Internal auditors identify control problems and develop 
solutions for improving and strengthening internal controls. 

 Internal auditors are concerned with the entire range of an organization’s internal 
controls, including operational, financial, and compliance controls. 
 

External Auditors  Internal controls will also be evaluated by the external auditors. External auditors 
assess the effectiveness of internal control within an organization to plan the fi-
nancial statement audit. 

 In contrast to internal auditors, external auditors focus primarily on controls that 
affect financial reporting. External auditors have a responsibility to report internal 
control weaknesses (as well as reportable conditions about internal control) to the 
audit committee of the board of directors. 
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Review Questions 
1. Which of the following is not one of the three critical corporate internal controls? 
  A. Standardized documentation 
  B. Segregation of duties 
  C. System access 
  D. Delegation of authority 

  
2. What is the purpose of the delegation of authority control? 
 A. Reduce mistakes or errors through a system requiring access rights to approve or review trans-

actions 
 B. Reduce the likelihood of errors going undetected by providing separate processing of transac-

tions by different individuals 
  C. Ensure the separation of different functions in an information system environment  
 D. Ensure the efficient operation of the company while maintaining fiscal integrity and adherence 

to policy  
 
3. What piece of legislation expanded federal powers to seize assets in civil cases? 
  A. Foreign Corrupt Practices Act 
  B. Trust Indenture Act 
  C. Comprehensive Crime Control Act 
  D. Investment Company Act 
 
4. What component of an internal control system sets the ethical tone of an organization? 
  A. Control environment 
  B. Monitoring 
  C. Risk assessment 
  D. Control activities 

  
5. The principle of specifying relevant objectives is part of what component of the COSO model? 
  A. Control environment  
  B. Monitoring activities 
  C. Risk assessment 
  D. Information and communication  
 
6. What is a principle of the monitoring activities component of internal controls? 
  A. Demonstrates commitment to competence 
  B. Evaluates and communicates deficiencies 
  C. Identifies and analyzes risks  
  D. Deploys through policies and procedures  
 
7. Which enterprise risk management (ERM) component correlates with the Section 404 activity of es-

tablishing materiality and significance?  
  A. Risk assessment  
  B. Objective setting 
  C. Risk response 
  D. Information and communication 

 
8. What is an example of a control measure that is a type of detective control? 
  A. Data verification 
  B. Automatic validation 
  C. Physical and logical access control  
  D. Application change control 
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9. Who is responsible for making sure the internal control system in an organization is adequate? 
  A. Accounting department employees 
  B. Audit committee and board of directors 
  C. Human resources department employees 
  D. Finance department employees 
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Review Answers 
1. A.  Correct. Standardized documentation is not one of the three critical corporate internal controls. 

While standardized documentation is an important control that helps with consistency and locating 
discrepancies, it is not one of the three critical internal controls.  

 B.  Incorrect. Segregation of duties is one of the three critical corporate internal controls. This control 
reduces the chances that errors remain undetected due to there being separate processing by differ-
ent individuals during the processing of a transaction.  

 C.  Incorrect. System access is one of the three critical corporate internal controls. System access in-
volves an individual having rights to do one of the following but not a combination of two for the 
same transaction: enter, approve, or review.  

 D.  Incorrect. Delegation of authority is one of the three critical corporate internal controls. Delegation 
of authority assigns levels of authority to the job grades or levels in order to safeguard the company 
resources. 

 
2. A.  Incorrect. The purpose of the delegation of authority control is not to reduce mistakes or errors 

through a system requiring access rights to approve or review transactions. System access is a con-
trol that ensures the separation of different functions, which include the approval and review of 
transactions and also the entry of a transaction, master file maintenance, system access rights, and 
master file initiation.  

 B.  Incorrect. The purpose of the delegation of authority control is not to reduce the likelihood of errors 
going undetected by providing separate processing of transactions by different individuals. The 
internal control that does this function is the segregation of duties. There are four main benefits of 
this control which include the reduction of deliberate fraud, increased detection of errors, reduced 
costs for errors since they are caught early, and preserved reputation and integrity of the company 
due to its system of checks and balances.  

 C.  Incorrect. The purpose of the delegation of authority control is not to ensure the separation of dif-
ferent functions in an information system environment. This control is the purpose of the segrega-
tion of duties control, which allows for early detection of errors, mitigation of fraud, lower costs 
and preserved reputation by means of separating duties of individuals within the company.  

 D.  Correct. The purpose of the delegation of authority control is to ensure the efficient operation of 
the company while maintaining fiscal integrity and adherence to policy. This control safeguards 
the company resources by deterring and detecting any potential misuse of resources.  

 
3. A.  Incorrect. The Foreign Corrupt Practices Act is not a piece of legislation that expanded federal 

powers to seize assets in civil cases. This Act was passed in an effort to eliminate improper payment 
to governments, politicians, and political parties.  

 B.  Incorrect. The Trust Indenture Act is not a piece of legislation that expanded federal powers to 
seize assets in civil cases. This Act requires the full and fair disclosure of the character of securities 
sold in interstate and foreign commerce in an effort to prevent fraud.  

 C.  Correct. The Comprehensive Crime Control Act is a piece of legislation that expanded federal 
powers to seize assets in civil cases. The law includes the Sentencing Reform Act provision which 
was created by the U.S. Sentencing Commission. This commission establishes policies for federal 
courts and advises the government on effective crime policies.  

 D.  Incorrect. The Investment Company Act is not a piece of legislation that expanded federal powers 
to seize assets in civil cases. This Act requires the full disclosure of financial standing for compa-
nies that offer securities to the public and engage in investing and trading of securities.  

 
4. A.  Correct. The control environment is the component of an internal control system that sets the eth-

ical tone of an organization.  
 B.  Incorrect. Monitoring is not a component of an internal control system that sets the ethical tone of 

an organization. Monitoring asses the quality of the internal control system’s performance and re-
ports on the findings and helps ensure continuous improvements and reduced costs. 
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 C.  Incorrect. Risk assessment is not a component of an internal control system that sets the ethical 
tone of an organization. Risk assessment identifies and analyzes the risks of achieving objectives 
and involves the determination on how to manage these risks.  

 D.  Incorrect. Control activities is not a component of an internal control system that sets the ethical 
tone of an organization. Control activities are the policies and procedures that help ensure risks are 
addressed and management directives are carried out.  

 
5. A.  Incorrect. Control environment is not the component of the COSO model that has the principle of 

specifying relevant objectives. Control environment principles include demonstrating commitment 
to integrity and ethical values; exercising oversight responsibility; establishing structure, authority, 
and responsibility; demonstrating commitment to competence; and enforcing accountability.  

 B.  Incorrect. Monitoring activities is not the component of the COSO model that has the principle of 
specifying relevant objectives. Monitoring activities principles include conducting ongoing and 
separate evaluations and evaluating and communicating deficiencies.   

 C.  Correct. Risk assessment is the component of the COSO model that has the principle of specifying 
relevant objectives. Other principles of this component are identifying and analyzing risks and as-
sessing fraud risks.  

 D.  Incorrect. Information and communication are not components of the COSO model that has the 
principle of specifying relevant objectives. Information and communication principles include us-
ing relevant information and communicating internally and externally.  

 
6. A.  Incorrect. Demonstrates commitment to competence is not a principle of the monitoring activities 

component of internal controls. Rather, this is a principle of the control environment which sets the 
ethical tone of the organization.  

 B.  Correct. Evaluates and communicates deficiencies is a principle of the monitoring activities com-
ponent of internal controls. Another principle is that it conducts evaluations that are either contin-
uous evaluations or separate evaluations.  

 C.  Incorrect. Identifies and analyzes risks is not a principle of the monitoring activities component of 
internal controls. Instead, this is a principle of the risk assessment internal control which identifies 
and analyzes the risks of achieving objectives and determines how the risks should be managed.  

 D.  Incorrect. Deploys through policies and procedures is not a principle of the monitoring activities 
component of internal controls. Instead, this is a principle of the control activities of internal control 
which are the policies and procedures developed to address risks and make sure that the manage-
ment directives are carried out.  

 
7. A.  Incorrect. Risk assessment is not the enterprise risk management (ERM) component that correlates 

with the Section 404 activity of establishing materiality and significance. Risk assessment involves 
identifying in-scope activities, processes, and locations and identifying risks to achieving asser-
tions.  

 B.  Correct. Objective setting is the enterprise risk management (ERM) component that correlates 
with the Section 404 activity of establishing materiality and significance. An additional activity for 
objective setting is complying with regulations.  

 C.  Incorrect. Risk response is not the enterprise risk management (ERM) component that correlates 
with the Section 404 activity of establishing materiality and significance. Risk response involves 
deciding to remedy or to live with the deficiency.  

 D.  Incorrect. Information and communication are not the enterprise risk management (ERM) compo-
nents that correlate with the Section 404 activity of establishing materiality and significance. Infor-
mation and communication involve the compiling of results companywide. 

 
8. A.  Correct. Data verification is a type of detective control. A detective control is one that is designed 

to detect errors or irregularities that may have occurred.  
 B.  Incorrect. Automatic validation is not a type of detective control. Automatic validation is a type of 

preventive control which is designed to keep errors or irregularities from occurring.  
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 C.  Incorrect. Physical and logical access control is not a type of detective control. Physical and logical 
access control is a type of preventive control which is designed to keep errors or irregularities from 
occurring. 

 D.  Incorrect. Application change control is not a type of detective control. Application change control 
is a type of preventive control which is designed to keep errors or irregularities from occurring. 

 
9. A.  Incorrect. The accounting department employees are not responsible for making sure the internal 

control system in an organization is adequate. Accounting department employees have the role of 
supporting and adhering to the organization’s internal control program, but are not involved in the 
creation of the system. 

 B.  Correct. The audit committee and the board of directors are responsible for making sure the inter-
nal control system in an organization is adequate. This responsibility also includes determining the 
extent to which the internal controls are evaluated.  

 C.  Incorrect. Human resources department employees are not responsible for making sure the internal 
control system in an organization is adequate. Similar to other employees, human resources depart-
ment employees have the role of supporting and adhering to the organization’s internal control 
program. 

 D.  Incorrect. The finance department employees are not responsible for making sure the internal con-
trol system in an organization is adequate. Finance department employees have the role of support-
ing and adhering to the organization’s internal control program, but are not involved in the creation 
of the system. 

  



Chapter 1 – Background on Internal Controls 

28 

 
 
 
 
 
 
 
 
 
 

 
 

  



 

 

 
Chapter 2 

The Order to Cash (O2C) Process 
 
Learning Objectives 

 Ascertain an internal control measure for sales contracts that will prevent the risks of fines and 
penalties 

 Recognize a risk if controls for cash deductions are not implemented  
 Select an example of a cash receipts internal control standard 

 
Introduction  
The O2C process includes the sub-processes of acquiring and accepting customer orders; writing sales 
contracts; granting customer credit; shipping or otherwise delivering products or services; billing and re-
cording sales and lease transactions; maintaining and monitoring accounts receivable; instituting effective 
collection procedures; recording and controlling cash receipts; establishing pricing and promotional activ-
ities; and properly valuing receivable balances. 
 Order to cash (O2C) and AR are important business processes within a corporation. AR is one of a 
series of accounting transactions dealing with the billing of a customer for goods and services received. In 
most business entities this function is typically done by generating an invoice and mailing or electronically 
delivering it to the customer, who in turn must pay it within an established timeframe called credit or pay-
ment terms. Terms of payment are established in the customer contract. 
 
Process Overview 
The diagram below suggests that the foundational elements for the O2C process are internal controls and 
compliance, ERP systems, and O2C automation solutions. 
 

 
 
Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline used in determining the degree of internal 
controls implementation is that the cost of a control should not exceed the benefit derived. However, there 
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is a minimum set of controls that should exist in a normal business environment. The internal control stand-
ards listed here represent the minimum controls to be implemented for the revenue process. In some cases, 
the requirements of the U.S. government exceed these minimum controls. 
 
Metrics  

Table of Metrics 
 Accounts Receivable Aging—Independently age accounts receivable on invoice date. Identify all open ac-

counts receivable transactions as of a specified date (but default to the current date) and report the aging of 
accounts receivable transactions by client and for all clients together in predetermined aging categories, 
based on invoice/billing date. 

 Number of Duplicate Customers (Same Name or Address)—Ensure all customers are valid and created only 
once. Identify all sales orders by customers where more than one occurrence of the same Customer Name or 
Customer Address exists in the customer database under different customer ID. 

 Customer Data Validity—Ensure transaction validity by identifying transactions where critical data elements 
deviate from expected values and formats. For each sales order transaction, test that critical transactional 
and customer master data is present. 

 Invalid Customer Prices—Ensure all sales prices are authorized. Identify all Sales Orders by customer where 
the price on the master file differs from the price on the sales order by more than the percentage variance or 
the threshold amount variance. 

 Sales Process Kick-Back—Ensure all transactions are valid and to highlight potentially fraudulent activity. 
Identify Customers with any Sales orders with (1) unusually high sales discounts; unusually high credit 
terms/credit limits; or (2) unusually frequent credit memos to the same customer. 

 Non-Compliant Customer—Verify that customers are not listed in the GSA-EPLS and SAM list. Also, check the 
customer master for KYC, OFAC, OIG, and FCPA compliance. Identify all Sales Orders where the customer 
name matches names found in the GSA-EPLS list.  

 Valid Credit Limits—Ensure all credit limits assigned to customers adhere to company polices. Identify all 
sales orders by customers where the total sales order + AR balance are greater than the customer’s credit 
limit. 

 Unauthorized Price Changes—Verify that prices in the price master file are authorized and valid. Identify all 
sales orders where the individual who entered/modified prices in the price master has the proper systems 
access. 

 AR Billing Status and Review—Monitor the AR transactions, specifically billing and adjustment type transac-
tions, per customer, to identify clients with a high adjustment ratio. This information can help uncover the 
manipulation of client records, and ultimately assets such as inventory. Examine the AR transactions file (bill-
ing and adjustments) with the objective of profiling clients who appear to have a high number of adjustments, 
write-offs when compared to their charges. 

 Days Sales Outstanding (DSO)—Ensure all billings are within a timely manner. Identify all invoices where the 
corresponding sales order was entered greater than the <<Aging Period>> number of days before the invoice. 

 True DSO Calculation—True DSO calculates the actual number of days credit sales are unpaid by tracking 
individual invoices to the month of sale. 

 Best Possible DSO—Best Possible DSO utilizes only your current (non-delinquent) receivables to calculate the 
best length of time you can achieve in turning over receivables. It should be compared to the standard calcu-
lation above, and be close to your terms of sale. 

 Delinquent DSO (Average Days Delinquent) Calculation—Delinquent DSO or Average Days Delinquent (ADD) 
calculates the average days invoices are past due. This provides a snapshot to evaluate individuals, subgroups, 
or overall collection performance. 

 Countback DSO Calculation—The Countback Method of calculating takes into account sales fluctuations. Giv-
ing more weight to the current month’s sales, it reflects the correct assumption that most of the A/R balance 
will be from current, as opposed to previous, sales. It also takes into account the real effect of the actual 
difference in the number of days per month (e.g. 28 in February vs. 30 in April, June, September, and Novem-
ber vs. 31 the rest of the months). 
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 Sales Weighted DSO Calculation—Sales Weighted DSO, as with the regular DSO calculation, measures the 
average time that receivables are outstanding. However, some consider it an improvement over other meth-
ods of calculating DSO because it attempts to smooth out the bias of credit sales and terms of sale. 

 Collection Effectiveness Index (CEI)—The Collection Effective Index, also known as CEI, is a calculation of a 
company’s ability to retrieve their accounts receivable from customers. CEI measures the amount collected 
during a time period to the amount of receivables in the same time period. In comparison, the collection 
effectiveness index is slightly more accurate than daily sales outstanding (DSO) because of the time period. 

 
Sub-Processes 
The sub-processes included in the O2C process are: 

2.1 Order Entry/Edit 
2.2 Export Controls 
2.3 Sales Contracts 
2.4 Credit 
2.5 Shipping 
2.6 Revenue Recognition/Billing 
2.7 Accounts Receivable 
2.8 Collection 
2.9 Cash Receipts and Application 

2.10 Price Establishment 
2.11 Promotional Activities 

 
2.1 Order Entry/Edit 
Introduction 
Customer and product master data must be accurate, timely, with the appropriate safeguards to ensure the 
data is secured. Orders/contracts must be properly documented and fully edited before they are released to 
production and/or shipping, as appropriate. 
 
Standard of Internal Control  

2.1.1 Master Data. All modifications to the database must be approved by the appropriate member 
of management prior to data entry. 
Refer to risks: A-2, A-4, A-5, A-7, A-8, A-10 

2.1.2 Order Evidence. All orders must be supported by an authorized customer purchase order or 
other evidence supporting the customer’s initiation of the order. 
Refer to risks: A-1, A-2, A-3 

2.1.3 Access to Orders. Customer order information must be safeguarded from unauthorized access. 
Refer to risk: A-8 

2.1.4 Credit Review. New customers who do not remit a payment in advance at the time of order or 
delivery must be reviewed for creditworthiness prior to the acceptance and/or shipment of 
customer orders.  
Refer to risk: A-4 

2.1.5 Order Fulfillment. Orders must be evaluated to ensure the customer’s expected fulfillment date 
is possible prior to accepting the order.  
Refer to risks: A-11, A-13 

2.1.6 Order Acceptance. Formal acknowledgment of order acceptance must be sent to the customer 
on a timely basis, unless reasonable business practice dictates otherwise. 
Refer to risk: A-5 

2.1.7 Sales Contracts. As a standard practice, a signed contract should be approved by the applicable 
financial and operational boards or management teams for all customer product and service 
prior to execution. 
Refer to risks: A-1, A-2, A-10 



Chapter 2 – The Order to Cash (O2C) Process 
 
 

32 

2.1.8 Order Documentation. Items to be reviewed include existence of appropriate contract forms, 
purchase order terms and conditions, shipping and payment terms, credit approvals, order re-
ceipt date, applicable tax documentation/calculations, prices, extensions, product compatibil-
ity, and compliance with applicable federal, state, and local government laws/regulations and 
export control requirements.  
Refer to risks: A-1, A-2, A-4, A-6, A-7, A-11, A-14 

2.1.9 Open Order Review. Open order status must be reviewed periodically for backorders, can-
celed, and partially filled orders. Backorders and partially filled orders must be researched and 
resolved. 
Refer to risk: A-9 

2.1.10 Sales Subject to Financing. When selling product subject to financing, policies and procedures 
must be established and documented to ensure the third-party lease/conditional sales contract 
has been approved by the customer and is acceptable to the company prior to order acceptance. 
Refer to risks: A-1, A-10, A-14, A-15 

2.1.11 Order Processing. Orders must be processed expeditiously. Metrics should be established and 
monitored to measure average time to process and number of items greater than a certain num-
ber of days.  
Refer to risks: A-12, A-13, A-15 

2.1.12 Order Terms. Order administration should ensure orders being processed are consistent with 
corporate standards (margin, risk, payment terms, project milestones, etc.). 
Refer to risk: A-7 

 
Risk If Standard Is Not Implemented  

A-1 Products may be manufactured and shipped or services performed without a valid customer 
commitment. 

A-2 The products, quantity, selling price, payment terms, sales tax, or shipping address included 
on the manufacturing order may be incorrect. 

A-3 Commission credit may be processed for an invalid invoice. 
A-4 Products or services may be sold to an unauthorized customer or to an unacceptable credit risk, 

resulting in uncollectible accounts. 
A-5 Errors in the manufacturing order (e.g. products, quantity, and price) may not be identified and 

corrected prior to manufacture and shipment. 
A-6 Non-compliance with government regulations may result in substantial fines, penalties, delays 

in collection, and/or loss of exporting privileges. 
A-7 Orders may be accepted and processed at prices and/or terms and conditions that are not ac-

ceptable to management. 
A-8 Sales/orders may be lost, destroyed, or altered. 
A-9 Confidential information may be used to the detriment of the company.  

A-10 Sales and lease contracts may not be acceptable to management regarding pricing, terms, pen-
alty clauses, or credit risk. 

A-11 Customers may not make payments to the company and/or issue fines or penalties resulting 
from unmet milestones. 

A-12 Untimely pricing and inventory information may result.  
A-13 Customer dissatisfaction may result. 
A-14 Product may be manufactured or shipped prior to finalization of payment arrangement with 

customer. 
A-15 Loss of revenue. 
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2.2 Export Controls  
Introduction 
The U.S. government controls exports of sensitive equipment, software, and technology as a means to pro-
mote our national security interests and foreign policy objectives. 
 Through this export control system, the U.S. government can effectively: 

 Provide for national security by limiting access to the most sensitive U.S. technology and weapons. 
 Promote regional stability. 
 Take into account human rights considerations. 
 Prevent proliferation of weapons and technologies, including of weapons of mass destruction, to 

problem end-users and supporters of international terrorism. 
 Comply with international commitments (e.g. nonproliferation regimes and UN Security Council 

sanctions and UNSC resolution 1540. 
 
 Under the current export control system, three different USG agencies have the authority to issue export 
licenses: the Departments of State, Commerce, and the Treasury. In 2009, licensing agencies within these 
departments processed over 130,000 applications. In 2010 alone, the Department of Commerce processed 
approximately 22,000 applications. In some cases, exporters were required to apply for multiple licenses 
from separate departments. 
 The goal of the ECR Initiative is to create a Single Licensing Agency (SLA), which would act as a 
“one-stop shop” for businesses seeking an export license and for the USG to coordinate review of license 
applications. The result will be a licensing process that is transparent, predictable, and timely. 
 The United States controls lists correspond directly with the lists maintained by the various multina-
tional export control regimes, but are augmented by unilateral controls when necessary to ensure national 
security and foreign policy imperatives. 
 The three major lists of export-controlled items are the Commerce Control List (CCL), the United States 
Munitions List (USML), and the Nuclear Regulatory Commission Controls (NRCC). 
 The CCL includes the following: 

 Items on Wassenaar Arrangement Dual-Use List 
 Nuclear-related dual-use commodities (compiled in the Nuclear Suppliers Group’s Nuclear Refer-

ral List) 
 Dual-use items on Missile Technology Control Regime List 
 CW Precursors, biological organisms and toxins, and CBW-related equipment on the Australia 

Group lists 
 Items controlled in furtherance of U.S. foreign policy and other objectives, including anti-terrorism, 

crime control, Firearms Convention, regional stability, UN sanctions, and short supply reasons 
 Unlisted items when destined for specified end-uses or end-users (catchall controls) 

 
 The regulations emphasize a company’s responsibility for knowing the destination of its products and 
technical data. The regulations apply to all non-U.S. sales, and additionally, certain requirements apply to 
sales within the United States. The regulations typically require licensing of exports. In the United States, 
to export Commerce Control List items the most commonly used licenses are general and individual vali-
dated licenses.1 
 
Application of Internal Controls 
It is corporate policy to comply with export regulations worldwide. The export or re-export of products will 
not be carried out except in compliance with these regulations. It is the responsibility of each Company 

                                                   
1 U.S. Department of State, “A Resource on Strategic Trade Management and Export Controls,” accessed January 5, 2019, 
https://www.state.gov/strategictrade/overview/. 
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operating unit in the United States as well as each company international order processing location to un-
derstand the regulations and have a working knowledge of U.S. Export Regulations. All company managers 
must consult with internal resources responsible for corporate trade for assistance in identifying those trade 
control legal requirements specifically applicable to their business operations, which must be integrated 
within the internal controls program. Mistakes in the procedural application and/or omissions and failures 
to implement appropriate processes for compliance with any of these trade control requirements may result 
in regulatory violations and the imposition of government monetary penalties and other sanctions, including 
the loss or suspension of exporting privileges. 
 
Standard of Internal Control  

2.2.1 Export Control Assessment. In consultation with the trade organization, all company operating 
units must assess the character and scope of their business activities to determine which export 
control requirements, if any, will apply to those activities. Once identified, a written export 
control program must be developed and implemented to ensure that (a) all required controls 
are in place, (b) such controls provide a reasonable assurance of continuing satisfactory com-
pliance, and (c) they are adequately documented for audit purposes. 
Refer to risks: B-1, B-2, B-3 

2.2.2 Elements of the Export Control Program. An export control program should incorporate the 
following elements: 

a. A clear statement of management’s awareness of, commitment to and expectation of 
employee compliance with applicable export controls. 

Refer to risk: B-2 
b. Company hardware, software, technical data, and technical assistance, and that of third 

parties, transferred by any means or method, both internally and externally, across 
national boundaries must be assessed or “classified” by the trade organization for its 
technology characteristics and specifications. This is necessary to ensure that any re-
quired non-U.S. and/or U.S. government export authorization is correctly identified 
and cited in shipping documentation or is made available to fulfill other regulatory 
requirements. The export of products and services without a required export authori-
zation is a violation of the law. 

Refer to risks: B-1, B-2, B-3 
c. Appropriate documentation must be created and retained in conformity with national 

export control administration requirements. 
Refer to risks: B-1, B-2 
d. All company transactions must be assessed for the appearance of factors identified in 

the profile of technology “diversion risk indicators” or other suspicious or unreasona-
ble circumstances that might indicate a potential for illegal technology diversion. 

Refer to risks: B-1, B-2, B-3 
e. Unless subject to specific proliferation screening exemption, all transactions must be 

screened for the appearance of factors suggesting a prohibited weapons of mass de-
struction “proliferation” nuclear, missile, chemical-biological end-use or end user. 

Refer to risks: B-1, B-2, B-3 
f. A process must be established to evaluate, select, and then utilize the correct license 

requirements necessary authorizing any export and to correctly fulfill all accompany-
ing administrative requirements. 

Refer to risks: B-1, B-2 
g. A high level of vigilance must be exercised in all transactions to detect the appearance 

of prohibited verbal or written boycott related language and terms. 
Refer to risks: B-1, B-2 
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h. The country content of products must be assessed in order to satisfy the certification 
processes of the United States and/or other countries required to qualify for certain 
national government purchasing and procurement programs. 

Refer to risks: B-1, B-2 
i. There is an evolving worldwide trade requirement for information identifying the 

country(ies) of origin in the manufacture or assembly of products. This is a necessary 
requirement to satisfy certain government contract compliance, importation, and fund-
ing program requirements. 

Refer to risks: B-1, B-2 
j. A process must be established to detect, in any transaction, the appearance of product 

or services having technical characteristics that are classified for export purposes as 
“munitions” products or services which are subject to stringent control required by the 
International Traffic in Arms Regulations (ITAR). 

Refer to risks: B-1, B-2, B-3 
k. Opportunities must be provided for the periodic presentation to employees of appro-

priate training in export controls awareness, comprehension, and procedural admin-
istration. 

Refer to risk: B-2 
l. Appropriate processes must be implemented to ensure that an effective self-testing 

program exists for measuring compliance with the individual elements of a function’s 
export control program. 

Refer to risk: B-2 
2.2.3 Notifications. To ensure that all controlled materials/products purchased by customers are not 

sold or re-exported in violation of export regulations, the following notifications must be pre-
sent when required: 

a. The Destination Control Statement is a legal statement required by the Export Admin-
istration Regulations (EAR) and the International Traffic in Arms Regulations (ITAR) 
stating that the goods you are exporting are destined for the country indicated in all 
the shipping documents. 

b. Contracts with distributors or other resellers must contain a statement to indicate that 
they have agreed not to violate any applicable export regulations. 

Refer to risks: B-1, B-3 
2.2.4 Self-Audits. All worldwide operating unit managers will ensure that their respective self-audit 

programs will include periodic reviews of their export licensing control programs to assure 
compliance with U.S. and local regulations. 
Refer to risk: B-2 

  
Risk If Standard Is Not Implemented 

B-1 Noncompliance with the regulations may result in license denial, shipment seizures, substan-
tial civil fines, criminal penalties, and/or loss of exporting privileges. Penalties are often severe 
but vary by country and seriousness of violation. 

B-2 Internal controls may be circumvented or may not be executed. 
B-3 Inaction may adversely impact U.S. national security and foreign policy. 

 
2.3 Sales Contracts 
Introduction 
Sales contracts may be in, but are not limited to, these forms: 

a. An accepted customer quote 
b. A purchase order with terms and conditions which are different from the company’s standard terms 

and conditions, or a formal document 
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Standard of Internal Control 
2.3.1 Enforceable Contracts. Sales contracts should be standardized, clearly written, and legally 

enforceable, with the terms of the sale completely documented. The contracts should be finan-
cially and operationally sound (achievable) and strategically aligned. Authorization to draft, 
modify, approve, and sign contracts must be clearly defined and in accordance with the com-
pany’s policy on delegation of authority with appropriate segregation of duties controls. Legal 
counsel must review contracts where appropriate to assure that the company is entering into a 
correct and appropriate contract and that it is not assuming liability for the negligence, errors, 
or omissions of another party. 
Refer to risks: C-1, C-2, C-3, C-5, C-6 

2.3.2 Feasible Contracts. All sales contracts must be reviewed for product availability and adminis-
trative, financial, and performance feasibility and communicated to those responsible for im-
plementation and follow-up (e.g. pricing, terms and conditions, etc.). 
Refer to risks: C-1, C-2, C-3 

2.3.3 Contract Storage. All sales contracts must be filed and safeguarded appropriately. 
Refer to risks: C-1, C-2, C-4 

2.3.4 Contract Reviews. Compliance reviews must be performed periodically so potential losses are 
recognized. 
Refer to risk: C-8 

2.3.5 Contract Renewals. Contracts are renewed in a timely fashion before delivering product or 
providing services. 
Refer to risks: C-1, C-8 

2.3.6 Oral/Side Agreements. Oral/side agreements in lieu of a sales contract should not be made. 
Refer to risks: C-1, C-3, C-7, C-8 

 
Risk If Standard Is Not Implemented 

C-1 Customer dissatisfaction may result. 
C-2 Assessment of fines and/or penalties may result. 
C-3 Different prices of product to similar customers could create pricing difficulties locally and 

possibly globally. In addition, different prices for the same product to similar customers may 
be illegal and result in penalties to the company. 

C-4 Lost, incorrectly recorded, and/or misappropriated sales contracts may not be identified and 
corrected in a timely manner. 

C-5 The company could be held responsible for the negligence, errors, or omissions of another 
party, resulting in financial loss to our shareholders. 

C-6 If the contract is not consistent regarding liability provisions, it can be unenforceable. 
C-7 Inability to deliver product or service.  
C-8  Financial losses may occur. 

 
2.4 Credit  
Introduction 
Formal, written credit procedures (e.g. establishment of credit terms, reserves for bad debt, promissory 
notes, direct loans, indemnified transactions) should be established and implemented for each operating 
unit and be consistent with policy established by the corporate controller. 
 Credit limits must be established for each customer with established payment terms. Credit limits must 
be recorded in an information system (e.g. customer master) that is used for managing the shipment of 
orders to customers. A review of approved credit limits and the current receivable balance must be made 
before additional customer orders are accepted and/or shipped. The review should consider all regional and 
business units’ leasing or direct sales resulting in the global receivable balance. 
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Standard of Internal Control  
2.4.1 Credit Policies. Formal, written credit procedures (e.g. establishment of credit terms, reserves 

for bad debt, promissory notes, direct loans, indemnified transactions) should be established 
and implemented for each operating unit and be consistent with policy established by the cor-
porate controller. 
Refer to risks: D-1, D-2, D-4 

2.4.2 Credit Limits. Credit limits must be established for each customer. Credit limits must be rec-
orded in an information system (e.g. customer master) that is used for managing the shipment 
of orders to customers. Credit limits must be based on a review of the customer’s ability to pay 
and should be balanced between the local and global credit position. Reliable outside sources 
of information must be used to establish such limits. 
Refer to risks: D-2, D-4 

2.4.3 Credit Limit Exceptions. Credit management approval is required before credit is extended in 
excess of approved limits. When extended credit is granted, a timeline should be established 
with criteria for an extension/reduction process when period expires or criteria are not met. 
Refer to risks: D-2, D-4 

2.4.4 Credit Limit Reviews. Established customer credit limits must be documented, filed, and re-
viewed for adequacy at least annually. Where appropriate, adjustments to credit limits must be 
made in accordance with approved corporate policies/procedures. Customer credit history 
must be maintained. 
Refer to risks: D-2, D-4 

2.4.5 Past Due Customers. Customers must be assigned “refer to credit” designation whenever un-
disputed past due balances exist on their accounts. All orders placed by these customers must 
be approved by Credit prior to being released for shipment. 
Refer to risks: D-2, D-4 

2.4.6 Terms of Sale. Standard terms of sale must be extended to all customers or classes of custom-
ers. Exceptions to standard terms of sale must only be made in concert with custom product 
delivery and custom services delivery and approved by appropriate level of management.  
Refer to risks: D-2, D-4 

2.4.7 Segregation of Duties. Credit administration must be independent of the order entry, billing, 
general ledger, and sales functions. 
Refer to risks: D-2, D-3 

2.4.8 System Access. Individuals with system capability to make entries in the accounts receivable 
subsidiary ledger (e.g. cash application, account write-offs, sales concessions, and sales dis-
counts) must not have system capability to invoice customers, issue credit memos, or adjust 
the general ledger. If this separation is not possible due to limited staff size, compensating 
controls must be documented, implemented, and followed. 
Refer to risk: D-2, D-3, D-5 

2.4.9 Cash Rebates. Where rebates are not processed as credits, a process is established to ensure 
the account is current. Cash rebates should be initiated by credit, authorized by finance, paid 
by accounts payable, and reconciled by finance. 
Refer to risk: D-3, D-6 

2.4.10 Cash Deductions. Customer deductions (debit memos) are created by credit, approved by re-
gion finance, and applied by appropriate finance function. 
Refer to risk: D-3 

2.4.11 Disputes and Concessions. Guidelines must be developed and monitored for dispute detection, 
tracing, and resolution. Criteria and approval for concession must be developed and monitored. 
Refer to risks: D-4, D-6 

 
Risk If Standard Is Not Implemented  

D-1 Inconsistent and/or inadequate credit review may be completed. 
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D-2 Products or services may be sold to an unauthorized customer or to an unacceptable credit risk, 
resulting in uncollectible accounts. 

D-3 Intentional alteration of receivable records/invoices could occur.  
D-4 Revenue may be lost due to poor credit decisions. 
D-5 Company funds may be disbursed to customers with past due balances. 
D-6 Customer dissatisfaction may result if resolution is not performed in a timely manner. 

 
2.5 Shipping  
Introduction 
Numerically controlled shipping transactions must be prepared for all goods shipped. Evidence of shipment 
must be transmitted to accounting or billing module in a timely manner, generally within 24 hours. Sales 
cut-off requirements for revenue recognition purposes will be followed by the shipping department. 
  
Standard of Internal Control 

2.5.1 Authorized Shipments. Proper written authorization with an appropriate business need is re-
quired for all products shipped from company premises. 
Refer to risks: E-1, E-2, E-3, E-4 

2.5.2 Accounting for Shipments. Sales orders or shipping authorizations must be accounted for on 
a periodic basis by someone independent of the order processing and shipping functions. This 
will include ensuring all product shipments have been billed and are accurately reflected in the 
inventory records. 
Refer to risks: E-3, E-5, E-9, E-10 

2.5.3 Documented Shipments. Accurate documentation that meets legal and contractual require-
ments must be prepared for all shipments.  
Refer to risks: E-1, E-2 

2.5.4 Shipping Records. Shipping documents must be pre-numbered where the integrity of sequenc-
ing is not computer controlled. Missing documents must be investigated. 
Refer to risks: E-3, E-7, E-8 

2.5.5 Product Transfers. Evidence of shipment, such as a signed bill of lading, must be obtained 
from the carrier to establish the physical and legal transfer of products. Such documents must 
always reflect the actual date of shipment. 
Refer to risks: E-3, E-6, E-7 

2.5.6 Quantity and Product Verification. A person independent of the shipping function must verify 
the types and quantities of products to be shipped on at least a test basis. Some form of valida-
tion of quantity/type should be obtained from carrier. 
Refer to risks: E-2, E-4 

2.5.7 Warehouse Layout. The shipping department must be physically segregated from the produc-
tion and receiving facilities, as dictated by good business practices. Returned product must be 
segregated from inventory available for sale. 
Refer to risk: E-4 

2.5.8 Warehouse Access. Admittance to the shipping area must be restricted to authorized personnel 
only. 
Refer to risks: E-4, E-10 

2.5.9 Sales Cutoff. There will be no deviations from the company’s sales cutoff policy. 
Refer to risk: E-7 

2.5.10 Blank Shipping Forms. Blank shipping authorizations, numerically controlled shipping docu-
ments, and bills of lading must be safeguarded from unauthorized access and use. 
Refer to risks: E-8, E-10 

2.5.11 Segregation of Duties. The shipping function must be independent of the physical inventory 
count, order entry, billing, accounts receivable, and general ledger functions. 
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Refer to risks: E-3, E-10 
2.5.12 Complaints. Customer correspondence (billing and shipping complaints, service problems, 

etc.) must be investigated and resolved in a timely manner. 
Refer to risks: E-4, E-8, E-10, E-11 

2.5.13 Drop Shipments. Locations involved with domestic and international drop shipments must 
have documented procedures that are enforced.  
Refer to risks: E-1, E-2, E-3, E-7 

 
Risk If Standard Is Not Implemented 

E-1 Shipments may be made to incorrect or unauthorized customers or to incorrect customer loca-
tions. 

E-2 Incorrect products or quantities may be shipped, or products may be shipped early, late, or in 
violation of export control and/or customs requirements. 

E-3 Products may have been shipped but not billed or recorded. 
E-4 Customer shipments may be lost, misplaced, or misappropriated. 
E-5 Products that have been authorized for shipment may not have been shipped. 
E-6 The company may not recover for products lost by the carrier. 
E-7 Revenues and related cost of sales may be recorded in the wrong accounting period, as com-

plete and accurate information may not be forwarded to accounting/billing. 
E-8 Accountability over products shipped may be lost. Unbilled and/or misappropriated shipments 

may not be identified. 
E-9 Backorders or lost sales orders may not be identified and resolved on a timely basis. 

E-10 Intentional errors or misappropriation of assets could occur.  
E-11  Customer dissatisfaction may result. 

 
2.6 Revenue Recognition/Billing 
Introduction 
According to International Finance Reporting Standards (IFRS) criteria, for revenue to be recognized, the 
following conditions must be satisfied: 

1. Risks and rewards have been transferred from the seller to the buyer. 
2. The seller does not have control over the goods sold. 
3. The collection of payment from goods or services is reasonably assured. 
4. The amount of revenue can be reasonably measured. 
5. Costs of revenue can be reasonably measured. 

 
 An explanation for each condition is provided below. 

 Conditions (1) and (2) are referred to as Performance. Regarding performance, it occurs when the 
seller has done what is to be expected to be entitled to payment. 

 Condition (3) is referred to as Collectability. The seller must have a reasonable expectation that he 
or she will be paid for the performance. 

 Conditions (4) and (5) are referred to as Measurability. Due to the accounting guideline of the 
matching principle, the seller must be able to match the revenues to the expenses. Hence, both 
revenues and expenses should be able to be reasonably measured. 

 
 IFRS 15, revenue from contracts with customers, establishes the specific steps for revenue recognition. 
It is important to note that there are exclusions from IFRS 15 such as: 

 Lease contracts (IAS 17) 
 Insurance contracts (IFRS 4) 
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 Financial instruments (IFRS 9)2 
 
Standard of Internal Control  

2.6.1 Responsibilities. The ultimate decision regarding how revenue is recognized is a financial re-
sponsibility and may not be delegated to other functional areas. 
Refer to risks: F-1, F-2 

2.6.2 Recorded Sales Transactions. Accounting for sales transactions is a financial responsibility 
and must not be delegated to other functional areas. Local finance/operational management 
must ensure invoice preparation is adequately controlled. 
Refer to risks: F-3, F-4, F-5, F-6 

2.6.3 Non-Standard Sales Transactions. Unusual or non-standard sales transactions should be re-
viewed by finance to determine proper revenue recognition. Examples of non-standard trans-
actions could include: custom product, custom services, return rights, upgrades, maintenance 
installation, acceptance, will-call sales, delayed billings, leasing transactions, prepaids, and 
consignment or no-release inventory. 
Refer to risks: F-1, F-2 

2.6.4 Revenue Reversal. Revenue reversal must be recognized when termination of business, prod-
uct recalls, or product withdrawals decisions are made. 
Refer to risks: F-1, F-2 

2.6.5 Product Returns. Sales with a substantial right of return should be avoided. However, should 
such sales occur, appropriate reserves should be established, and revenue should not be recog-
nized until the sales can be reviewed by an appropriate level of financial management to de-
termine the appropriate timing for revenue recognition. 
Refer to risks: F-1, F-2, F-7 

2.6.6 Contract Reviews. Contracts must be periodically reviewed to ensure profits and losses are 
recognized when identified. An estimate needs to be made for total contract revenue, total 
contract costs, and percentage of completion to ensure appropriate revenue is recognized, con-
tract losses are accrued, and margin equalization occurs. 
Refer to risks: F-1, F-2 

2.6.7 Reserves. Appropriate reserves should be established to cover estimated warranty expenses, 
customer returns, or other customer allowances. These reserves must be periodically reviewed 
for adequacy. 
Refer to risks: F-1, F-2 

2.6.8 Price Protection. An appropriate reserve must be established for approved pricing reductions 
and associated outstanding claims. The reserve should be released upon expiration of submis-
sion period, provided a claim has been submitted or pending resubmission. Nonstandard price 
protection terms must be approved according to the Delegation of Authority policy. 
Refer to risks: F-1, F-2, F-3, F-7, F-8 

2.6.9 Account Reviews. Deferred revenue, accruals, and deferred asset accounts must be reviewed 
and reconciled on a timely basis to ensure the accounts are current, complete and accurate, and 
supported by the appropriate documentation. 
Refer to risks: F-1, F-2, F-3 

2.6.10 Segregation of Duties. The billing function must be independent of the shipping and accounts 
receivable functions. 
Refer to risks: F-4, F-5, F-6 

                                                   
2 Corporate Finance Institute (CFI), “Revenue Recognition,” accessed January 1, 2019, https://corporatefinanceinstitute.com/re 
sources/knowledge/accounting/revenue-recognition/. 
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2.6.11 Billing Transactions. All billing transactions must be prepared in a timely manner on the basis 
of authorized master data and supporting shipping documentation, service delivery, and ac-
ceptance criteria. All invoices must be pre-numbered where the integrity of sequencing is not 
computer controlled. 
Refer to risks: F-1, F-2, F-3, F-4, F-6, F-8 

2.6.12 Accrued Revenue. Where accruals have been made for unbilled accounts receivable, a proce-
dure must be established to ensure that when subsequent billings are generated, revenue is not 
recorded twice.  
Refer to risks: F-4, F-6 

2.6.13 Deferred Revenue. A procedure must be established to ensure amounts billed have in fact 
been earned. Where revenue has been deferred, a process must be established to ensure the 
deferred revenue is relieved when it is earned. 
Refer to risks: F-4, F-6 

2.6.14 Cash Advance. A procedure must be established to ensure that cash advances received from 
customers are accrued to the extent that they have not been earned. When cash advances have 
been earned, revenue should be recognized and the liability for cash advances received should 
be relieved. 
Refer to risks: F-4, F-6 

2.6.15 Accurate Invoices. Invoices must accurately reflect the items shipped or services provided. 
Invoices, both manual and computer generated, should be reviewed for accuracy on a test basis. 
Refer to risks: F-3, F-4, F-6, F-9, F-12 

2.6.16 Taxes. Sales, use, and/or value-added taxes must be billed in accordance with local laws. 
Where tax is not billed, supporting documentation is required to support the customer’s tax-
exempt status. This documentation must be obtained and filed. 
Refer to risk: F-10 

2.6.17 “Zero-Dollar” Invoices. All invoices or other billing documents containing “zero-dollar” or 
“no charge” items must have written approval by local Finance and Marketing management 
(according to their respective authorization levels). 
Refer to risk: F-11 

2.6.18 Partial Shipments. Where partial shipments are not accepted by a customer, billing should be 
in agreement with the customer’s PO.  
Refer to risk: F-6 

2.6.19 Invoice Delivery. Invoices must be sent directly to the customer upon product shipment or 
service completion and must not be returned to the credit department for revision. 
Refer to risk: F-13 

2.6.20 Approved Exceptions. All billing exceptions, such as no charge invoices/line items, billing 
price overrides, credits and adjustments, and change orders must be properly approved and 
within the individual’s level of authority. 
Refer to risks: F-12, F-16 

2.6.21 Credits and Adjustments. Credits and adjustments associated with returns, short shipments, 
promotional programs, or discounts of product must only be processed when the claim has 
been investigated, proper documentation has been prepared, and authorization has been ob-
tained from appropriate Sales and Marketing, Finance, Operating Unit, and Supply Chain Man-
agement depending on the nature of the adjustment. All discrepancies (e.g. unmatched docu-
ments) must be resolved in a timely manner. 
Refer to risks: F-5, F-14, F-15 

2.6.22 Numerically Controlled Credit Memos. Credit memo transactions must be numerically con-
trolled, and they should be accounted for with their value properly accrued. Credit memos must 
be pre-numbered where the integrity of sequencing is not computer controlled. 
Refer to risks: F-6, F-15 
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2.6.23 Blank Paper Stock. Blank invoice and credit memo stock must be safeguarded. 
Refer to risk: F-16 

2.6.24 Will-Call Orders. A documented procedure for will-call orders must be established and en-
forced. 
Refer to risks: F-3, F-4, F-5, F-10 

2.6.25 Cost of Goods Sold. The quantity of units sold or the percentage of completion in the billing 
system should be compared for reasonableness to the quantity or percentage of completion 
used to compute the Cost of Goods Sold. 
Refer to risks: F-1, F-6 

 
Risk If Standard Is Not Implemented  

F-1 Information contained in the corporate accounting records may be inaccurate, and the financial 
statements may not be fairly stated. 

F-2 Financial decisions made by the company management may be erroneous due to the use of 
inaccurate or inconsistent financial data. 

F-3 Sales transactions may be incorrectly prepared, and/or billings and other terms may be mis-
stated. 

F-4 Sales transactions may have occurred but may not have been billed and /or recorded. 
F-5 Misappropriation of assets or intentional errors could occur. Examples include the following: 

a. Products or services may be shipped or provided but not billed. 
b. Shipments or services provided may be billed but not recorded in the accounting rec-

ords. 
c. Products or services may be billed and recorded but not shipped or provided.  

F-6 Revenues and cost of sales may be incorrectly recorded and/or recorded in the wrong account-
ing period. 

F-7 Billing errors may cause cash flow not to be maximized, and certain accounts may become 
uncollectible. 

F-8 Cash flow may not be maximized due to untimely billings, and the amount may be uncollect-
ible. 

F-9 Export requirements may be violated. The company may be exposed to litigation from external 
sources for misrepresentation of invoices. 

F-10 The company will be liable for unbilled sales tax or value-added tax where adequate documen-
tation verifying tax-exempt status is not on file. 

F-11 “No charge” transactions may not be properly recorded in the accounting records. Related-
party transactions may not be identified. 

F-12 The company may be assisting the customer in circumventing the customer’s internal control 
system. 

F-13 Intentional alteration of the invoice and/or receivable records could occur. 
F-14 Credit transactions may not reflect the proper accounting treatment or may conflict with good 

business practices. 
F-15 All credit transactions may not be included in the accounting records. 
F-16 Unauthorized use of the documents may occur, resulting in a loss of revenues or an adverse 

effect on the company’s reputation. 
 
2.7 Accounts Receivable (AR)   
Introduction  
AR represents an integral portion of a company’s income-generating process and requires special attention 
in ensuring monies owed it are accurately monitored, collected, and reported. Controllers and AR profes-
sionals need to be able to apply their skills and understanding to companies of all sizes—small owner 
/operator companies, mid-level companies, and Fortune 500 firms. 



Chapter 2 – The Order to Cash (O2C) Process 
 
 

43 

 A mid-level company may have an electronic or computer-based invoicing system that will allow the 
company to know when invoices were issued so as to age amounts due. However, the company may not 
utilize such a system but rely on defined processes and a paper trail. Such a company could employ as few 
as one person who is responsible for AR, or as many as four or five. 
 A large Fortune 500 company may have an entire division dedicated to management of AR. Processes 
may include computer systems tied directly to sales and credit departments. Invoices may include multiple 
products and multiple shipments with varying terms. Staffing may vary depending on experience and back-
grounds, all needing to be managed in such a way as to maximize revenue generation with as little corre-
sponding cost as possible. 
 
Standard of Internal Control  

2.7.1 Segregation of Duties. The accounts receivable function must be separate from credit, collec-
tions, billing, and cash remittance functions.  
Refer to risk: G-1 

2.7.2 Billing and Remittance Inputs. Input to the detailed accounts receivable subsidiary ledger must 
be based upon valid customer billing records and remittances. Procedures must be established 
to ensure the accurate and timely recording of billings. 
Refer to risks: G-2, G-3, G-6 

2.7.3 General Ledger Reconciliations. The detailed accounts receivable subsidiary ledger must be 
reconciled (contents are known and status is current) to the general ledger monthly and any 
differences researched and resolved. The next appropriate level of Finance management must 
approve the reconciliation. 
Refer to risks: G-4, G-6 

2.7.4 Aging. An aging of the accounts receivable detail must be reviewed monthly by operating unit 
management for any unusual or seriously delinquent items. The aging must be accurate and 
not distorted by customer liabilities (e.g. customer advances, down payments, milestone pay-
ments, or unapplied cash or credits). 
Refer to risks: G-3, G-5 

2.7.5 Aging Adjustments. Aging of accounts receivable should not be altered. Financial manage-
ment must approve any changes to the aging of a specific invoice. 
Refer to risks: G-9, G-10 

2.7.6 Balance Adjustments. All accounts receivable journal entry adjustments must be approved in 
accordance with the appropriate corporate policy (or appropriate local/operating unit policy if 
more restrictive) and recorded in the accounting period the adjustment was determined. 
Refer to risks: G-6, G-7, G-8 

2.7.7 Management Reporting. Operating unit and Finance management must implement a system 
of management reporting and review to assist in managing the accounts receivable balance. 
The internal reports should include days sales outstanding (DSO), aging of accounts, listing of 
delinquent accounts, potential write-offs, adequacy of collection efforts, dispute tracking, etc. 
Refer to risks: G-3, G-12 

2.7.8 Reserves. Using corporate policy as a minimum guideline, a valuation reserve must be estab-
lished by Finance management to record receivables at their net realizable value. 
Refer to risk: G-5 

2.7.9 Reserve Reviews. Consistent with corporate policy, valuation reserves must be reviewed by 
Finance management at least quarterly for adequacy and reasonableness with adjustments 
made to the reserves as required. 
Refer to risk: G-5 

2.7.10 Credit Memos. Resolution of a disputed customer’s receivable balance must be documented 
via a credit memo. 
Refer to risks: G-3, G-7, G-8 
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2.7.11 Safeguarded Records. Detailed accounts receivable information must be safeguarded from 
loss, destruction, or unauthorized access.  
Refer to risks: G-9, G-10 

2.7.12 Employee Accounts. Accounts receivable from employees, including travel advances, must be 
maintained independently from the customer accounts receivable ledger and must be reviewed 
and reconciled on a monthly basis. A procedure to settle employee accounts prior to termina-
tion must be established and enforced. 
Refer to risks: G-3, G-4, G-6, G-11 

 
Risk If Standard Is Not Implemented  

G-1 Intentional errors or misappropriation of assets could occur. Examples include: 
a. Sales are invoiced but not recorded. Upon receipt, cash is misappropriated. 
b. Cash receipts are incorrectly applied to customer accounts and/or are misappropriated 

or diverted. 
G-2 The subsidiary ledger may be inaccurate as invoices and/or cash receipts may not be recorded, 

may be incorrectly recorded, or may be recorded in the wrong accounting period. 
G-3 Inefficient collection activities may occur, and/or incorrect aging may result in delinquent cus-

tomer remittances or the write-off of delinquent accounts. 
G-4 Errors in either the general or subsidiary ledgers may not be identified and corrected on a 

timely basis. 
G-5 The accounts receivable valuation reserves may be incorrectly calculated. Net receivables and 

the related financial statements may be misstated. 
G-6 The financial records and financial statements may be misstated. 
G-7 Adjustments processed may not reflect good business practices, or adjustment errors may not 

be detected. 
G-8 Collectible accounts receivable may be written off, and/or cash receipts may be misappropri-

ated. 
G-9 Loss, destruction, or alteration of accounts receivable records may result in the inability to 

collect outstanding balances. 
G-10 Unauthorized use of customer receivable information could adversely affect the company’s 

competitive position or reputation. 
G-11 Receivables may not be collected from terminated employees. 
G-12 Errors and omissions, poor receivable management practices, and inappropriate concentration 

of risk may not be detected and corrected on a timely basis. 
 
2.8 Collection 
Introduction 
Formal, written collection procedures must be developed and implemented by each operating unit that con-
trols accounts receivable balances. 
  
Standard of Internal Control  

2.8.1 Documented Procedures. These procedures, which define collection as well as the frequency 
of contact and reporting, must be appropriately reviewed and approved and should comply 
with relevant corporate policy. 
Refer to risk: H-1 

2.8.2 Accounts Receivable Balance Reviews. The collection department must review the customer’s 
outstanding balances (both debits and credits) regularly and initiate collection efforts on all 
accounts outstanding. Collection efforts must be adequately documented in the customer credit 
files. 
Refer to risks: H-2, H-3, H-5 
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2.8.3 Complaints. Customer correspondence (billing/shipping complaints, service problems, etc.) 
must be investigated and resolved in a timely manner. 
Refer to risks: H-3, H-4, H-5 

2.8.4 Write-offs. Customer account write-offs must be adequately documented and approved. 
Refer to risks: H-3, H-4, H-6 

 
Risk If Standard Is Not Implemented 

H-1 Inadequate or inconsistent collection policies and procedures may be implemented, which 
could result in inadequate/inefficient collection efforts. 

H-2 Delinquent accounts may have to be written off due to inadequate collection efforts. 
H-3 Misapplication or misappropriation of cash receipts may not be identified and corrected in a 

timely manner. 
H-4 Customer dissatisfaction may result in loss of the customer.  
H-5  Cash flow may not be maximized. 
H-6  The company may lose valuable tax deductions. 

 
2.9 Cash Receipts and Application 
Introduction 
All remittances must be applied to the specific customer account level within a specified time (e.g. 72 
hours). Credit cards, checks, electronic funds transfer, and electronic data interchange receipts must be 
considered to be cash, and the same standards associated with cash receipts must be followed. Cash receipts 
must be logged and deposited in the bank daily or as dictated by good business practice. 
 
Standard of Internal Control  

2.9.1 Cash. Credit cards, checks, electronic funds transfer, and electronic data interchange receipts 
must be considered to be cash, and the same standards associated with cash receipts must be 
followed. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6, I-7 

2.9.2 Restrictive Endorsements. All checks must be restrictively endorsed for deposit only and se-
cured immediately upon receipt or becoming negotiable (e.g. post-dated checks). 
Refer to risk: I-1 

2.9.3 Deposits. The cash receipts log must be compared to bank statements and posted to the general 
ledger periodically by someone independent of the cash receipt function. 
Refer to risks: I-2, I-3, I-7 

2.9.4 Segregation of Duties. Control and responsibility for receiving and depositing cash must be 
assigned to an individual who is not responsible for: 

a. Recording to the accounts receivable subsidiary ledger; 
b. Recording to the general ledger; 
c. Collecting receivables; 
d. Authorizing bad debt write-offs; 
e. Authorizing credit memos, discounts, allowances, or customer returns; and 
f. Preparing billing documents. 
g. This individual should be bonded. 

Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6, I-7 
2.9.5 Depository Accounts. Where practical, all customers should be encouraged to remit payments 

directly to depository accounts or other automated payment systems at established company 
banking facilities. 
Refer to risks: I-1, I-3, I-7 
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2.9.6 Posting. All customer remittances must be posted to accounts receivable subsidiary records or 
customer advances within 24 hours. Where post-dated checks are accepted, the checks must 
be safe-guarded and posted the first day after they become negotiable. 
Refer to risks: I-2, I-4, I-5, I-6, I-7 

2.9.7 Application. Unless otherwise approved by the customer, payments must be applied to specific 
invoices. Where customer advances are accepted, the advances cannot be used to clear an ac-
count balance until they are earned. 
Refer to risks: I-2, I-4, I-5, I-6, I-7 

2.9.8 Cutoff Procedures. Monthly customer remittance cutoff procedures must be established and 
enforced. 
Refer to risks: I-5, I-6 

2.9.9 Miscellaneous Remittances. Adequate control procedures must be established over miscella-
neous remittances received on site. Appropriate local financial management must approve 
these procedures.  
Refer to risks: I-1, I-2, I-7 

2.9.10 Checks with Insufficient Funds. A procedure for handling checks returned for insufficient 
funds must be established by local financial management to ensure that the open item file is 
updated and appropriate refer-to-credit action is initiated. 
Refer to risks: I-1, I-3, I-4, I-5 

 
Risk If Standard Is Not Implemented  

I-1 Cash receipts may be lost and/or misappropriated. 
I-2 Lost, incorrectly recorded, and/or misappropriated cash receipts may not be identified and cor-

rected timely. 
I-3 Cash flow may not be maximized. 
I-4 Inefficient collection activities may occur due to inaccurate customer account balances. 
I-5 The receivable balance and/or aging of receivables included in internal receivable management 

reporting may not be accurate. 
I-6 The financial records and financial statements may be misstated. 
I-7 Customer dissatisfaction could result if order fulfillment fails to correctly apply cash payments. 

 
2.10 Price Establishment 
Introduction 
A documented pricing policy as well as specific pricing actions must be approved by global business unit 
and local business unit management and reviewed with finance for administrative feasibility. Pricing strat-
egies must be consistent in determining global market prices and pre-established minimum margin targets 
for all products. 
 
Standard of Internal Control 
2.10.1 Approved Pricing. Local legal staff must review for compliance with local pricing regulations 

and global pricing strategies (price discrimination, parallel trade, etc.). Where relevant, pricing 
must be viewed along with promotional programs, terms and conditions, etc. to ensure overall 
offering to customer is appropriate. 
Refer to risks: J-1, J-2, J-3 

2.10.2 Pricing Strategies. Pricing strategies must be consistent in determining global market prices 
and pre-established minimum margin targets for all products. Where relevant, pricing must be 
viewed along with promotional programs, terms and conditions, etc. to ensure overall offering 
to customer is appropriate. 
Refer to risks: J-1, J-2, J-3 
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2.10.3 Established Prices. A price must be set for each product with a clear set of price discounts 
established for each customer or well-defined customer group. Authorization and processes to 
establish or change pricing must be clearly defined with appropriate segregation of duties. 
Controllers should collectively review material list price moves and decide on material pricing 
actions at their weekly meetings. Where pricing is dependent on meeting volume commit-
ments, the local legal staff must be consulted. 
Refer to risks: J-1, J-2, J-3 

2.10.4 Tax Compliance. Domestic pricing must be consistent with local tax laws. International pricing 
[exit pricing to foreign trade customers (export to trade) and transfer pricing to foreign com-
pany subsidiaries (export to subsidiaries), etc.] must comply with domestic and international 
tax guidelines as well as corporate policy. 
Refer to risks: J-1, J-2, J-3, J-4 

2.10.5 “Most Favored Customer Pricing.” “Most favored customer pricing” should be avoided where 
possible. Where this is required (e.g. global accounts, major accounts, etc.), there must be legal 
review. Appropriate administrative processes must be established to prevent violations. Addi-
tionally, appropriate operating unit and Region approval must be obtained in accordance with 
the appropriate level of authority. 
Refer to risks: J-1, J-2, J-3, J-4 

2.10.6 Price Discounts. Sales/Marketing and Finance management approval, documented via special 
bid letters, must be obtained prior to order shipment for discounts or allowances in excess of 
amounts defined by operating unit and region management. 
Refer to risks: J-1, J-2, J-3 

2.10.7 Payment Terms. Standard payment terms by operating unit by country must be extended to 
customers or classes of customers. Exceptions to standard payment terms must only be made 
in concert with individual customer pricing decisions, including compliance with local laws 
(e.g. Robinson-Patman Act) and impact to the operating unit global pricing strategy. Changes 
or exceptions to standard terms require the approval according to the delegation of authority 
policy.  
Refer to risks: J-1, J-2, J-3, J-5 

2.10.8 “Special Bid” Pricing. Where “special bid” pricing is practiced, local legal counsel should be 
consulted to ensure the practice is sanctioned by local laws and regulations and to ensure ap-
propriate records of such pricing are generated and maintained. 
Refer to risks: J-1, J-2, J-3, J-5 

2.10.9 Sales Goal Structure. Sales goal structure must not encourage end-of-period discounts. End-
of-period discounts should be limited in use.  
Refer to risk: J-6 

 
Risk If Standard Is Not Implemented 

J-1 Customer dissatisfaction may result. 
J-2 Assessment of fines and/or penalties may result. 
J-3 Different prices of product to similar customers could create pricing difficulties locally and 

possibly globally. In addition, different prices for the same product to similar customers may 
be illegal and result in penalties to the company. 

J-4 The company may incur additional tax costs. 
J-5 Net revenue per unit may decrease unnecessarily, and marketing may be able to provide an 

alternative strategy [e.g. customer may be willing to pay a higher price for company product 
versus the competition if the customer understands that the company provides more services 
(benefiting the customer and included in the product price) than the competition]. 

J-6 Buying habits may become cyclical in nature, and may avoid buying when margins are higher. 
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2.11 Promotional Activities 
Introduction 
Pricing and promotional activities may include, but are not limited to, the following: 

a. Volume rebates 
b. Coupons 
c. Premium items 
d. Product giveaways 
e. Allowances 
f. Cooperative advertising 
g. Cash rebates 
h. Meet-competition/tactical payments 
i. Third-party (end-user) rebates 
j. Special performance incentive funds 
k. Off-invoice discounts 

  
Standard of Internal Control 

2.11.1 Policies and Procedures. Formal, written policies and procedures must be established and de-
veloped to ensure that promotional payments are processed properly and in a timely manner. 
Refer to risks: K-3, K-7 

2.11.2 Approved Promotional Programs. Promotional programs must be approved by global and lo-
cal operating unit management and reviewed with finance for administrative feasibility. Local 
legal staff must review for compliance with local pricing regulations, and global pricing strat-
egies (price discrimination, parallel trade, etc.) prior to implementation by the field sales force. 

a. Maximum discount levels must be pre-established on a global level for each product 
class. 

b. Only a limited amount of promotional programs may be executed simultaneously. Pro-
grams must have global objectives and centralized program ownership. 

c. Promotional programs must be routinely evaluated to ensure cost/benefit maximiza-
tion and all corporate contra-revenue policy requirements are met. 

Refer to risks: K-1, K-2, K-4, K-5, K-6 
2.11.3 Accruals. Appropriate accruals with respect to amount and timing must be made for pricing 

and promotional activities. Promotion-to-date payments for all programs must be reconciled 
and balanced regularly based on materiality and complexity. Accruals must be adjusted as 
appropriate during programs and closed at the end of programs.  
Refer to risks: K-2, K-3 

2.11.4 Payment Requirements. Payments (checks, credits, free product, etc.) must only be made 
when there is: 

a. An approved marketing program, 
b. Documentation supporting that performance commitments have been met (e.g. valid 

customer numbers, program identification codes, product codes, media samples, orig-
inal proofs of performance, photographs of displays, etc.), and 

c. Appropriate approval has been obtained. The request for payment and the appropriate 
documentation must be filed and retained in accordance with record-retention policies. 

Refer to risk: K-2 
2.11.5 Approved Exceptions. An approval hierarchy must be established and enforced to ensure that 

individuals approve exceptions only within their level of authority. 
Refer to risks: K-1, K-8 

2.11.6 Segregation of Duties. Price creation, authorization, and administration responsibilities must 
be clearly defined and appropriately segregated. Administration of pricing and promotional 
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activities must be independent of the selling function and subject to review and approval by 
finance. 
Refer to risks: K-1, K-8 

2.11.7 Non-Customer Payments. Where payments are made to non-customers (e.g. repayment of 
media expenses), policies on such payments must be established and documented and must be 
in accordance with local legal and regulatory requirements. 
Refer to risk: K-6 

2.11.8 Accounting Treatment. All payments must be properly accounted for in accordance with the 
appropriate corporate policy (e.g. treated as expense or as a reduction from sales). 
Refer to risk: K-2 

2.11.9 Approved Check Requisitions. Check requisitions must be approved by someone independent 
of the claim processing function.  
Refer to risks: K-1, K-8 

2.11.10 Information Access. Only authorized individuals must be granted access to customer-specific 
accrual and payment information. Customer-specific accrual and payment data must be subject 
to periodic independent reviews. 
Refer to risks: K-1, K-8 

2.11.11 Asset Protection. Premium items, blank check stocks, and bearer drafts must be appropriately 
stored, safeguarded, and accounted for.  
Refer to risk: K-8 

2.11.12 Net Revenues. The difference between gross and net revenues should be reflected in the op-
erating unit’s annual forecast, monitored, and managed. 
Refer to risk: K-9 

 
Risk If Standard Is Not Implemented 

K-1 Unauthorized promotional funds may be spent which may not be recoverable and may violate 
fair pricing laws and regulations. 

K-2 Sales revenue and/or expense could be misstated in the financial statements. 
K-3 Customer dissatisfaction may result. 
K-4 Additional labor and mailing expense may be incurred. 
K-5 Customers may not respond in the manner in which the marketing program was designed to 

drive them. 
K-6 Assessment of fines and/or penalties may result. 
K-7 Potential overstatement of accounts receivable may occur.  
K-8  Inappropriate payments could be made. 
K-9 The company’s cash flow may not be maximized. 
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Review Questions 
1. Which standard of internal control has a main risk of sales and orders being lost, destroyed, or altered 

if the control is not implemented? 
  A. Access to orders 
  B. Order evidence 
  C. Order acceptance 
  D. Open order review 
 
2. According to International Finance Reporting Standards (IFRS), what is one of the conditions that is 

referred to as a performance criteria for revenue recognition? 
  A. Costs of revenue is measurable 
  B. Collection of payment is reasonably assured  
  C. Amount of revenue is measurable 
  D. Risks and rewards have been transferred from the seller to the buyer 
 
3. What is a characteristic of a standard of internal control for the establishment of price for products and 

services? 
  A. End-of-period discounts should be encouraged under the sales goal structure 
 B. Compliance with local pricing regulations and global pricing strategies must be reviewed by 

the local legal staff 
  C. A “most favored customer pricing” is preferred 
  D. International pricing and transfer pricing must comply only with international tax guidelines  
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Review Answers 
1. A.  Correct. One of the main risks of not having internal control measures in place for access to orders 

is sales and orders being lost, destroyed, or altered. This internal control keeps customer infor-
mation safeguarded from unauthorized access.        

 B.  Incorrect. Order evidence is not a standard control that has a main risk of sales orders being lost, 
destroyed or altered if the control is not implemented. Order evidence involves orders being sup-
ported by authorized purchased orders and that there is evidence of the customer initiating the order.  

 C.  Incorrect. Order acceptance is not a standard control that has a main risk of sales orders being lost, 
destroyed or altered if the control is not implemented. Order acceptance involves a formal acknowl-
edgement of order acceptance being sent to a customer on a timely basis.  

 D.  Incorrect. Open order review is not a standard control that has a main risk of sales orders being lost, 
destroyed or altered if the control is not implemented. Open order review involves the reviewing 
of backorders, cancelled orders, or partially filled orders.  

 
2. A.  Incorrect. The cost of revenue is measurable is not one of the conditions that is referred to as a 

performance criteria for revenue recognition. The costs of revenue being reasonably measured is 
part of the measurability criteria for revenue recognition.   

 B.  Incorrect. The collection of payment is reasonably assured is not one of the conditions that is re-
ferred to as a performance criteria for revenue recognition. The collection of payment being rea-
sonably assured is part of the collectibility criteria for revenue recognition. 

 C.  Incorrect. The amount of revenue is measurable is not one of the conditions that is referred to as a 
performance criteria for revenue recognition. The amount of revenue being measurable is part of 
the measurability criteria for revenue recognition. 

 D.  Correct. The risks and rewards have been transferred from the seller to the buyer is one of the 
conditions that is referred to as a performance criteria for revenue recognition.  

 
3. A.  Incorrect. End-of-period discounts should be encouraged under the sales goal structure is not a 

characteristic of a standard of internal control for the establishment of price for products and ser-
vices. The sales goal structure should not encourage end-of-period discounts, and this should be 
limited in use.       

 B.  Correct. Compliance with local pricing regulations and global pricing strategies must be reviewed 
by the local legal staff is a characteristic of a standard of internal control for the establishment of 
price for products and services. Additionally, pricing should be reviewed with promotional terms 
and conditions to ensure the overall offering is appropriate.  

 C.  Incorrect. A “most favored customer pricing” is preferred is not a characteristic of a standard of 
internal control for the establishment of price for products and services. This type of pricing should 
be avoided and if it is required for global accounts or major accounts, then there must be legal 
review.   

 D.  Incorrect. International pricing and transfer pricing must comply only with international tax guide-
lines is not a characteristic of a standard of internal control for the establishment of price for prod-
ucts and services. International pricing and transfer pricing not only must comply with international 
tax guidelines, but also must comply with domestic tax guidelines and corporate policy.  
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Chapter 3 

Treasury Process 
 
Learning Objectives 

 Spot a formula to find the percentage of payments released on time 
 Determine an internal control measure for the treasury function that deters the risk of undesirable 

legal or tax implications 
  
Introduction  
The Treasury process includes the functions associated with determining a company’s cash requirements, 
investment management, foreign exchange management, the investigation and selection of appropriate 
forms of financing and monitoring compliance with financing agreements, the issuance and redemption of 
capital stock, and the payment of dividends. 
 For the Treasury process, financial investments and equity investments are defined as follows: 

 Financial investments result from the purchase of financial instruments (deposit certificates, money 
market funds, marketable securities, medium term notes, etc.) for the sole purpose of generating a 
financial return. 

 Equity investments are company investments in common or preferred equity investments in unre-
lated companies and joint ventures for marketing and strategic reasons. 

 
Process Overview 
The diagram below suggests that the foundational elements for the Treasury process are Internal Controls 
and Compliance, Treasury Policies and Procedures, and Code of Conduct and “Tone at the Top.” 
 

Treasury Process 

 
 
Metrics  

Table of Metrics 
 Accuracy of Cash Forecasts—(Actual cash balance minus forecasted cash balance)/forecasted cash balance. 
 Accuracy of Forecasted Investment Income—(Actual interest investment income minus forecasted invest-

ment income)/forecasted investment income. 
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 Accuracy of Forecasted Interest Expense—(Actual interest expense minus forecasted interest expense)/fore-
casted interest expense. 

 Accuracy of Trustee/Issuing, Paying Agent Fees—(Actual fees minus forecasted fees)/forecasted fees. 
 Percentage of Payments Containing Errors—(1) Number of payments by type containing errors/total number 

of payments by type. (2) Number of payments containing errors/number of payments. 
 Percentage of Payments Released on Time—Total number of payments released on time/total number of 

released payments. 
 Percentage of Daily Cash Balances vs. Forecast—Sum of daily cash balances/forecasted total cash balances. 
 Days Cash Available—Total available cash/average value of payments per day. 
 Percentage of Committed Credit—Total principal value of committed credit facilities/total principal value of 

all credit facilities. 
 Credit Available—Total principal value of drawn credit/total principal value of all credit facilities. 
 Portfolio Credit Rating—Weighted average of issuer credit ratings vs. stated policy benchmark. 

 
Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline that should be used in determining the 
degree of internal controls implementation is that the cost of a control should not exceed the benefit derived. 
However, there is a minimum set of controls that should exist in a normal business environment. The inter-
nal control standards listed here represent the minimum controls to be implemented within the Treasury 
process. 
 
Sub-Processes 
The sub-processes functions of the Treasury process are: 

3.1 General Treasury Controls 
3.2 Financing Operations 
3.3 Investment of Available Funds 
3.4 Foreign Exchange 

 
3.1 General Treasury Controls 
Introduction 
Policies are implemented for all aspects of the Treasury function to ensure that segregation of duties, con-
trols, and reconciliation processes are in place to mitigate risk for the company. Financing, financial invest-
ment, foreign exchange, capital stock, and equity transactions must be promptly recorded and properly 
classified to facilitate the reporting and required disclosure of external financial information. All recorded 
balances must be reconciled monthly to the supporting detail (e.g. bank account reconciliations, revolving 
credit lines, investment sub-ledgers, capital stock, ownership records, etc.). 
 
Standard of Internal Control 

3.1.1 Segregation of Duties. Policies and procedures for the treasury functions ensure: 
a. The financial investment decisions and actual investment activity must be separated 

from accounting and custodial responsibilities. 
b. The payments of interest and dividend payments must be separated from accounting 

for debt and equity securities. 
c. The access to cash receipts must be separated from the accounting for the related cash 

receipts. 
d. The processing and the review of borrowings must be separated from financial invest-

ment transactions. 
e. Foreign exchange trades, foreign exchange confirmations, and foreign exchange ac-

counting activities must be adequately segregated. 
Refer to risks: A-1, A-2, A-4, A-6 
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3.1.2 Banking Requirements. Procedures on opening, maintaining, and closing bank accounts must 
be established. At a minimum, the procedures must cover required approvals, signature au-
thority and limits, and documentation standards. 
Refer to risks: A-1, A-2 

3.1.3 Records and Reconciliations. Financing, financial investment, foreign exchange, capital stock, 
and equity transactions must be promptly recorded and properly classified to facilitate the re-
porting and required disclosure of external financial information. All recorded balances must 
be reconciled monthly to the supporting detail (e.g. bank account reconciliations, revolving 
credit lines, investment sub-ledgers, capital stock, ownership records, etc.). Such reconcilia-
tions (contents are known and status is current) must be performed by employees not involved 
in cash or custodial activities. 
Refer to risks: A-1, A-3, A-4, A-5 

3.1.4 Safeguarding of Records and Securities. Access to cash, debt, equity, financial investment, 
and capital stock records and securities must be restricted. 
Refer to risks: A-1, A-2, A-4 

3.1.5 Accounting for Company Securities. Banks, brokers, independent registrars, transfer agents, 
or other approved third parties are to be used to account for changes in ownership of the com-
pany’s issued and unissued shares, the change in the company’s debt instruments, and the 
changes in its financial and publicly traded equity investments. 
Refer to risks: A-2, A-3, A-4, A-5 

3.1.6 Foreign Exchange Transactions. Procedures must be established for approving foreign ex-
change transactions and ensuring the transactions are properly documented and recorded in the 
proper accounts. 
Refer to risks: A-5, A-6 

3.1.7 Financial Risk Management. Procedures must be established to monitor counterparty exposure 
and market risk related to financing, investing, and foreign exchange activities. 
Refer to risk: A-7 

3.1.8 Counter-trade/Offset. Procedures must be established to ensure that countertrade/offset obli-
gations are executed in accordance with corporate policy. 
Refer to risks: A-8, A-9 

3.1.9 Cash Pooling. Procedures must be established to ensure that all cash pooling and netting ar-
rangements involving more than one company/legal entity are executed in accordance with 
corporate policy. 
Refer to risk: A-10 

 
Risk If Standard Is Not Implemented 

A-1  Cash or securities may be lost, stolen, destroyed, or temporarily diverted. 
A-2  Records may be misused or altered by unauthorized personnel to the detriment of the company, 

its owners, or its creditors. 
A-3 Reports may not be accurate, and critical decisions may then be based upon erroneous infor-

mation. 
A-4 Errors and omissions in physical safeguarding, authorization, and transaction processing may 

not be detected and corrected. 
A-5 Financial statements and records may be misstated due to improper cutoff or valuation, omis-

sion of certain financial data, or inaccurate recording or classification. 
A-6 Transactions made may not be consistent with the currency requirements of the company. 
A-7 Financing and investing activities may expose the company to unacceptable levels of counter-

party and market risk. 
A-8  The countertrade/offset arrangement may be illegal or in violation of corporate policy and 

considers the company code of conduct. 
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A-9 Failure to meet and fulfill countertrade/offset obligations may result in penalties, liquidated 
damages, potential litigation in foreign countries, and other possible sanctions by foreign gov-
ernments. 

A-10  Transactions may result in undesirable legal and/or tax implications. 
 
3.2 Financing Operations  
Introduction 
The following items and activities must be approved by the board of directors of the company and must be 
documented in minutes of their meetings: banking resolutions and the assigned delegation of authority, 
borrowing resolutions and delegations of authority, all significant debt financing arrangements and financ-
ing leases. 
 
Standard of Internal Control 

3.2.1 Board Approvals. Total company financing activity must be periodically reviewed with the 
board of directors. 
Refer to risks: B-1, B-2, B-3 

3.2.2 Delegations and Authorizations. Delegations of signing and authorization limits must be ap-
proved by the appropriate chief financial officer of the legal entity. All financing resolutions 
and authorizations must be reviewed with the appropriate financial institutions periodically or 
whenever changed. 
Refer to risks: B-1, B-2, B-3, B-4 

3.2.3 Treasury Approvals. Financing arrangements must be reviewed with corporate legal and ap-
proved by corporate treasury management. These include: customer financing agreements, 
debt financing agreements, guarantees and loans in support of third parties, lease and rental of 
capital assets, programs for factoring or discounting receivables, subsidiary capital stock 
changes, and interest and foreign currency derivatives.  
Refer to risks: B-1, B-2, B-3 

3.2.4 Capital Transactions. All capital transactions such as the issuance of stock, stock splits, stock 
or cash dividends, employee stock options, etc., must be approved by the company’s board of 
directors. 
Refer to risks: B-1, B-2, B-3, B-5 

3.2.5 Compliance with Agreements. All financing arrangements and foreign exchange contracts 
must be monitored for compliance to terms, covenants, and underlying obligations. 
Refer to risk: B-3 

3.2.6 Cancellation of Instruments. All financing instruments must be appropriately canceled, or 
accounted for as canceled by the custodian, upon completion of repayment. 
Refer to risk: B-5 

3.2.7 Management Review. All financial and equity investment transactions must be reviewed for 
reasonableness and proper approval, be compared to transaction advices or other documenta-
tion, and be promptly recorded in the general ledger account. 
Refer to risks: B-5, B-6, B-7 

3.2.8 Stockholder Information. For public companies, all stockholder information is confidential. 
Such information must be maintained so as to account for authorized, issued, and outstanding 
shares, transfers of issued shares, dividends, exercising of employee stock options, and treas-
ury stock. 
Refer to risks: B-3, B-5, B-6, B-7 

 
Risk If Standard Is Not Implemented 

B-1 Financing funds may be obtained at unauthorized costs or terms. Excessive financing costs 
and/or unnecessarily restrictive covenants may be incurred. 
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B-2 Financing may be illegal or in violation of corporate policy. Fines, penalties, litigation, or a 
loss of integrity in financial markets may occur. 

B-3 Legal or loan restrictions and covenants may be violated.  
B-4 Financing requirements may not be satisfied. 
B-5 Cash or dividend payments may be duplicated or improperly or fraudulently disbursed. 
B-6 Financial statements and records may be misstated due to improper cutoffs or valuation, omis-

sion of certain financial data, or inaccurate recording or classification. 
B-7 Reports may not be accurate, and critical decisions may then be based upon erroneous infor-

mation. 
 
3.3 Investment of Available Funds 
Introduction 
Financial investment policies and procedures must exist and be approved in advance by the company treas-
urer or designee and must specify, at a minimum: type, credit quality, and maturity of instruments, approved 
counterparties, counterparty exposure guidelines, and personnel authorized. 
  
Standard of Internal Control 

3.3.1 Investment Policies. Any investments outside of policy must be approved individually and in 
advance by company’s treasurer. 
Refer to risks: C-1, C-2 

3.3.2 Safeguarding of Securities. Where possible, purchased securities must be registered in the 
name of the company or an appropriate legal subsidiary. Where bearer securities are purchased, 
appropriate confirmation advices must be received. All securities must be held in safekeeping 
by the appropriate financial institution, in an in-house safe, or by a company-designated cus-
todian. 
Refer to risk: C-3 

3.3.3 Record keeping. Detailed records of financial and equity investments must be maintained and 
safeguarded to protect essential information regarding ownership and anticipated income. 
These records must be kept independent from the custodian and must be reconciled to the 
securities on hand on a periodic basis. 
Refer to risks: C-3, C-4, C-5 

3.3.4 Investment Transaction Requirements. All investment transactions, either financial or equity, 
must have prior approval, be properly documented, and be promptly recorded in the proper 
accounts. 
Refer to risks: C-2, C-3, C-5, C-6, C-7 

3.3.5 Valuation of Investments. Methods of valuation of financial and equity investments, including 
those within the pension plans, must be developed in accordance with finance policies estab-
lished by the corporate controller and requirements of governmental reporting bodies. Write-
offs and adjustments to the investment accounts must be properly reviewed, evaluated as to 
worth, and approved by the director of corporate finance in accordance with finance policy. 
Refer to risks: C-3, C-5, C-6 

 
Risk If Standard Is Not Implemented 

C-1 Legal or loan restrictions and covenants may be violated. 
C-2 Investments may be made illegally or in violation of corporate policy, resulting in fines, pen-

alties, and/or investment losses. 
C-3 Cash or securities may be stolen, lost, destroyed, or temporarily diverted.  
C-4 Records may be lost or destroyed. 
C-5 Financial statements and records may be misstated due to improper cutoffs or valuations, omis-

sion of certain financial data, or inaccurate recording or classification. 
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C-6 Reports may not be accurate, and critical decisions may then be based upon erroneous infor-
mation. 

C-7 Transactions may result in undesirable legal and/or tax implications. 
 
3.4 Foreign Exchange 
Introduction 
The corporate treasurer is solely responsible for managing the company’s foreign currency risk. Foreign 
currency “spot” transactions as defined as the purchase and/or sale of foreign currency to satisfy payment 
obligations due in the next one to three business days are not “hedging” but require the establishment of 
operating procedures and controls that must be approved by the corporate treasurer or designee. 
 
Standard of Internal Control 

3.4.1 Hedging Strategies and Transactions. Hedging strategies and transactions (vehicles used to 
manage foreign currency risk) can only be executed with the explicit approval of the corporate 
treasurer. 
Refer to risks: D-1, D-2, D-3 

3.4.2 Procedures for Spot Transactions. Foreign currency “spot” transactions, as defined as the pur-
chase and/or sale of foreign currency to satisfy payment obligations due in the next one to three 
business days, are not “hedging” but require the establishment of operating procedures and 
controls that must be approved by the corporate treasurer or designee.  
Refer to risks: D-1, D-2, D-3 

3.4.3 Operating Procedures. Operating procedures for purchase and/or sale of foreign currency 
must include the selection and rotation of counterparties, specification of authority and limits 
for the trading process and trade execution, and responsibilities for settlement, confirmation, 
and recording of transactions. 
Refer to risks: D-4, D-5, D-6, D-7 

3.4.4 Netting of Exposures. When feasible, foreign currency obligations between company operat-
ing units and designated third parties are to be settled through a company/intercompany netting 
process. Foreign currency contracts between company operating units and designated third 
parties must be priced, recorded, and accounted for as if they were (independent) third-party 
contracts. 
Refer to risks: D-1, D-2, D-3 

3.4.5 Hedging Procedures. Operating procedures for “hedged” transactions are the same as those 
designed for “spot” transactions in 3.4.2 and 3.4.3 above. Additionally, any “hedged” transac-
tion, irrespective of accounting treatment, must be “marked to market” on a regular basis, at 
least quarterly. 
Refer to risks: D-1, D-2, D-3, D-4, D-5, D-6, D-7 

 
Risk If Standard Is Not Implemented 

D-1 The company may be exposed to increased risk, increased cost, and/or potential financial loss. 
D-2 Transactions may not be consistent with the currency requirements and risk parameters of the 

company. 
D-3 Inconsistent actions may occur, resulting in the company increasing its exposure to foreign 

exchange risk rather than mitigating its exposure. 
D-4 Errors and omissions in physical safeguarding, authorization, and transaction processing may 

not be detected and corrected. 
D-5 Reports may not be accurate, and critical decisions may then be based upon erroneous infor-

mation. 
D-6 Financial statements and records may be misstated due to improper cutoffs or valuation, omis-

sion of certain financial data, or inaccurate recording or classification. 
D-7 Inaccurate classification may have tax and external reporting consequences. 
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Review Questions 
1. Which of the following is a function of the treasury process? 
  A. Foreign exchange management  
  B. Distribution channel management  
  C. Product innovation management  
  D. Data management 
   
2. What is the main risk of the financing operations if an internal control for compliance with agreements 

is not implemented?  
  A. Basing critical decisions off of inaccurate information  
  B. Violating of legal or loan restrictions and convents may occur 
  C. Financing may be illegal leading to fines and/penalties 
  D. Obtaining of financing funds at unauthorized costs 
 
3. Internal controls for procedures for spot transactions have which of the following as a main risk if the 

controls are not implemented? 
  A. Tax and external reporting consequences may result from inaccurate classifications  
  B. Erroneous information may result in inaccurate reports  
  C. Transactions may be inconsistent with the currency requirements 
  D. Errors and omissions in transaction processing may go undetected and uncorrected 
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Review Answers 
1. A.  Correct. Foreign exchange management is a function of the treasury process. Other functions in-

clude determining cash requirements, investment management, the investigation of and selection 
of financing forms, and monitoring compliance with financial agreements, capital stocks and pay-
ment dividends.      

 B.  Incorrect. Distribution channel management is not one of the functions of the treasury process. 
Distribution channel management is part of the process of the delivery of goods or services from 
the manufacturing process to the customer.  

 C.  Incorrect. Product innovation management is not one of the functions of the treasury process. Prod-
uct innovation management involves the creation of new products or making improvements to cur-
rent products.  

 D.  Incorrect. Data management is not one of the functions of the treasury process. Data management 
involves the acquiring, storage, and protection of data to ensure its reliability and accessibility for 
the end user. 

 
2. A.  Incorrect. Basing critical decisions off inaccurate information is not the main risk of the financing 

operations if an internal control for compliance with agreements is not implemented. Controls that 
have this risk if they are not implemented include management review controls and stockholder 
information controls.    

 B.  Correct. Violating legal or loan restrictions and convents is the main risk of the financing opera-
tions if an internal control for compliance with agreements is not implemented. This control re-
quires monitoring the terms, covenants, and the underlying obligations of the company’s financing 
arrangements and foreign exchange contracts.  

 C.  Incorrect. Financing may be illegal leading to fines and/or penalties is not the main risk of the 
financing operations if an internal control for compliance with agreements is not implemented. 
Controls that have this risk if they are not implemented include delegations and authorizations 
controls. 

 D.  Incorrect. Obtaining financing funds at unauthorized costs is not the main risk of the financing 
operations if an internal control for compliance with agreements is not implemented. Controls that 
have this risk if they are not implemented include board approvals controls, delegations and au-
thorizations controls, treasury approvals controls, and capital transactions controls.  

 
3. A.  Incorrect. Tax and external reporting consequences resulting from inaccurate classifications is not 

one of the main risks if internal controls for procedures for spot transactions is not implemented. 
Foreign exchange management is a function of the treasury process. This is a risk if controls are 
not implemented for hedging procedures and operating procedures.  

 B.  Incorrect. Erroneous information resulting in inaccurate reports is not one of the main risks if in-
ternal controls for procedures for spot transactions is not implemented. Foreign exchange manage-
ment is a function of the treasury process. This is a risk if controls are not implemented for hedging 
procedures and operating procedures. 

 C.  Correct. Transactions being inconsistent with the currency requirements is one of the main risks if 
internal controls for procedures for spot transactions is not implemented. Procedures for spot trans-
actions require the establishment of operating procedures and controls that need approval by the 
treasurer or other designee.  

 D.  Incorrect. Errors and omissions in transaction processing going undetected and uncorrected is not 
one of the main risks if internal controls for procedures for spot transactions is not implemented. 
This is a risk if controls are not implemented for hedging procedures and operating procedures. 

 
 
 
  



 

 

 
Chapter 4 

Procure to Pay (P2P) Process 
 
Learning Objectives 

 Discern which part of the procedure to pay’s (P2P) process involves the identification of the needs 
for goods and services  

 Pinpoint a procurement cost and process metric  
 Identify an internal control for the payment process 

 
Introduction  
The P2P process includes the functions of securing and qualifying sources of supply; initiating requests for 
materials, equipment, merchandise, supplies, or services; obtaining information as to availability and pric-
ing from approved suppliers; placing orders for goods or services; receiving and inspecting or otherwise 
accepting the material or merchandise; accounting for the proper amounts due to suppliers; and processing 
payments in a controlled and efficient manner. In this toolkit, research and product development is included 
in the P2P process. 
 
Consider Automation to Mitigate Risk in the P2P Process 
How does a P2P leader anticipate, plan for, and mitigate a potential risk? In this chapter we’ll address how 
10 P2P Automation Solutions can be used to help mitigate risk. We’ll only identify the specific risks that 
are mitigated by implementing the solution. 

1. Supplier Portals—Supplier portals can be used to validate supplier information before it is entered 
into the supplier master file. Supplier information can be validated against the Office of Foreign 
Asset Control (OFAC), Office of Inspector General (OIG), and other compliance lists. W8 and W9 
forms can also be validated with IRS and tax authorities. Lastly, clients can request additional rec-
ords to support the validity of the supplier and the supplier management process. 
Risks Mitigated 
 Suppliers are automatically validated before they are entered into the supplier master file. 
 “Scam” and “at risk” suppliers can be spotted with validation rules contained in supplier por-

tals. 
 Compliance checks and W8 and W9 validation reduce the risk of fines and incorrect tax infor-

mation, which could result in penalties. 
 A sound upfront supplier validation process reduces the risk of an employee intending to act 

as a supplier. 
 Documentation supporting the validation of the supplier is obtained within the onboarding pro-

cess. Besides tax forms, insurance forms, e-payment information, diversity, and supplier profile 
information can be gathered in a single process. 

2. E-Procurement—The E-Procurement solution includes the ability to issue Purchase Order Re-
quests and Purchase Orders and build a corresponding approval chain electronically. This elimi-
nates the extra work of needing to manually circulate a PO from one approver to the other. With an 
E-Procurement solution that is integrated with an ERP system, the master supplier master file, chart 
of accounts, and other variables are used to support the three-way matching process within the 
accounting module. This facilitates greater accountability and reconciliation of orders, invoices, 
and high organizational and supplier spend for accurate and timely decision making.  
Risks Mitigated 
 Requisitions and Purchase Orders are created electronically, removing the risk of errors made 

in the manual data entry process. 
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 Direct integration with an ERP system supports the three-way matching process and removes 
the risk of any clearing account reconciliation issues. 

3. E-Invoicing—E-invoices make the process of handling supplier invoices easier, faster, and more 
productive. E-invoicing is one of the key enablers of a fully automated accounts payable function. 
Companies around the world are adopting e-invoices to streamline their operations, eliminate 
waste, and unlock the working capital value of innovative payment strategies. 
Risks Mitigated 
 E-invoicing eliminates the risk of processing a duplicate invoice, paying an incorrect amount, 

or paying the invoice to an incorrect supplier. 
 It removes possible financial exposure for the company since invoices are paid more accurately. 
 It also reduces the risk of fraud and builds in Segregation of Duties (SoD) controls. 

4. PO to Invoice Conversion—This technology allows a buying organization to send a purchase order 
electronically to a supplier and then allows the selling organization to convert the purchase order 
into an electronic invoice. The seller can then submit the invoice immediately back to the accounts 
payable organization. The resulting invoice will be a duplicate of the original purchase order. 
Risks Mitigated 
 Eliminates the risk of processing a duplicate invoice, paying an incorrect amount, or paying 

the invoice to an incorrect supplier. 
 This automation solution also reduces the risk of fraud and builds in Segregation of Duties 

(SoD) controls. 
 Speeds up the approval time and can improve working capital management since there are now 

more opportunities for early payment discount. 
 The approval status of an invoice can be shared with a supplier as part of this automation solu-

tion. This alleviates the need for supplier inquires and can improve supplier satisfaction. 
5. Document Management, Invoice Scan, and Data Capture—A document management system is 

used to track and store electronic documents and/or images of paper documents. It is usually also 
capable of keeping track of the different versions modified by different users. The term has some 
overlap with the concepts of content management systems. It is often viewed as a component of 
enterprise content management (ECM) systems.  
Risks Mitigated 
 Eliminates the risk of processing a duplicate invoice, paying an incorrect amount, or paying 

the invoice to an incorrect supplier. 
 This automation solution also reduces the risk of fraud and builds in Segregation of Duties 

(SoD) controls. 
6. Automated Matching—Automated three-way matching provides an immediate match of the in-

voice, purchase order, and receipt when using related accounts payable automation solution. The 
user establishes specific business rules for the matching process and reviews resulting audit trails 
to ensure the process is working. The user is also responsible for resolving any exceptions that may 
occur to determine if violation of business rules needs to be addressed. 
Risks Mitigated 
 Automated matching performs the three-way with no human intervention, reducing the risk of 

error and improper matches. 
 Reduces the risk of paying an erroneous or duplicate payment. 
 Improves the invoice cycle time process and reduces processing costs. 
 Provides data accuracy based on user-defined matching rules. 

7. Automated Workflow Approvals—In an automated workflow approval process, the invoice ap-
proval process is linked to your company’s Delegation of Authority (DoA) policy. The invoice 
approval process is completely automated based on defined rules via workflow. The workflow de-
termines if an invoice needs approval; who the appropriate approvers are; and in what order ap-
provers should approve payment of the invoice. The workflow then sequentially asks each approver 
in the approval list to approve invoices online. For example, you can define a rule so invoices over 
$100,000 (or a specific amount designated in your DoA policy) require CFO approval and then 
CEO approval. 
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Risks Mitigated 
 An automated workflow can be linked to the employee master file in which approval levels are 

automatically updated when an approval moves to another department and is promoted. 
 Reduces the risk of fraud since there is no opportunity for manual manipulation. 
 Escalation processes can be built into the workflow to link to the Delegation of Authority 

(DoA) policy and tables. 
8. E-Payment—If your company is paying more than 50% of invoices by check, it’s way too many. I 

suggest paying your invoices by ACH or P-Card. Consider the cost of issuing the check, postage 
fees, resource fees, reconciliation costs, and the risk of check fraud. The e-payment process also 
includes the use of ACH supplier remittances rather than issue a separate manual remittance for an 
invoice payment. Additionally, if your accounts payable department is faced with ongoing escheat-
ment issues due to uncashed suppler checks, besides looking into ACH and P-Cards for your pay-
ment process, consider outsourcing your payments process.  
Risks Mitigated 
 The E-payment process reduces risk and enhances internal control for the P2P process. 
 The use of e-payment reduces check fraud, check reconciliation issues, and escheatment pro-

cess challenges. 
 The use of ACH remittance in the P2P process ensures that the invoice details are properly 

applied. 
 Besides obtaining significant rebates as more suppliers settle with P-Cards, one of the ad-

vantages to using a P-Card is that the buyer is making a deferred payment. 
 Accounts payable can pay their supplier using a P-Card at any point during the payment term 

and settle with the card issuer 30 to 60 days later. 
9. Systems Access Verification Tools—Systems Access Verification tools can provide real-time mon-

itoring and proactive enforcement of Segregation of Duties (SoD) policies. Such tools can antici-
pate a system access conflict before it arises and can even prevent an assignment of a role within 
an application that could compromise the P2P or put the company at risk.  
Risks Mitigated 
 Systems Access Verification tools can prevent a fraudulent transaction from being processed 

within the P2P process. As an example, an individual cannot set up a supplier in the supplier 
master file, pay that supplier, and void the transaction with proper system access controls in 
place. These are referred to as “intra” SoD controls. 

 These tools can also catch an “extra” SoD conflict in which an employee from another depart-
ment may attempt to process an unrelated transaction. An employee in accounts receivable may 
try to process a fraudulent accounts payable transaction. 

10. Accounts Payable Self-Audit Tools—The goal of any accounts payable department is to pay a sup-
plier “once and only once.” Rather than have a third party or external audit firm identify a control 
weakness, many companies have worked with a solution provider to implement a self-assessment 
process that identifies a possible duplicate payment before the payment is initiated. This software 
considers “fuzzy” logic algorithms that flag a potential duplicate or erroneous payment. 

   Risks Mitigated 
 A self-audit tool can often be included in a company’s internal control program as a continuous 

control monitoring (CCM) initiative. 
 Duplicate and erroneous payments are prevented before the cash is disbursed, improving the 

company’s working capital and cash flow position. 
 Process improvements and improvements to internal control programs can be made in a real-

time environment. 
 
Process Overview 
The diagram below suggests that the foundational elements for the P2P process are Internal Controls and 
Compliance, ERP Systems, and P2P Automation Solutions. 
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Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline that should be used in determining the 
degree of internal controls implementation is that the cost of a control should not exceed the benefit derived. 
The internal control standards listed here represent the minimum controls to be implemented within the P2P 
process. 
 
Metrics  

Table of Metrics 
Functional Metrics 
 Total Cost of the Total P2P Function as a Percentage of Revenue 
 Total Cost of the Procurement Function as a Percentage of Revenue 
 Total Cost of the Accounts Payable Function as a Percentage of Revenue 
 Number of FTEs in the Total P2P Function 
 Number of FTEs in the Procurement Functions 
 Number of FTEs in the Accounts Payable Function 
Procurement Cost and Process Metrics 
 Cost per RFP 
 Cost per Contract 
 Cost per Purchase Order 
 Strategic Sourcing Cost Savings 
 Purchase Order Workflow Defects 
 Unapproved Items in Purchase Order Workflow 
 Non-Purchase Order Invoices 
 Cost per P-Card Transaction 
 Suppliers Using eProcurement 
 Suppliers Using Supplier Portals Onboarding Invoice Status 
Accounts Payable Cost and Process Metrics 
 Cost per Invoice 
 Cost per Invoice Line Item 
 Percentage of First-Time Payment Matches 
 Supplier Payments with Errors 
 Number of Duplicate Payments (Identified Pre-Payment Run) Number 
 Duplicate Payments (Identified Post-Payment Run) 
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 Percentage of Payment Recoveries (Post Payment) 
 Percentage of Recoveries by Check (Post Payment) 
 Percentage of Recoveries by Credit Memo (Payment) 
 Percentage Use of Electronic Invoicing (eInvoicing) 
 Percentage Use of Electronic Payments (ePayment) 
 Invoices Paid Within Specified Terms 
 Value of Supplier Discounts Taken 
 Number of Manual Checks Issued per Period 
 Invoice Payment Cycle Time 
 Number of Invoices Processed Monthly 
 Goods Receipt/Invoice Receipt Balance (Clearing Account) 
 Goods Receipt/Invoice Receipt Balance Aging 
 Goods Receipt/Invoice Receipt Balance Aging by Root Cause 
 Invoices Paid Early 
 Customer Service Cost per Inquiry 
 Customer Service Response Time 
 Blocked Payments—Number of Invoices 
 Blocked Payments—Dollars 
 Blocked Payments—Aging 
 Blocked Payments—By Business Unit 
 Number of Voided Checks 
 Number of Reissued Checks 
 Percentage of Checks vs. ACH 
 Returned Checks 
 Customer Inquiries by Reason 
 External vs. Internal Customer Inquiries 
 Top Five Inquiry Reasons 
 Number of Suppliers 
 Percentage of One-Time Suppliers 
 Percentage of Foreign Suppliers 
 Debt Balance Totals by Month 
 Debit Balance Aging 
 Percentage of Suppliers with Debit Balances 
Internal Controls and Compliance 
 Number of TIN Matching Issues 
 Number of Regulatory Compliance Issues 
 Regulatory Compliance Issues by Type 

 OFAC of Foreign Asset Control (OFAC) 
 Bureau of Industry and Security (BIS) 
 Office of the Inspector General (OIG) 
 Foreign Corrupt Practices Act (FCPA) 

 Number of Pricing Issues 
 Number of Internal Control Issues 
 Aging of Internal Control Issues 
 Number of Self-Assessments Completed 
 Cycle Time for Remediation of an Internal Control Issue 
 Internal Control Issues by Type 

 Delegation of Authority Errors 
 Segregation of Duties Errors 
 Coding the Invoice to an Incorrect Supplier 
 Percentage of Currency Errors (Wrong Currency Paid) 
 Duplicate Supplier on the Supplier Master File 
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 Credit Memo Paid as Invoice 
 Invoice Already Paid on a P-Card 

 Number of Suspicious or Fraudulent Suppliers 
 Number of Control Issues Reported (Positive Pay, Positive Payee, ACH Debit Block, or Filter) 

 
Sub-Processes 
The specific sub-processes included in the P2P process are: 

4.1 Supplier Selection and Management 
4.2 Purchasing/Ordering 
4.3 Import Controls 
4.4 Receiving 
4.5 Accounts Payable 
4.6 The Payment Process– General 
4.7 The Payment Process—Travel and Entertainment 
4.8 Research and Product Development 
4.9 Procurement Cards (P-Cards) 

 
4.1 Supplier Selection and Management 
Introduction 
Purchases must be made from an approved supplier database/list in accordance with local procedures. A 
formal process should be in place to approve purchases from suppliers not on the approved database or on 
a government watch-list such as the Office of Foreign Assets (OFAC) and the Office of Inspector General 
(OIG). Suppliers need to be screened to ensure that foreign officials and politically exposed persons (PEPs) 
are not included on the supplier master file and the Foreign Corrupt Practices Act (FCPA) is not violated. 
Noncompliance with any of these screening processes noted could result in significant fines and damage to 
the company’s reputation. 
 
Standard of Internal Control 

4.1.1 Purchasing Strategies. Sourcing strategies, supplier selections, and contract negotiation pro-
cesses should be developed and documented.  
Refer to risks: A-1, A-2, A-3, A-4 

4.1.2 Documented Supplier Selection. Purchasing has established and follows documented policies 
and procedures to qualify and evaluate vendors based on established criteria prior to becoming 
approved suppliers. Compliance screening is conducted for all suppliers and a W-9 form is 
obtained for all domestic suppliers with the validation of the tax identification number (TIN) 
against IRS records. A W-8 is obtained for all foreign (non-U.S.) suppliers and the value-added 
tax information is validated accordingly. 
Refer to risks: A-1, A-2, A-3, A-4, A-6 

4.1.3 Purchasing from Approved Suppliers. The supplier master file must be reviewed, updated, 
and purged of inactive suppliers (e.g. suppliers with no activity for 18–24 months) at least 
annually. Suppliers should be added to the supplier database upon completion of supplier se-
lection process and financial review. 
Refer to risks: A-1, A-2, A-3, A-4 

4.1.4 Global and Regional Contracts. Where global, regional, or geographic contracts are in place 
(e.g. information technology), that contract will be leveraged by all affected operating units. 
Refer to risks: A-1, A-2, A-3, A-4 

4.1.5 Business Interruption Contingency Plans. Supplier and sourcing strategies must take into con-
sideration contingency plans to address or minimize risk of business interruption. These plans 
should be regularly reviewed and simulated. 
Refer to risk: A-6 
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4.1.6 Supplier Performance Monitoring. Suppliers must be periodically monitored in accordance 
with Business Unit policy to ensure that actual performance meets quality, cost, and service 
expectations. 
Refer to risks: A-3, A-6, A-7 

4.1.7 Supplier Master Ownership and Updates. The actual update and maintenance of the supplier 
master must be performed by individuals not involved in supplier selection process. 
Refer to risks: A-1, A-2, A-3, A-5 

 
Risk If Standard Is Not Implemented 

A-1 A purchase may be made from an unapproved supplier. 
A-2 Export control violations, related-party transactions, or conflict-of-interest situations may oc-

cur. The potential for errors and irregularities is substantially increased. 
A-3 Goods purchased may not meet quality standards. Unauthorized prices or terms may be ac-

cepted. 
A-5 Records may be misused or altered by unauthorized personnel to the detriment of the company 

and its suppliers. 
A-6 Materials may be received early or late, resulting in business interruption or excess levels of 

inventory. 
A-7 Lose opportunity to revise supplier base to better meet the needs of the company. 

 
4.2 Purchasing/Ordering 
Introduction 
To reduce company and supplier risk for the purchasing and ordering process, all ordering responsibilities 
must be segregated from accounts payable/payment, receiving, and accounting activities. Responsibilities 
should be clearly defined and system access is validated on a regular basis. 
 
Standard of Internal Control 

4.2.1 Segregation of Duties. All purchasing (ordering) responsibilities must be segregated from ac-
counts payable/payment, receiving, and accounting activities. 
Refer to risks: B-1, B-2, B-5, B-6, B-7, B-9, B-11, B-12 

4.2.2 Written Purchasing Policies. Purchasing policies and procedures are established, communi-
cated, and followed. 
Refer to risks: B-1, B-2, B-4, B-6, B-7, B-9, B-10, B-11 

4.2.3 Access Controls. All purchase orders or access to input screens must be safeguarded and inter-
nal control procedures for processing and approval must be in place to prevent unauthorized 
use. 
Refer to risks: B-1, B-2, B-4, B-5, B-6, B-9, B-10, B-12 

4.2.4 Purchase Price Negotiation. To assure the company’s competitive advantage, prices will be 
negotiated through cost analysis (e.g. target costing), bidding, or industry cost benchmarking. 
Refer to risks: B-2, B-5, B-7 

4.2.5 Conduct Prior to Vendor Selection Process. Oral or written contracts, memorandums of un-
derstanding, and statements of intent that may financially obligate the company must not be 
done prior to the completion of the selection process without proper approvals. 
Refer to risks: B-1, B-2, B-5, B-6, B-7, B-9, B-10 

4.2.6 Advance Payments. Payment in advance should be avoided if possible. A procedure should 
be established and followed when it is necessary to make payments in advance of the shipment 
or receipt of material to prevent overpayment. No advance payments can be made unless they 
are part of the purchase order terms. 
Refer to risks: B-6, B-9, B-11 

4.2.7 Order Audit Trail. All orders/transactions must be uniquely identifiable and traceable and pe-
riodically accounted for. 
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Refer to risks: B-3, B-4, B-5, B-6, B-9, B-10, B-11, B-12 
4.2.8 Invoice Forwarding. Purchase orders/transactions must instruct suppliers to forward their 

billings directly to accounts payable. 
Refer to risks: B-3, B-4, B-5, B-6, B-9, B-10, B-11 

4.2.9 Purchase Order Distribution. Purchase order information must be made available to the re-
ceiving and accounts payable departments. Accounts payable and receiving must be notified 
of changed or canceled purchase orders immediately. 
Refer to risks: B-3, B-5, B-6, B-7, B-8, B-9, B-11, B-12, B-14 

4.2.10 Product Return Procedures. Procedures must be established to ensure proper approval, re-
cording, and follow-up of all return items (due to poor quality, improper specifications, etc.). 
Refer to risks: B-4, B-5, B-7, B-9, B-10, B-11, B-12 

4.2.11 Evaluation of Purchasing Process. Purchasing process should be evaluated consistent with the 
supply management. 
Refer to risks: B-7, B-8 

4.2.12 Safeguarding Intellectual Property. Procedures governing the review and approval of con-
tracts should address the safeguarding of the company’s intellectual property, including patents 
and trade-marks.  
Refer to risks: B-4, B-5, B-10, B-12, B-13 

4.2.13 Blanket Purchase Orders. A “not to exceed” limit and duration must be specified on each 
blanket purchase order. 
Refer to risk: B-8 

4.2.14 Independence Within the Purchasing Process. Independence between purchasing 
agent/buyer and supplier must be maintained. This can be accomplished through periodic 
buyer rotation, or participation in corporate contracts, or use of commodity teams. The com-
pany’s code of conduct should be distributed to all suppliers. 
Refer to risks: B-1, B-2, B-3, B-4, B-5, B-7, B-11 

4.2.15 Requisitioning Procedures. Purchase requirements (e.g. purchase orders, blanket orders, con-
tracts, etc.) must be initiated by the requesting department and be properly approved, within 
approver’s limits, before a purchase request is made. Purchase orders must not be split to cir-
cumvent approval limits. 
Refer to risks: B-1, B-2, B-3, B-5, B-11 

4.2.16 Low-Value Requisitions. Authorization limits must be established for individuals making low-
value purchases through special procurement processes (e.g. credit cards, catalogs, procure-
ment cards, etc.). 
Refer to risks: B-1, B-3, B-5, B-11 

4.2.17 Purchase Order Revisions. Purchase order revisions for price or quantity that cause increases 
that exceed buyer’s approval level must be approved in compliance with local procedures. 
Refer to risks: B-1, B-2, B-3, B-5, B-7, B-8 

4.2.18 After-the-Fact Purchase Orders. After-the-Fact POs are identified, tracked, and addressed reg-
ularly. The After-the-Fact Purchase PO is typically used when a requisition and purchase order 
are being issued after the transaction has occurred and when the transaction doesn’t fit the 
limited requirements of a payment request form. 
Refer to risks: B-1, B-3, B-5, B-7, B-8 

 
Risk If Standard Is Not Implemented 

B-1 A purchase order may be: 
a. Unauthorized or improperly authorized 
b. Made from an unauthorized supplier 
c. Ordered and received by an unauthorized individual 

B-2 Import and export control violations, related-party transactions, or conflict-of-interest situa-
tions may occur. The potential for errors and irregularities is substantially increased. 



Chapter 4 – Procure to Pay (P2P) Process 

69 

B-3 Rather than being returned or refused, the following items may be received and ultimately paid 
for: 

a. Unordered goods or services 
b. Excessive quantities or incorrect items 
c. Canceled or duplicated orders 

B-4 Records may be lost or destroyed. 
B-5 Records may be misused or altered by unauthorized personnel to the detriment of the company 

and its suppliers. 
B-6 Goods and services may be received but not reported or reported inaccurately. Unrecorded 

liabilities and misstated inventory and cost of sales may occur. 
B-7 Goods purchased may not meet quality standards. Unauthorized prices or terms may be ac-

cepted. 
B-8 Materials may be received early or late, resulting in business interruption or excess levels of 

inventory. 
B-9 Duplicate payments may occur, or payments may be made for the wrong amount or to unau-

thorized or nonexistent suppliers. 
B-10 Records may not be available for external legal, tax, or audit purposes. 
B-11 Purchases and/or payments may be recorded at the incorrect amount, to the wrong account, or 

in the wrong period. 
B-12 Payment may be made for goods or services never received.  
B-13  Loss of intellectual property. 
B-14  A purchase order may be received by an unauthorized individual. 

  
4.3 Import Controls 
Introduction 
Both the customs border patrol (CBP) and the importing/exporting community have a shared responsibility 
to maximize compliance with laws and regulations. In carrying out this task, CBP encourages importers/ex-
porters to become familiar with applicable laws and regulations.1 
 Generally, the customs authority of each country is part of the treasury/revenue department or ministry 
and has the primary responsibility of ensuring not only that duties and taxes are collected on imports but 
also that imports meet all their domestic laws and regulations. Such laws and regulations pertain to the 
health and welfare of its citizens and trade policies. Therefore, the primary role of a customs authority is 
border enforcement rather than trade facilitation. Customs authorities have a broad and potent enforcement 
power such as search and seizure, and can impose heavy civil and criminal penalties, including the suspen-
sion of import privileges and imposition of jail terms when customs laws are violated. 
 The company and its subsidiaries import finished products, raw materials, and components in varying 
degrees for production support and distribution in local markets. In order to ensure continued timely release 
of imports from customs custody, the company will operate in full compliance with all laws and regulations 
applicable to our imports and will promptly address financial obligations and inquiries from customs au-
thorities. 
 
Standard of Internal Control 

4.3.1 Documented Procedures. Each operating unit must have written procedures in place to ensure 
compliance with applicable laws and regulations pertaining to imports, including the valuation 
and classification of products. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6 

4.3.2 Customs Brokers. All importing units, including those which utilize certified customs brokers 
for import purposes, must establish written instructions and authorizations to ensure compli-
ance with applicable laws and regulations. 

                                                   
1 U.S. Customs and Border Patrol, “Basic Importing and Exporting,” accessed January 5, 2019, https://www.cbp.gov/trade/basic-
import-export. 
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Refer to risks: C-1, C-2, C-3 
4.3.3 Timely Responses to Inquiries. All inquiries from customs authorities and financial obliga-

tions to customs authorities must be addressed in a timely manner. 
Refer to risks: C-l, C-2, C-3, C-5, C-6 

4.3.4 Trade Preference Programs. All operating units participating in trade preference programs 
must document the eligibility requirements of their participating products to ensure compliance 
with applicable laws and regulations. 
Refer to risks: C-1, C-2, C-4, C-6 

4.3.5 Origin Declarations and Certifications. All origin declarations and certifications for prefer-
ential and non-preferential purposes are the responsibility of the origin (exporting) unit and 
must be reviewed for accuracy and compliance by the receiving operating unit’s Import Ad-
ministration organization. 
Refer to risks: C-1, C-2, C-4, C-6 

4.3.6 Duty Management. Duty refund and deferral programs (e.g. duty drawback, foreign trade 
zone management, and other special-duty programs) must be administered in accordance with 
applicable regulations. 
Refer to risks: C-1, C-2, C-6 

4.3.7 Records Management. All importing entities must establish and maintain adequate records 
retention systems to ensure compliance with the company statement of corporate policy on 
records management.  
Refer to risks: C-1, C-2, C-3, C-6 

 
Risk If Standard Is Not Implemented 

C-1 Governmental and/or customs regulations may be violated. 
C-2 Civil and criminal penalties against the company and/or individual employees may occur. 
C-3 Import privileges may be lost. 
C-4 The company as a whole may lose preferential tariff rates. 
C-5 Inaction may adversely impact the timely release of goods from customs custody. 
C-6 Incorrect documentation may result in significant financial exposure to the company. 

 
4.4 Receiving 
Introduction 
To ensure proper segregation of duties, the receiving department should be physically segregated from the 
production facilities and shipping. As a key component of the procure to pay (P2P) process, receiving is 
responsible for the recording of all company receipts. The accurate receipt of good and services drives the 
three-way matching process in which the purchase order (PO), invoice, and receiving document are vali-
dated for the correct pricing, quantities, and price. 
 
Standard of Internal Control 

4.4.1 Physical Segregation of Receiving Department. The receiving department should be physi-
cally segregated from the production facilities and shipping. Where segregation is not feasible, 
compensating controls must be established. 
Refer to risks: D-1, D-2, D-3 

4.4.2 Segregation of Duties. The receiving function must be separated from the buying function, 
invoice processing, accounts payable, and general ledger functions. 
Refer to risks: D-1, D-2, D-3, D-5, D-6, D-7, D-8 

4.4.3 Access to Receiving Department. Access to the receiving department must be restricted to 
authorized personnel only. 
Refer to risks: D-1, D-2, D-3, D-4, D-5, D-6 
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4.4.4 Receiving Policy. All incoming material, merchandise, and supplies must be processed by the 
designated receiving location at each facility, unless otherwise arranged and approved in ac-
cordance with local policy. 
Refer to risks: D-1, D-2, D-4, D-5 

4.4.5 Acceptance of Goods Received. The receiving location will accept only those goods with an 
approved purchase order or when its equivalent has been prepared. All other receipts should 
be returned to the supplier or investigated for propriety in a timely manner. 
Refer to risks: D-3, D-4, D-5, D-6, D-7 

4.4.6 Receipt Documentation. Each designated receiving location must account for and provide 
evidence of a receiving transaction for all material, merchandise, or supplies accepted by the 
receiving location. Evidence must exist of goods returned or moved to other areas. 
Refer to risks: D-2, D-6, D-7 

4.4.7 Receipt Recording. Receiving transactions will not be generated without actual receipt of 
goods or services and adequate proof of delivery. 
Refer to risks: D-3, D-6 

4.4.8 Receiving Procedures. In the absence of an effective supplier qualification and performance-
monitoring program, incoming goods must be evaluated for damage and shortages. Goods 
must be counted, weighed, or measured on a sample basis to determine the accuracy of sup-
plier’s shipments. All discrepancies and damage must be documented, tracked, and appropri-
ately resolved with the supplier. 
Refer to risks: D-2, D-3, D-4, D-6, D-7 

4.4.9 Receiving Information. Receiving transaction information and copies of documentation (BOL, 
packing slip, etc.) must be maintained in the receiving department and made available to pur-
chasing and accounts payable for supplier payment processing on a timely basis. 
Refer to risks: D-2, D-6, D-7 

4.4.10 Supply Chain Inspection. In the absence of an effective supplier qualification and perfor-
mance-monitoring program, incoming goods must be promptly inspected and tested for dam-
age, quality characteristics, product specifications, etc. by the appropriate supply chain per-
sonnel.  
Refer to risks: D-4, D-7 

4.4.11 Safeguarding Receiving Information. Receiving transaction information must be adequately 
safeguarded from theft, destruction, or unauthorized use. Receiving transactions must be 
uniquely identifiable, traceable, and accounted for periodically. Access to the receiving system 
must be controlled and password protected. 
Refer to risks: D-1, D-2, D-4, D-5 

4.4.12 Safeguarding of Received Goods. Incoming goods must be secured and safeguarded upon re-
ceipt. High-value parts, such as microprocessors, must be safeguarded during the receiving 
process. 
Refer to risk: D-1 

4.4.13 Changes to Receiving Records. Changes required to correct errors in original receiving trans-
actions may be generated only by authorized personnel as specified by local policy. 
Refer to risks: D-1, D-2, D-4, D-5, D-6, D-7, D-8 

 
Risk If Standard Is Not Implemented 

D-1 A purchase may be: 
a. Unauthorized or improperly authorized 
b. Made from an unauthorized supplier 
c. Ordered and received by an unauthorized individual 

D-2 Related-party transactions or conflict-of-interest situations may occur. The potential for errors 
and irregularities is substantially increased. 
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D-3 Rather than being returned or refused, the following items may be received and ultimately paid 
for: 

a. Unordered goods or services 
b. Excessive quantities or incorrect items 
c. Canceled or duplicated orders  

D-4 Records may be lost or destroyed. 
D-5 Records may be misused or altered by unauthorized personnel to the detriment of the company 

and its suppliers. 
D-6 Goods and services may be received but not reported or reported inaccurately. Unrecorded 

liabilities and misstated inventory and cost of sales may occur. 
D-7 Goods purchased may not meet quality standards. Unauthorized prices or terms may be ac-

cepted. 
D-8 Purchases and/or payments may be recorded at the incorrect amount, to the wrong account, or 

in the wrong period. 
 
4.5 Accounts Payable 
Introduction 
The AP process or function is immensely important since it involves nearly all of a company’s payments 
outside of payroll. Regardless of the company’s size, the mission of AP is to pay only the company’s bills 
and invoices that are legitimate and accurate. This means that before a supplier’s invoice is entered into the 
accounting records and scheduled for payment, the invoice must reflect: 
 What the company had ordered 
 What the company has received 
 The proper unit costs, calculations, totals, and terms 

 
Standard of Internal Control 

4.5.1 Segregation of Duties. The accounts payable function must be segregated from the following 
functions: 

a. Receiving 
b. Purchasing 
c. Disbursing cash or its equivalent 

Refer to risks: E-1, E-2 
4.5.2 Invoice Accuracy. Prior to payment, supplier’s invoices must be reviewed for receipt of mate-

rial or services, checked for accuracy (price, quantity, mathematical extension, currency, 
proper freight charges, sales tax, etc.) and account classification and distribution, and agreed 
to the PO/contract terms. Invoices with a discrepancy exceeding the tolerance limits or lacking 
reference information (PO quantity/amount) must be resolved before payment is made. 
Refer to risks: E-2, E-4, E-5, E-6, E-7, E-8 

4.5.3 Alternative Processes. If alternative processes are used, such as pay on receipt, Evaluated 
Receipt Settlement (ERS), consignment inventories, or Electronic Data Interchange (EDI), the 
procedures in place to ensure correct pricing and received quantities are documented and ap-
proved by local operating and financial management. 
Refer to risks: E-1, E-3, E-4, E-5, E-7, E-8 

4.5.4 Invoice Approval. Invoices without a purchase order or receiving report (e.g. non-production 
services, lease payments, check requests, one-time purchases, etc.) must be approved by au-
thorized personnel in accordance with their approval limits before payment. 
Refer to risks: E-2, E-3, E-7, E-9 

4.5.5 Original Invoices. Original invoices or approved electronic invoices should be used as the basis 
for payment. Where the original invoice is not available, a copy can be used only if it is 
properly identified as a duplicate. A facsimile document can be used to expedite payment only 
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when a process is in place to match the facsimile with the original document in a timely man-
ner. 
Refer to risks: E-5, E-6, E-7 

4.5.6 Duplicate Payments. A process must be in place to detect and prevent duplicate payments. 
Supporting documents for the payments must be originals and must be effectively canceled 
after payment to prevent accidental or intentional reuse. No payments should be based upon a 
statement unless the supplier has been pre-approved for such. 
Refer to risks: E-7, E-9 

4.5.7 Goods Receipt—Invoice Receipt (GR/IR) Clearing Account Reconciliation. Aged, unmatched 
purchase orders, receiving transactions, and invoices must be periodically reviewed, investi-
gated, and resolved.  
Refer to risks: E-2, E-4 

4.5.8 Supplier Statements. Supplier statements must be regularly reviewed for past-due items and 
open credits, to be resolved in a timely manner. The currency used for statements and invoices 
should be consistent.  
Refer to risks: E-2, E-4, E-7, E-8, and E-9 

4.5.9 Reconciliations. Items forwarded to payments should be reconciled (contents are known and 
status is current) monthly with payments actually made and recorded in the general ledger. The 
accounts payable trial balance should also be reconciled (contents are known and status is 
current) with the general ledger each month. All differences must be resolved on a timely basis. 
Refer to risks: E-8, E-9 

4.5.10 Debit Balance Accounts. Accounts payable should review debit balance accounts at least quar-
terly and request remittance on debit amounts outstanding for over 90 days. Any significant 
debit balance should be classified as an account receivable. 
Refer to risks: E-6, E-7 

4.5.11 Debit and Credit Memos. Debit and credit memos issued to supplier accounts must be docu-
mented, recorded, controlled, and approved by authorized personnel in accordance with their 
approval limits. 
Refer to risks: E-6, E-7, E-9 

4.5.12 Debit and Credit Memo Audit Trails. Debit and credit memos must be uniquely identifiable 
and traceable. Company-generated hardcopy documents must be pre-numbered for security 
control. 
Refer to risk: E-9 

4.5.13 Established Suppliers. Prior to the payment, accounts payable must ensure the supplier is es-
tablished on the approved supplier master file. Suppliers not on the approved supplier master 
file must be validated independent of the originating source. 
Refer to risks: E-4, E-7, E-9 

4.5.14 Liability Accruals. Procedures and mechanisms must be in place to identify and capture all 
items and services that have been billed but not yet received and received but not yet billed to 
ensure that financial results are accurately stated. These items must receive proper treatment 
in the accounting records. 
Refer to risks: E-1, E-2, E-6 

 
Risk If Standard Is Not Implemented 

E-1 Purchases may be stolen, lost, destroyed, or temporarily diverted. The potential for errors and 
irregularities is substantially increased. 

E-2 Purchases may be received but never reported, or reported inaccurately. 
E-3 Purchases or services may be ordered and received by an unauthorized individual. 
E-4 Rather than being returned or refused, the following goods or services may be received and 

ultimately paid for: 
a. Unordered goods or services 
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b. Inventory that does not meet quality standards 
c. Excessive quantities or incorrect items 

E-5 Materials may be received too early or too late for production. Business interruption or exces-
sive levels (quantity and/or $$) or inventory may occur. 

E-6 Payment may be made for goods or services not received and/or in advance of receipt. 
E-7 Payments to suppliers may be duplicated, incorrect, or fraudulent.  
E-8  Records may be lost or destroyed. 
E-9  Records may be misused or altered to the detriment of the company or its suppliers. 

 
4.6 The Payment Process—General 
Introduction 
Once company expenditures are approved for payment, the actual payment process commences, which 
leads to the exchange of funds between the purchasing company and its supplier. Personnel involved in the 
payment process must adhere to policies and procedures designed to ensure accurate, timely, and secure 
payments initiation using the appropriate payment method for each payment. 
  
Standard of Internal Control 

4.6.1 Segregation of Duties. The function of disbursing cash or its equivalent must be segregated 
from the following functions: 

a. Receiving 
b. Purchasing 
c. Invoice processing 
d. Accounts payable 
e. General ledger reconciliation 
f. Payee master data setups and changes 

Refer to risks: F-1, F-2, F-3, F-7 
4.6.2 Payment Reconciliations. All payments and other payment activities must be traceable, 

uniquely identifiable, and reconciled (contents are known and status is current) with general 
ledger and bank statements on a monthly basis. 
Refer to risks: F-l, F-4 

4.6.3 Supporting Documentation. Requests for checks, electronic funds transfers, and bank trans-
fers must be supported by approved purchase orders, receiving transactions, or original in-
voices. This documentation will be provided to the signers for their review as part of the ap-
proval process. 
Refer to risks: F-2, F-3, F-4, F-7 

4.6.4 Payment Approval. Approved payments must be aged and made in accordance with corporate 
policy or within the agreed-upon company and supplier terms. 
Refer to risk: F-8 

4.6.5 Supplier Discounts. All eligible supplier discounts should be taken whenever favorable to the 
company. 
Refer to risks: F-5, F-9 

4.6.6 Recording in Accounting Records. All payments must be recorded in the period payment was 
made. Expenses must be properly and accurately recorded in the accounting period in which 
the liability was incurred. 
Refer to risks: F-3, F-5, F-6, F-9 

4.6.7 Bearer Checks. Checks must not be made payable to cash or bearer. 
Refer to risks: F-1, F-3, F-7 

4.6.8 Blank Check Storage. Blank checks must be safeguarded from destruction or unauthorized use. 
The supply of blank checks must be numerically controlled and regularly accounted for as 
issued, voided, or unused. Employees that have access to unissued checks must be independent 
of the check signing and voucher preparation functions.  
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Refer to risks: F-l, F-3, F-4, F-7 
4.6.9 Voided and Canceled Checks. Spoiled, voided, and canceled checks must be altered or voided 

immediately. These checks must be accounted for and protected. They may be destroyed, pro-
vided the destruction is witnessed, and documented by an additional individual. 
Refer to risks: F-1, F-7 

4.6.10 Bank Account Limits. Specific limits of signing authority for checks, promissory notes, and 
bank transfers must be established and approved according to an appropriate board of directors 
banking resolution and communicated to the disbursing entity and the appropriate bank(s).  
Refer to risks: F-1, F-3, F-7 

4.6.11 Positive Pay Controls. Checking accounts must be provided with “match pay” or “positive 
pay” controls that permit a preview of checks presented to the bank for payment to ensure that 
both the payment amount and payee have not been altered. If such controls are not practical, 
bank accounts must be subject to activity limits and dual signatory controls. 
Refer to risks: F-1, F-4, F-7 

4.6.12 Signatures. The signatures of authorized signers must be on file within the company and at the 
bank.  
Refer to risks: F-1, F-2, F-6, F-9 

4.6.13 Records Management. Documents or electronic data supporting expenditures must be safe-
guarded from loss or destruction and must be in a retrievable format. Such records must be 
retained and maintained in accordance with the company’s policy on records management. 
Refer to risks: F-5, F-10 

4.6.14 Check Delivery. All checks should be mailed. In those cases where this is not possible, prior 
arrangements should be made for check delivery. When the check is picked up in person, 
proper identification must be provided and delivery of the check must be documented via their 
signature. 
Refer to risk: F-1 

4.6.15 ACH Payments and Wire Transfers. Payments by ACH and wire transfer must be made only 
to pre-established and validated bank accounts. Where practical, recurring wire payments 
should be established as repetitive payments within the wire transfer system. Non-repetitive 
wires require independent review and approval. 
Refer to risks: F-1, F-4, F-6, F-7, F-8 

4.6.16 Petty Cash. Payments made from petty cash must be supported by a receipt and approved by 
authorized personnel in accordance with their approval limits. In general, the use of petty cash 
should be avoided and a procurement card (P-Card) or other corporate credit cards should be 
used. 
Refer to risks: F-4, F-6, F-7 

4.6.17 Custody and Security of Check-Signing Equipment. Where check-signing equipment and fac-
simile signature plates or digitized signature images are utilized, the equipment and plates must 
be secured, and custody of the check-signing equipment and the signature plates or digitized 
signature image files must be segregated. In addition, a reconciliation (contents are known and 
status is current) should be made of checks written and checks authorized to the check-signing 
machine totals. 
Refer to risks: F-1, F-5 

 
Risk If Standard Is Not Implemented 

F-1 Controls may be bypassed allowing the potential for theft or error. 
F-2 Purchases or services may be ordered and received by an unauthorized individual. 
F-3 Items or services may be received but not reported, or reported inaccurately. Unrecorded lia-

bilities, misstated inventories, and over-/underpayments to suppliers may result. 
F-4 Duplicate payments may occur, or payments may be made for the wrong amount or to unau-

thorized or nonexistent suppliers. 



Chapter 4 – Procure to Pay (P2P) Process 

76 

F-5 Financial statements, records, and operating reports may be misstated. Critical decisions may 
be based upon erroneous information. 

F-6 Purchases or services may be unauthorized, recorded for the wrong amount or in the wrong 
period, and/or payment made to the wrong person. 

F-7 Items may be recorded and payment made for goods or services not received. 
F-8 Operations may be adversely affected as suppliers may refuse future business with the com-

pany. 
F-9 Cash utilization may not be optimized or may be misappropriated. 

F-10  Fines or penalties may be imposed if required supporting documents are not available. 
 
4.7 The Payment Process—Travel and Entertainment 
Introduction 
T&E expenses are “incurred when an employee conducts business away from home or the company’s of-
fices. For example, if one must travel to another location to conduct a meeting with an important client, any 
lodging, meals, or transportation costs usually count as travel expenses. One may deduct travel expenses 
from one’s taxable income, provided they are in fact directly related to business. For this reason, travel 
expenses are somewhat controversial; some companies, for example, toolkit a business meeting at a major 
resort and deduct the entire cost. Whether this is an actual travel expense is a matter for debate.”2 

 Divide up your policy into sections: air travel, hotel lodging, dining, entertainment expenses, and 
car rental. 

 Provide a section that clearly states what is not reimbursable. 
 Let employees know what enforcement measures will be taken to ensure policy compliance. 
 Include a guideline around traveling with spouses or significant others. What if an employee 

chooses to stay over extra days? Or over a weekend? 
 Who is responsible for travel charges if the employee cancels a reservation or is a “no-show”? 
 What is your policy about home offices? Can employees be reimbursed for Internet and/or phone 

charges? What about office supplies or office furniture? 
 What’s your company’s policy about consuming alcohol at meals with clients? If alcohol is per-

mitted, what is your policy about paying for an alternative ride back home or to a hotel if the em-
ployee can’t drive? 

 If a receipt is missing, let employees know all is not lost. Ask for an explanation of the expense, 
business need, and date of the expense, supplier, location, and dollar amount. You might also con-
sider calling the supplier for a duplicate receipt if possible. 

 Update your mileage reimbursement rate. Should employees start the mileage count from your 
company’s headquarters? Or from home? (One company automatically deducts 20 miles when an 
employee submits a mileage expense form—even when the employee works from home.) 

 Are credit card statements an acceptable form of receipt? Or do you require itemization and a store 
receipt along with a credit card slip? 

 Also, be sure to fit the current mode of your company growth. Are you in growth mode or cost-
cutting mode? Are you a smaller company or larger? How high in the management structure do 
expenses need to be approved? 

 
Standard of Internal Control 

4.7.1 Corporate Credit Card. Employees must obtain and use a credit card in accordance with the 
appropriate corporate policy. 
Refer to risk: G-4 

4.7.2 Reimbursable Expenses. Reimbursed expenditures must be actual, necessary, reasonable, and 
consistent with the appropriate corporate policy. Any expenditures that appear to be excessive 
should be investigated. 
Refer to risk: G-2 

                                                   
2 Farlex Financial Dictionary, © 2011 Farlex, Inc. All Rights Reserved. 
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4.7.3 Timely Completion of Expense Reports. Expense reports should be completed, approved, and 
forwarded to the proper accounting department in a timely fashion in accordance with corpo-
rate policy. Any balance due the employee should be settled at that time. 
Refer to risks: G-1, G-2 

4.7.4 Supporting Documentation. Original receipts as required by policy should be attached to busi-
ness expense reports for all expenses over $25 or the dollar amount specified by the company’s 
travel policy. 
Refer to risks: G-1, G-2, G-3, G-5 

4.7.5 Approved Expenditures. Employee expenditures should be approved by the employee’s su-
pervisor. In the absence of the supervisor, expenditures should be forwarded to an equal or 
next higher level of supervision for approval. The authorizing signature must be authentic (e.g. 
administrative assistants cannot sign in lieu of supervisors). 
Refer to risks: G-1, G-2, G-3 

 
Risk If Standard Is Not Implemented 

G-1 Controls may be bypassed, allowing the potential for theft or error. 
G-2 Expenditures or services may be ordered and received by an unauthorized individual. 
G-3 Duplicate payments may occur, or payments may be made for the wrong amount. 
G-4 Cash utilization may not be optimized. G-5 Valuable tax deductions may be lost. 

 
4.8 Research and Product Development 
Introduction 
Concurrent and integrated market research and product development should be performed to analyze the 
need and help define customer requirements and expectations. Organization and assignments of the research 
and product development teams should include functional and cross-functional teaming to ensure that the 
company process is consistent. 
 
Standard of Internal Control 

4.8.1 Plan/Manage Development Process. Develop standards, procedures, and resource require-
ments for product design, testing, and production. This plan must be managed, periodically 
evaluated, and reengineered to meet the operating unit’s objectives. 
Refer to risks: H-1, H-2, H-3, H-5, H-8 

4.8.2 Responsibilities. Quality and production process owners should be involved at the beginning 
of the process. 
Refer to risks: H-1, H-5, H-6, H-9 

4.8.3 Risk Assessment. Risk assessment procedures should be developed to ensure product risks are 
analyzed and documented. Regulatory requirements should also be identified and appropri-
ately addressed.  
Refer to risks: H-2, H-3, H-7, H-8 

4.8.4 Market Research. Concurrent and integrated market research and product development should 
be performed to analyze the need and help define customer requirements and expectations. 
Refer to risks: H-3, H-7 

4.8.5 Information Management Systems and Tools. Up-to-date systems that support product de-
velopment should be evaluated and implemented (e.g. CAD tools, simulation tools, etc.). 
Refer to risk: H-6 

4.8.6 Safeguarding Intellectual Property. Confidentiality is critical to the research and product de-
velopment functionalities. Confidentiality agreements should be executed between all perti-
nent parties in the research and product development process. 
Refer to risk: H-4 
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4.8.7 Nonstandard Solutions. Efforts to reduce nonstandard solutions should be made. The use of 
nonstandard solutions should be approved by appropriate management. 
Refer to risks: H-3, H-7, H-8 

4.8.8 Supplier Relationships. Suppliers should be involved as early in the process as possible. Mon-
itor supplier agreements regarding partnering, bonuses, or penalties for quality, costs, and 
timely deliveries. Consider incentives for suppliers proposing optimized solutions. For sup-
plier selection controls and risks, refer to Section 4.1. 
Refer to risks: H-1, H-5, H-9 

4.8.9 Testing. Design tests, quality tests, and customer beta tests should be performed consistently. 
Prototype and testing procedures should be communicated and followed. To the extent possi-
ble, customers should be involved as early in the process as possible. 
Refer to risks: H-1, H-7, H-9 

4.8.10 Monitor and Track Performance. Consistent monitoring of performance in all phases of a 
project should be completed and evaluated. Aspects that should be monitored include, but are 
not limited to: 

a. Strict adherence to design, testing, and project plans, including the participation of all 
team members 

b. Cycle times 
c. Problems reported by customers and compared with industry standards and company 

objectives (customer feedback mechanism) 
d. Development and testing costs 
e. Actions taken as a result of feedback from consumers and production teams 
f. Customer service and support P&L trends 

Refer to risks: H-1, H-2, H-3, H-6, H-7, H-8, H-9 
4.8.11 Supporting Documentation. Documentation of engineering specifications, drawings, vendor 

drawings and other specifications should be maintained in accordance with corporate docu-
ment retention policies. Modifications during the development process should be documented; 
as changes are approved, all engineering drawings should be updated.  
Refer to risks: H-6, H-9 

 
Risk If Standard Is Not Implemented 

H-1 Quality products are not designed, developed, and sold to the customers. 
H-2 Time-to-market is not minimized. Process times are too long. Long development lead times, 

resulting in obsolete products being marketed; competitor beats the company to the market. 
H-3 Product is more expensive than customers are willing to bear.  
H-4  Loss of intellectual property. 
H-5 Product does not meet the design criteria. 
H-6 Personnel do not have adequate information, tools, training and/or skills to perform the neces-

sary functions. 
H-7 Market expectations are not met, leading to customer dissatisfaction.  
H-8  Product is not profitable for the corporation. 
H-9 Product cannot be manufactured as specified by the design team (i.e. may require purchase of 

special, expensive, or custom tools to manufacture product). 
 
4.9 Procurement Cards (P-Cards)  
Introduction 
According to the Professional Association for the Commercial Card and Payment Industry (NAPCP), P-
Cards provide a means for streamlining the procure-to-pay process, allowing organizations to procure goods 
and services in a timely manner, reduce transaction costs, track expenses, take advantage of supplier dis-
counts, reduce or redirect staff in the purchasing and/or AP departments, reduce or eliminate petty cash, 
and more. Originally, P-Cards were targeted for such low-value transactions as supplies and maintenance, 
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repair and operations (MRO), where their use eliminated purchase orders and invoicing. Over the years, 
their use has expanded to higher-value transactions as the industry has grown and greater controls have 
been introduced. 
  
Standard of Internal Control 

4.9.1 SoD and System Access. Access to the card-issuance area and system access for P-Card activ-
ity is limited to employees of the organization. On a quarterly basis, the P-Card system access 
table is reviewed. The access table is reviewed to ensure that recent system access changes that 
result from employee changes in job responsibility are properly reflected. Administrator re-
views for appropriate level of access based on the job function and appropriate segregation of 
duties within the organization. The P-Card Administrator only has access to reports from the 
financial institution. The function of processing and disbursing travel and expense claims must 
be segregated from the following functions: 

 Receiving 
 Purchasing 
 AP invoice processing 
 Vendor file maintenance 
 General ledger reconciliation 
 AP invoice approval 

Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 
4.9.2 Cardholder Statements. The cardholder submits periodic statements with supporting docu-

mentation for each transaction according to P-Card policies and procedures to the P-Card Ad-
ministrator. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.3 Management Responsibilities. Management with Delegation of Authority (DoA) is responsi-
ble for 100% audit of cardholder’s statement and supporting documentation/receipts. Manage-
ment DoA signature approval is required on cardholder’s statement (DoA applies to each trans-
action on the statement, not the statement total). 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.4 Review Spend Activity. Review of spend activity in credit card is conducted through an online 
recording and reporting system is conducted.  
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.5 Statement Review Process. Every statement is reviewed upon receipt: 
 Date stamped with date received in A/P 
 Verified for appropriate management Delegation of Authority (DoA) 

Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 
4.9.6 Statement Tracking. The P-Card Administrator tracks statements on P-Card audit log 

 Use to monitor submission of statements. 
 Follow up on outstanding statements. 
 Document audit activity. 

Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 
4.9.7 P-Card Random Audit Process. A minimum of 10% of statements, with an average of 20% to 

30% of random statements, must be audited sporadically to review the following: 
 Supplier review—appropriateness of purchase 
 Misuse of card—personal purchases 
 Justification for unusual purchases and pre-approvals if applicable 

Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 
4.9.8 P-Card Targeted Audits (in addition to random audits). Specific to cardholder and/or object 

account spend, audits should include the following: 
 Preferred supplier spending data on office supplies 
 Charitable contributions 
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 Review of 100% of statements for retail or restaurant spending to identify misuse or 
unusual purchases 

 Credit card online reporting tool reports to assist with audit and review spend activity 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.9 P-Card Controls Monitoring. Monitor P-Card audit tracking log monitors tracking and audits 
performed by the program administrator.  
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.10 Spending Level Reports. As an example, a company may receive an over-$15K report that 
reflects any individual transaction over $15K, which should be reviewed to ensure that ap-
proval levels are correct. Review P-Card spending via reporting and metrics processes. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.11 Spending Limit Changes. Any temporary or permanent change spreadsheets or support must 
be approved by management who holds DoA with supporting reason for increase in limit. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.12 Transaction Detail Report. Review transaction volumes by site to look for any unusual spend-
ing patterns. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.13 Supplier Controls. Block suppliers from vouchering to a P-Card supplier. P-Card suppliers 
cannot also be paid via a check or an ACH payment. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.14 P-Card Management Review. Verify 100% of A/P P-Card statements have supporting docu-
mentation and DoA approval on support.  
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.15 Bank Payment Verification. The file feed is validated against statement from the issuing bank 
by the P-Card Administrator. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.16 P-Card Accruals. Review and analyze any accrued activity incurred but not included in the 
cycle-cut of the current month file. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.17 Review Cardholder Listing. Conduct a cardholder listing and spending limit review to reassess 
limits and/or business need for card.  
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

4.9.18 P-Card Cardholder Agreement. Ensure that all P-Card cardholders and their managers have 
signed a cardholder agreement that specifies requirements for the use of the card and clearly 
defines the responsibilities of the employee and manager. The cardholder agreement should 
also clearly define and specify the repercussions of both card abuse and misuse. 
Refer to risks: I-1, I-2, I-3, I-4, I-5, I-6 

 
Risk If Standard Is Not Implemented 

I-1 Improper SoD and system access. The lack of good segregation of duties and system access 
controls may result in incorrect payments and accounting data. Incorrect payments may be 
undetected for a lengthy period, and payments that are too high may be unrecoverable. 

I-2 Violation of P-Card policies. Policies may be violated, leading to duplicate, erroneous, or 
fraudulent payments to suppliers. 

I-3 Poor visibility or errors during the review process. The lack of a timely review process may 
cause errors to be undetected and incorrect payments to be made. 

I-4 Unclear and undefined roles and responsibilities. Unclear responsibilities for the cardholder 
and management may result in P-Card abuse and inappropriate payments. 

I-5 Payment activity payment errors. The lack of attention to the P-Card process may result in 
incorrect payments to the issuing financial institution and duplicate payments to suppliers. 
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I-6 Misstatement of financial results. Financial statements, records, and operating reports may be 
misstated. Critical decisions may be based upon erroneous information, resulting in the mis-
statement of financial results. 
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Review Questions 
1.  What is an example of a task that is part of the invoice processing in accounts payable? 
  A. Three-way matching 
  B. Receiving of goods and services  
  C. Reporting metrics and analytics  
  D. Clearing accounts 
 
2. The risk that a company may lose preferential tariff rates may occur if which customs control proce-

dures is not in place? 
  A. Records management  
  B. Certification of customs brokers  
  C. Duty management  
  D. Documented procedures  
 
3. What is a characteristic of internal controls for the receiving department? 
  A. The receiving depart should accept all goods that are delivered  
  B. The buying and receiving functions should be performed by the same individual  
  C. The receiving department is responsible for the recording of company receipts 
 D. Bill of ladings and packing slips must be given to and maintained in the accounts receivable 

department 
 
4. Which travel and entertainment payment processing internal controls may result in the loss of valuable 

tax deductions if the control is not followed? 
  A. Approved expenditures  
  B. Supporting documentation 
  C. Timely completion of expense reports  
  D. Corporate credit card 
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Review Answers 
1. A.  Correct. Three-way matching is an example of a task that is part of the invoicing processing in 

accounts payable. Other tasks include receipt (ERS), eInvoice or manual invoice, and PO flip. 
 B.  Incorrect. Receiving of goods and services is not part of the invoicing processing in accounts pay-

able. It is part of the receiving process.  
 C.  Incorrect. Reporting metrics and analytics is not part of the invoicing processing in accounts paya-

ble. It is part of the travel and entertainment process. 
 D.  Incorrect. Clearing accounts is not part of the invoicing processing in accounts payable. It is part 

of the accounting processes, such as with accruals and the fiscal closes, general ledger, and cash 
management. 

 
2. A.  Incorrect. If records management controls are not implemented for documented procedures, it does 

not pose one of the main risks that the company may lose preferential tariff rates. Risks if this 
control is not implemented include the violation of governmental and customs regulations, civil 
and criminal penalties, loss of import privileges, and significant financial exposure to the company.  

 B.   Incorrect. If certification of customs brokers controls is not implemented for documented proce-
dures, it does not pose one of the main risks that the company may lose preferential tariff rates. 
Risks if this control is not implemented include the violation of governmental and customs regula-
tions, civil and criminal penalties, and loss of import privileges. 

 C.  Incorrect. If duty management controls are not implemented for documented procedures, it does 
not pose one of the main risks that the company may lose preferential tariff rates. Risks if this 
control is not implemented include the violation of governmental and customs regulations, civil 
and criminal penalties, and significant financial exposure to the company.  

 D.  Correct. If customs controls are not implemented for documented procedures, there is a risk that a 
company may lose preferential tariff rates. This control requires that there are written procedures 
in place to ensure compliance with importing laws and regulations and the valuation and classifi-
cation of products. 

 
3. A.  Incorrect. The receiving department accepting all goods that are delivered is not a characteristic of 

internal controls for the receiving department. Accepted goods should be those that have an ap-
proved purchase order, otherwise the goods should be returned to the supplier.  

 B.  Incorrect. The buying and receiving functions being performed by the same individual is not a 
characteristic of internal controls for the receiving department. These functions should be per-
formed by different employees.  

 C.  Correct. The receiving department being responsible for the recording of company receipts is a 
characteristic of internal controls for the receiving department. 

 D.  Incorrect. Bill of ladings and packing slips being given to and maintained in the accounts receivable 
department is not a characteristic of internal controls for the receiving department. These docu-
ments should be maintained in the receiving department and available to the purchasing and ac-
counts payable departments.  

 
4. A.  Incorrect. Approved expenditures controls are not a type of travel and entertainment payment pro-

cessing internal control that may result in the loss of valuable tax deductions if the controls are not 
followed. This control involves the approval of an employee’s supervisor or another equal or higher 
level employee to sign off on the approval of travel and entertainment expenses.  

 B.  Correct. Supporting documentation controls are a travel and entertainment payment processing 
internal control that may result in the loss of valuable tax deductions if the control is not followed. 
These internal controls require that original receipts be attached to any business expense greater 
than $25 or amounts specified in company policy. Lack of proper documentation could result in 
not being able to take tax deductions for expenses.  
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 C.  Incorrect. Timely completion of expense reports controls are not a type of travel and entertainment 
payment processing internal control that may result in the loss of valuable tax deductions if the 
control is not followed. This control entails the completion and approval of expense reports in a 
timely fashion so they can be forwarded to the accounting department.  

 D.  Incorrect. Corporate credit card controls are not a type of travel and entertainment payment pro-
cessing internal control that may result in the loss of valuable tax deductions if the controls are not 
followed. This control requires that employees that obtain and use a company credit card do so in 
accordance with corporate policy. 

 
 
 
 
 
 
 
  



 

 

 
Chapter 5 

Hire to Retire (H2R) Process  
 
Learning Objectives 

 Select the legislation that establishes the national standards to protect electronic personal health 
information 

 Ascertain a characteristic of a payroll preparation internal control 
 
Introduction  
Hire to Retire (H2R) is a human resources process that includes everything that needs to be done over the 
course of an employee’s career with a company. The following are high-level process steps. 
 Human Resources Planning: Human resource management planning such as work design 
 Recruiting: Recruiting processes such as relationship building, employer branding, job posting, job 

fairs and interviewing 
 Employee Management: Everything that is required to manage an employee, such as onboarding, 

performance management, training and development, and benefits and compensation processes 
 Redeploy: The processes related to an employee being redeployed, such as foreign work assign-

ments 
 Payroll: The control and delivery of payroll 
 Retire: The processes related to an employee leaving such as exit interviews and retirement benefits 

 
Process Overview 
The diagram below suggests that the foundational elements for the H2R process are Internal Controls and 
Compliance, ERP Systems, and HR and Payroll Automation Solutions. 
 

 
 
Metrics 

Table of Metrics 
 Number and Value of Payroll Payment Issues and Errors Identified and Mitigated 
 Number of New Hires 
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 Number of Hiring Violations Identified 
 Number of Transfers—The number of employee transfers within the company. 
 Number of Terminations—The number of employee terminations. 
 Attrition Rate—Reflects the number of employees departing from a company. 
 Employee Satisfaction Rating—Determines the level of employee satisfaction. 
 Percentage of Performance Reviews Completed—Reports the percentage of employee performance re-

views completed. 
 Number of Hiring and Discriminatory Issues Reported—Discriminatory issues reported by new employees. 
 Number and Value of Employee Benefit Issues Identified and Mitigated—Benefit problems reported and 

resolved. 
 Number of Controls Self-Assessment Performed—Number of self-assessments performed per period. 
 Number and Value of Compliance Fines Incurred—Number and value of fines reported. 
 Number and Value of Payroll Exceptions Identified—Number and value of payroll exceptions. 
 Number of Special Payments Paid per Period—Number of special payroll payments. 
 Cost to Process Payroll Results—The cost to process payroll. 
 Cycle Time for Each Payroll Process—The cycle time to complete the payroll process. 
 Number and Value of Pre-Close and Post Close Adjustments for the Payroll Process—Number and value of 

closing adjustments. 
 Value of Variances Reported in Payroll Bank Accounts—Value of payroll payment account variances. 
 Aging of Variances Reported in Payroll Bank Accounts—Aging of variances in payroll payment account vari-

ances. 
 Number and Value of Unclaimed Wages (by State)—Used to report unclaimed wages by state. 

 
Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline that should be used in determining the 
degree of internal controls implementation is that the cost of a control should not exceed the benefit derived. 
However, a minimum set of controls should exist in a normal business environment. The internal control 
standards listed here represent the minimum controls to be implemented within the payroll process. The 
term checks in this chapter is generically used to describe all forms (electronic, bank transfer, etc.) of payroll 
payments to employees. 
 Within the hiretoretire process, human resources includes the functions involved in hiring employees 
and determining their proper classification and compensation; defining skills requirements; training, devel-
oping, and maintaining employees; ensuring employee communications; providing employee services; re-
porting hours worked, attendance, and compensatory absence entitlements; and ensuring the confidentiality 
and physical security of personnel information. 
 Human resources are the people who work in an organization. It is also the name of the department that 
exists to serve the needs of those people. William R. Tracey, in The Human Resources Glossary,1 defines 
human resources as “the people that staff and operate an organization . . . as contrasted with the financial 
and material resources of an organization.” 
 Human resources are the people who work for an organization in jobs that produce the products or 
services of the business or organization. 
 In the past, these people, also known as employees, staff members, co workers, colleagues, team mem
bers, or workers in organizations and workplaces, were called personnel. In some organizations, they are 
still called personnel, manpower, operators, or workmen—names that are generally no longer used in more 
evolved and modern workplaces. Human resources evolved from these older terms as the functions of the 
field moved beyond paying employees and managing employee benefits. The evolution of the HR function 
gave credence to the fact that people are an organization’s most important resources. 
 
                                                   
1 William R. Tracey, The Human Resources Glossary: The Complete Desk Reference for HR Executives, Managers, and Practi-
tioners, CRC Press, April 19, 2016. 
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The Health Insurance Portability and Accountability Act (HIPAA) Security Rule 
The HIPAA Security Rule (HSR) establishes national standards to protect individuals’ electronic personal 
health information that is created, received, used, or maintained by a covered entity. The Security Rule 
requires appropriate administrative, physical, and technical safeguards to ensure the confidentiality, integ-
rity, and security of electronic protected health information.2 All employee records need to be protected 
under this requirement. 
 The National Institute of Standards and Technology (NIST) HIPAA Security Toolkit Application is a 
selfassessment survey intended to help organizations better understand the requirements of the HIPAA 
Security Rule (HSR), implement those requirements, and assess those implementations in their operational 
environment. 
 
Sub-Processes  
The specific subprocesses included in the H2R process are: 

5.1 Payroll Preparation and Security 
5.2 Payroll Payment Controls 
5.3 Distribution of Payroll 
5.4 Compensation and Benefits 
5.5 Hiring and Termination 
5.6 Education, Training, and Development 
5.7 Contingent Workforce 

 
5.1 Payroll Preparation and Security 
Introduction 
The payroll process includes the processes involved in preparing payroll checks in a controlled and accurate 
manner which ensures the accurate accounting for payroll costs, deductions, employee benefits, and other 
adjustments; distributing checks to employees; and ensuring the confidentiality and physical security of 
payroll and personnel information. 
 A payroll master file (database) must be maintained which includes all employees of the company. 
Procedures must be established to physically secure and protect master file information and ensure that the 
HIPAA security rule is not violated. Employees must, where required by local laws, submit, on a timely 
basis, approved time reporting and attendance records before payroll processing is performed. Payroll re-
sults must be prepared from the payroll master file and the approved time reporting records. 
 
Standard of Internal Control 

5.1.1 Payroll Master File. The file must contain all information concerning current pay rates, with-
holding deductions, tax codes, etc. 
Refer to risk: A-1 

5.1.2 Security of Payroll Master File. Changes should be restricted to properly documented and au-
thorized additions, deletions, and modifications. 
Refer to risk: A-2 

5.1.3 Security of Payroll Records. Access to payroll records must be restricted to authorized person-
nel to ensure that the HIPAA security rule is not violated. 
Refer to risk: A-2 

5.1.4 Employee Termination or Transfer. The payroll department must be promptly and formally 
notified of the termination or transfer of any employee or of payroll changes so that payroll 
records can be promptly adjusted. The payroll department will establish the necessary proce-
dures to facilitate this notification. 

                                                   
2 U.S. Department of Health & Human Services, HIPAA Health Information Privacy, “The Security Rule,” accessed January 13, 
2019, https://www.hhs.gov/hipaa/forprofessionals/security/index.html. 
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Refer to risks: A-3, A-5, A-6 
5.1.5 Approved Time Reporting Records. The payroll department will establish the necessary pro-

cedures to facilitate this notification. 
Refer to risks: A-4, A-6, A-7 

5.1.6 Reconciliation of Payroll Earnings Records. Paychecks, payroll registers, and employee earn-
ings records should be prepared from the same database of information. Where system con-
straints prohibit the use of the same database, a reconciliation (contents are known and status 
is current) of the payroll earnings records and the payroll (check) register must be completed. 
Refer to risks: A-4, A-5, A-6, A-7 

5.1.7 Controls over Payroll Source Data. Controls must be maintained, with sufficient edits, to en-
sure all payroll source data within the employee master is valid and properly input. Controls 
must also be established to ensure that only current authorized payroll source data is used. 
Refer to risks: A-5, A-6, A-7, A-8 

5.1.8 Time Reporting Records. Department management staff is responsible to ensure time reporting 
records are authorized. A comparison of actual salary, benefits, and other payments to budg-
eted costs needs to occur in order to determine reasonableness. 
Refer to risk: A-9 

5.1.9 Payroll Withholdings. Payroll withholdings must be controlled to ensure the propriety of 
amounts, compliance with applicable governmental requirements, timely remittance to the ap-
propriate entity, and timely reconciliation (contents are known and status is current) to the 
general ledger accounts. 
Refer to risks: A-7, A-10, A-12 

5.1.10 Documentation of Payroll Procedures. Departmental procedures should be clearly docu-
mented for all key payroll functions and cutoff procedures. 
Refer to risks: A-5, A-7, A-11, A-12 

5.1.11 Government/Regulatory Requirements. Annual summaries of employee wages and with-
holdings must be prepared and mailed directly to all employees in accordance with applicable 
governmental requirements. In addition, summaries of employee wages must be reconciled 
(contents are known and status is current) to payments made to the statutory government agen-
cies. 
Refer to risk: A-12 

5.1.12 Special Payments. All other/special payments processed by the payroll department (e.g. relo-
cation, education, bonuses, patent awards, advances, adjustments, etc.) must be properly au-
thorized independent of payroll and human resources, approved, and documented before pay-
ment and must be in accordance with applicable tax requirements. 
Refer to risk: A-6 

5.1.13 Segregation of Duties. Payroll preparation responsibilities must be segregated from payroll 
authorization, the human resource department, check signing, and check distribution respon-
sibilities. 
Refer to risk: A-13 

5.1.14 Payroll Expense Distribution. Payroll expenses must be completely and accurately distributed 
to the appropriate department or cost center.  
Refer to risks: A-5, A-7, A-8 

 
Risk If Standard Is Not Implemented 

A1  Incorrect information in the payroll master file could result in incorrect payments. Withhold-
ings of earned wages may be incorrect and can result in incorrect reporting and violation of 
the HIPAA security rule. 

A2  Inadequate security over the payroll department and its records may result in: 
a. Destruction or loss of payroll records, including the payroll master file; 
b. Unauthorized review and/or disclosure of confidential payroll information; and/or 
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c. The processing of unauthorized changes to the payroll master file. This in turn may 
result in the following: 
 Misappropriation of company assets 
 Misstatement of accruals such as pensions 

A3  Employees may be incorrectly paid or paid for services not received, and collection of over-
payments to terminated employees may require legal action. Employee withholdings may also 
be incorrect. 

A4  Employees may be erroneously paid for hours not worked or may not be paid for hours actually 
worked. Charges to the wrong department may not be detected. 

A5 Management reports and employee earnings records may be inaccurate. 
A6  Unauthorized payments may be made, and funds may be misappropriated. 
A7  Inaccurate information may be input into the general ledger. The financial statements may be 

misstated. 
A8 The processing of payroll may be incomplete and/or inaccurate. There is an increased oppor-

tunity for intentional or unintentional processing errors to go undetected. 
A9  Errors that would not be detected during routine edits (e.g. ineligible or unauthorized employ-

ees) may not be detected and corrected. 
A10  Detailed withholdings and payments may not agree to the recorded withholdings and pay-

ments. 
A11  Consistent procedures may not be followed, resulting in the incorrect, incomplete, or untimely 

processing of payroll information and potential errors in earned wages paid to employees. 
A12  Noncompliance and/or calculation errors may result in fines and penalties being assessed by 

the government. 
A13  Unauthorized transactions may be processed and remain undetected, resulting in the misap-

propriation or temporary diversion of assets. 
 
5.2 Payroll Payment Controls 
Introduction 
There are several important components of the payroll process. The processing of an employee’s earned 
pay from gross to net amount must be done in a strict yet varying regulatory environment. The environment 
varies because the process is controlled by several entities on both the federal and state levels. A controller 
and business process owner must be aware of the regulations which must be followed to ensure compliance 
that will prevent audit exceptions potentially resulting in penalties, fines, and interest. 
 Some of the process such as determining gross pay is regulated by either the Federal Department of 
Labor (DoL) or the state’s equivalent, depending on which one favors the employee, while others such as 
when an employee must be paid are governed strictly on the state level. Still other processes such as deter-
mining taxable gross wages are controlled by the Internal Revenue Service (IRS). The employer is respon-
sible for determining the correct regulation to follow for each process and the controller is responsible for 
ensuring the appropriate payroll controls are in place. 
 Payroll includes the processes involved in preparing payroll payments in a controlled and accurate 
manner, which ensures accurate accounting for payroll costs, deductions, employee benefits, and other ad-
justments; distributing checks, initiating direct deposits, or issuing prepaid cards to employees; and ensur-
ing the confidentiality and physical security of payroll and personnel information. 
 
Standard of Internal Control 

5.2.1 Payment Bank Accounts. For payroll payments, management should consider using an im-
press or zero balance bank account where available. 
Refer to risk: B-1 

5.2.2 Account Reconciliations. All payroll bank accounts and general ledger payment accounts must 
be reconciled (contents are known and status is current) on a monthly basis. 
Refer to risk: B-1 
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5.2.3 Payroll Payments. All payroll payments must be traceable and uniquely identifiable. 
Refer to risks: B-2, B-3, B-7 

5.2.4 Security of Blank Payroll Checks. Blank check stock used, identifying the company or its fi-
nancial institutions, must be safeguarded. All payroll checks must be periodically accounted 
for as being issued, voided, or unused. 
Refer to risk: B-3 

5.2.5 Voided Check Procedures. Spoiled, voided, and/or canceled checks must be accounted for and 
destroyed or clearly stamped void. 
Refer to risk: B-3 

5.2.6 Security of Payroll Checks. Company approved (signed) payroll checks and direct deposit ad-
vices must be secured until distributed to employees. 
Refer to risks: B-4, B-5 

5.2.7 Segregation of Duties. Payroll check signatories must be individuals having no payroll au-
thorization or preparation responsibilities, access to the unused checks, or check distribution 
responsibilities. 
Refer to risks: B-3, B-4 

5.2.8 Approval of Payroll Records. Completed payroll registers, journal reports, and requests for 
payroll account reimbursement (or similar documents to support the amounts being paid) must 
be reviewed and approved by appropriate management in a timely manner. 
Refer to risk: B-6 

5.2.9 Issuance of Payroll Checks. Formal authorization procedures must be established and adhered 
to in the signing of payroll checks. 
Refer to risk: B-3 

5.2.10 Custody and Security of Check-Signing Equipment. Where checksigning equipment and fac-
simile signature plates or digitized signature images are utilized, the equipment and plates must 
be secured, and custody of the checksigning equipment and the signature plates or digitized 
signature image files must be segregated. In addition, a reconciliation (contents are known and 
status is current) should be made of checks written and checks authorized to the checksigning 
machine totals.  
Refer to risks: B-2, B-3 

 
Risk If Standard Is Not Implemented 

B1  Errors and omissions in the safeguarding, authorization, and processing of checks may not be 
detected and corrected. The financial statements may be misstated. 

B2  Checks may be issued which have not been recorded, resulting in incorrect financial state-
ments. 

B3  Unauthorized use or issuance of payroll checks may occur, and any misappropriation of cash 
may go undetected. 

B4  Checks may be diverted and cashed by unauthorized persons. 
B5  Confidential payroll information may be reviewed and/or disclosed by unauthorized persons 

to the detriment of the company or its employees. 
B6  Significant payroll errors or unauthorized transactions may not be detected prior to payroll 

distribution. 
B7  Duplicate check numbers may be assigned or check numbers may be omitted. 

 
5.3 Distribution of Payroll 
Introduction 
This section provides the standards required for the distribution of payroll, unclaimed wages, and nonwage 
payments. 
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Standard of Internal Control 
5.3.1 Segregation of Duties. Persons responsible for the distribution of payroll checks must not ap-

prove labor hours, timecards, or special payments.  
Refer to risk: C-1 

5.3.2 Payroll Check Distribution. Within each facility, signed receipts must be obtained from indi-
viduals who receive payroll checks/advices for distribution. 
Refer to risk: C-2 

5.3.3 Unclaimed Wages. Unclaimed wages not disbursed in a reason able timeframe, and after a 
reasonable attempt to redirect funds to employees, are to be returned to the company. Un-
claimed wages must be remitted to the appropriate government authorities when required by 
law. Payments of unclaimed wages should be made only upon proper employee identification. 
Refer to risk: C-4 

5.3.4 Non-Wage Payments. Payments processed by the payroll department that are not related to 
wages earned (e.g. special recognition) must be included in the regular paycheck or direct 
deposit and distributed following normal distribution channels. 
Refer to risk: C-3 

 
Risk If Standard Is Not Implemented 

C1  Funds may be misappropriated as improper changes/additions could be made to the master file 
or incorrect hours may be submitted for payment. 

C2  An audit trail is not created to assess responsibility for lost or diverted checks. 
C3  Distribution may be made to unauthorized employees and remain undetected. 
C4  Misappropriation of the unclaimed checks, loss of checks, irreconcilable bank statements, 

and/or noncompliance with government regulations could result. 
 
5.4 Compensation and Benefits 
Introduction 
Human resources (HR) management must establish and maintain policies and guidelines for the hiring, 
promotion, compensation, transfer, relocation, and termination of employees. Designated HR management 
must be responsible for the administration of the employee benefit plans. The plans must be administered 
in accordance with corporate policy and defined plan procedures. 
 
Standard of Internal Control 

5.4.1 Human Resource Policies. The policies and guidelines should be clearly defined by HR man-
agement in the form of specific criteria and procedures. 
Refer to risks: D-2, D-3, D-4, D-10, D-11, D-12 

5.4.2 Employee Benefits. Policies for major employee benefits, such as profit sharing, pension, va-
cations, and insurance, must be reviewed and approved by management. Rules, criteria, pro-
cedures, etc. for all benefits must be documented and approved by HR management and se-
cured under the HIPAA security rule. 
Refer to risks: D-2, D-3, D-4, D-10, D-11, D-12 

5.4.3 Compensation. Compensation (base pay, variable pay, sales commissions, recognition 
awards, etc.) to employees should be made at appropriate authorized rates and in the proper 
job classifications for the services rendered. Department management must properly authorize 
changes to compensation. 
Refer to risks: D-2, D-4, D-10, D-11, D-12 

5.4.4 Records Management. All compensation and benefit records must be properly and accurately 
maintained by HR and company management in accordance with corporate employee plans. 
HR documentation should, at a minimum, include properly executed employment data, au-
thorized classification, and pay rates. 
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Refer to risk: D-4 
5.4.5 Authorized Transactions. Formal procedures, along with correctly authorized documentation, 

must be maintained to ensure that only authorized additions, deletions, or changes to employee 
information are allowed. Procedures must be in place to ensure key payroll elements agree 
with HR documentation. The payroll department must be promptly notified of additions, dele-
tions, or changes to employee information. 
Refer to risks: D-2, D-4, D-5, D-6, D-7 

5.4.6 Administration of Employee Benefit Plans. Benefit payments to employees must be made in 
accordance with the terms and conditions of the plans and must be adequately documented and 
properly approved. 
Refer to risks: D-2, D-3, D-4, D-6 

5.4.7 Segregation of Duties. HR responsibilities, including payroll authorization (such as adding 
and terminating an employee, changing pay rates, and changing the master payroll data), must 
be segregated from payroll processing, distribution, and recording responsibilities. 
Refer to risk: D-8 

5.4.8 Confidentiality. Confidentiality of payroll and human resource information should be main-
tained and restricted to authorized personnel to ensure that HIPAA security rules are adhered 
to. 
Refer to risk: D-9 

 
Risk If Standard Is Not Implemented 

D1  Individuals may be employed who do not meet company’s hiring criteria, resulting in an inad-
equate workforce in terms of numbers and/or quality. 

D2  Incorrect payment amounts may subsequently be disbursed to employees. 
D3  Accruals for benefits, such as profit sharing, pension, vacation, and insurance, may be incor-

rectly calculated, resulting in misstated liabilities. 
D4  Laws and governmental regulations may be violated, resulting in fines, penalties, lawsuits, or 

contingent liabilities. 
D5  Payroll payments and payroll tax accounts may be misstated. 
D6 Unauthorized transactions may be processed, resulting in improper payments and/or payments 

to fictitious employees. 
D7  Improper payments may not be detected and corrected. 
D8  Unauthorized transactions may be processed and remain undetected, resulting in the misap-

propriation or temporary diversion of funds. 
D9  Human resource records are not subject to proper security procedures and confidential infor-

mation may be accessed and/or disclosed to the detriment of the company and its employees 
and be in violation of the HIPAA security rule. 

D10  Compensation and benefits are less than that offered by comparable companies. 
D11 Employees may not feel their efforts are noticed or appreciated.  
D12  Employee turnover rate is higher than optimal. 

 
5.5 Hiring and Termination 
Introduction 
Before employees are hired, HR and staffing groups along with the potential employee’s departmental su-
pervisor must ensure that the specific criteria are established. 
 
Standard of Internal Control 

5.5.1 Employee Hiring Procedures. Before employees are hired, HR/staffing groups along with the 
potential employee’s departmental supervisor must ensure that the following criteria are met: 

a. Appropriate candidate identification, screening, and hiring practices are documented 
and maintained. 
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b. The skill requirements for the position identified are defined and documented. 
c. Reasonable attempts are made to investigate and review internal candidates; however, 

both internal and external recruiting will begin at the same time. 
d. Adequate job descriptions with skill requirements and hiring criteria are identified and 

can be used to measure and compare candidates’ qualifications. 
e. Staffing plan requirements are developed and reviewed as part of the ongoing business 

planning process. This will be done on a yearly basis or as business dictates. 
f. New employees receive an employee orientation and are exposed to an onboarding 

process. 
Refer to risks: E-1, E-2, E-3 

5.5.2 Employee Termination/Resignation Procedures. Upon notification of an employee’s termi-
nation or resignation, the employee’s supervisor notifies Human Resources and together they 
must ensure: 

a. All outstanding cash advances and expense statements have been completed and 
cleared. 

b. All company credit cards (e.g. American Express, telephone cards, procurement cards, 
air travel cards) have been returned and cut up. 

c. Notification is made to the Information Services group to have all computer and tele-
phone accounts canceled. 

d. All company property (such as computers, etc.), proprietary information, employee 
badges, and security passes or keys have been returned. 

e. Third-party vendors are notified to eliminate any authority to conduct company busi-
ness (e.g. authority to sign checks, contracts) by terminating employee. 

f. An exit interview is conducted by the HR department to ensure all final business is 
taken care of and there is an understanding of the reason for departure if the termina-
tion is voluntary. 

Refer to risks: E-4, E-5, E-6 
5.5.3 Labor Arrangements. It is important to continually be aware of the morale of employees and 

their work arrangements to identify any hostile work situations. Reasonable steps should be 
taken to avoid work disputes and potential issues involving applicable union or labor councils. 
Refer to risk: E-7 

 
Risk If Standard Is Not Implemented 

E1  Individuals may be employed who do not meet the company’s hiring criteria, resulting in an 
inadequate workforce in terms of numbers and/or quality. 

E2 The company cannot accurately account for the applicants or reflect applicants against specific 
staffing requirements. 

E3  The company may be unaware of its future staffing needs and is unable to meet business ob-
jectives. 

E4  Outstanding advances or employee receivables may be uncollectible. 
E5  Unauthorized charges may be incurred subsequent to termination of employment for which 

the company may become liable. 
E6 Unnecessary computer or telephone charges may be incurred and access to company infor-

mation by exemployees may not be adequately restricted. 
E7  The company may not have the resources available to complete critical projects and meet dead-

lines. 
 
5.6 Education, Training, and Development 
Introduction 
HR management must establish and maintain policies and guidelines for developing employees to ensure 
job satisfaction, risk is mitigated, and value is provided to the company. 
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Standard of Internal Control 
5.6.1 Policies and Procedures. It is the responsibility of Human Resources, the employee, and their 

management to adhere to the guidelines. 
Refer to risk: F-1 

5.6.2 Monitoring. Performance of development requirements and programs should be monitored 
and evaluated on a periodic basis. Findings that may indicate knowledge, skill, or capability 
deficiencies should be evaluated and addressed by HR management and the employee’s or-
ganizational management. 
Refer to risk: F-1 

5.6.3 Communication. Development opportunities that are provided internally should be communi-
cated to employees. Training/HR development professionals should gather input and ideas 
from management, supervisors, and employees to identify development needs. 
Refer to risk: F-1 

5.6.4 Evaluations. Annually, the completion of development plans with ongoing performance feed-
back needs to be created and communicated with the employee. 
Refer to risk: F-1 

 
Risk If Standard Is Not Implemented 

F1  Employees may not have adequate capabilities to perform their responsibilities. 
 
5.7 Contingent Workforce 
Introduction 
HR must establish and maintain policies and guidelines for the hiring and tenure of temporary and contract 
workers, such as agency temporaries and contractors, consultants, individual contractors, and third-party 
service providers. 
  
Standard of Internal Control 

5.7.1 Contingent Workforce Policies. The policies and guidelines should be clearly defined by con-
tingent workforce management in the form of specific criteria and procedures. 
Refer to risk: G-1 

5.7.2 Contingent Workforce Policies and Guidelines Compliance. Compliance with contingent 
workforce policies and guidelines is the responsibility of each business entity. 
Refer to risks: G-1, G-2 

5.7.3 Contingent Workforce Program Management. The contingent workforce organization must 
ensure that programs are established to meet the business requirements for contingent labor. 
Such programs should ensure that: 

a. The appropriate candidate identification and screening practices are maintained. 
b. Temporary labor is obtained only through the approved contingent workforce pro-

gram. 
c. Standardized job profiles are established defining the roles and responsibilities of the 

position to identify appropriate billing rates and to determine if the work is exempt or 
nonexempt regarding payment of overtime. 

Refer to risks: G-1, G-2, G-3 
5.7.4 Performance Management of Vendors. The contingent workforce organization is responsible 

for insuring all performance measurements are established and monitored for all vendors used 
to acquire contingent workers. The measurements should include specific criteria, metrics, and 
service level agreement (SLA) criteria. The vendors should be monitored on a monthly basis 
to ensure compliance with contracts and performance agreements. 
Refer to risks: G-1, G-2, G-3 
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5.7.5 Authorized Transactions. Hiring managers or business entities must maintain formal proce-
dures, along with correctly authorized documentation, to ensure that only authorized payments 
are made for contingent workers. 
Refer to risk: G-3 

 
Risk If Standard Is Not Implemented 

G1 Laws and governmental regulations may be violated, resulting in fines, penalties, lawsuits, or 
contingent liabilities. 

G2 Individuals may be obtained who do not meet the company’s prescreening criteria, resulting 
in an inadequate workforce in terms of quality and risk to the company. Improper payments 
may not be detected and corrected. 

G3 Unauthorized transactions may be processed, resulting in improper payments and/or payments 
to fictitious workers. 
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Review Questions 
1. What is one of the main risks if there is a lack of controls with the record management of employee 

compensation and benefits? 
  A. Improper payments may be made to fictitious employees  
  B. Misstatement of payroll payments and payroll tax accounts  
 C. Potential fines, penalties, lawsuits or contingent liabilities if there are violations of laws and 

regulations 
  D. Miscalculations of accruals for benefits and insurance leading to misstated liabilities  
 
 
 
 
 
 
 



Chapter 5 – Hire to Retire (H2R) Process 

97 

Review Answers 
1. A.  Incorrect. Improper payments being made to fictitious employees is not one of the main risks if 

there is a lack of controls with the record management of employee compensation and benefits. 
Controls to deter this risk include administration of employee benefit plans controls and authorized 
transactions controls.  

 B.  Incorrect. The misstatement of payroll payments and payroll tax accounts is not one of the main 
risks if there is a lack of controls with the record management of employee compensation and 
benefits. Controls to mitigate this risk include authorized transactions controls.  

 C.  Correct. Potential fines, penalties, lawsuits or contingent liabilities if there are violations of laws 
and regulations is one of the main risks if there are lack of controls with the record management of 
employee compensation and benefits. Records management controls require that all compensation 
and benefit records be properly and accurately maintained by human resources and company man-
agement. Additionally, it requires human resource documentation that provides employment data, 
authorized classifications, and pay rates.  

 D.  Incorrect. The miscalculation of accruals for benefits and insurance leading to misstated liabilities 
is not one of the main risks if there is a lack of controls with the record management of employee 
compensation and benefits. Controls to prevent this risk include human resource policy controls, 
employee benefits controls, and administration of employee benefit plans controls. 
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Chapter 6 

The Supply Chain Process 
 
Learning Objectives 

 Choose the formula for the calculation of inventory days of supply 
 Discern an internal control for supply chain security 

 
Introduction   
The supply chain process includes the processes for planning, manufacturing, and warehousing product in 
anticipation of shipping it to a customer. This section covers functions traditionally performed by business 
units, manufacturing plants and distribution units (e.g. finished goods warehouses and international mar-
keting houses). The process begins with the establishment of a sales and operations plan, includes the proper 
recording and understanding of manufacturing costs, and concludes with the management of finished goods 
inventory. Refer to the process flow included below. 
 The supply chain process can be complicated due to a combination of factors such as: 

 Fluctuating demand requirements 
 Vendor lead time and capacity constraints 
 The need for flexibility while minimizing unit manufacturing costs and inventories 

 
Process Overview 
The diagram below suggests that the foundational elements for the supply chain process are Internal Con-
trols and Compliance, ERP Systems, and Supply Chain and Inventory Control Automation Solutions. 
 

 
 
Metrics  

Table of Metrics 
 Perfect Order Measurement—The percentage of orders that are error-free. Perfect Orders = ((Total Orders 

– Error Orders)/Total Orders) * 100. 
 Cash-to-Cash Cycle Time—The number of days between paying for materials and getting paid for product. 

Cash-to-Cash Cycle Time = Materials Payment Date – Customer Order Payment Date. 
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 Customer Order Cycle Time—Measures how long it takes to deliver a customer order after the purchase 
order (PO) is received. Customer Order Cycle Time = Actual Delivery Date – Purchase Order Creation Date. 

 Fill Rate—The percentage of a customer’s order that is filled on the first shipment. This can be represented 
as the percentage of items, SKUs, or order value that is included with the first shipment. 

 Supply Chain Cycle Time—Supply chain cycle time indicates the overall efficiency of the supply chain. Short 
cycles make for a more efficient and agile supply chain. Analysis of this critical metric can help recognize pain 
points or competitive advantages. 

 Inventory Days of Supply—The number of days it would take to run out of supply if it was not replenished. 
Inventory Days of Supply = Inventory on Hand/Average Daily Usage. 

 Freight Bill Accuracy—The percentage of freight bills that are error-free: (Error-Free Freight Bills/Total Freight 
Bills) * 100. 

 Freight Cost per Unit—Usually measured as the cost of freight per item or SKU. Freight Cost per Unit = Total 
Freight Cost/Number of Items 

 Inventory Turnover—The number of times that a company’s inventory cycles per year. Inventory Turnover = 
Cost of Goods Sold/Average Inventory. 

 Average Payment Period for Production Materials—The average time from receipt of materials and payment 
for those materials. Average Payment Period for Production Materials = (Materials Payables/Total Cost of 
Materials) * Days in Period 

 On-Time Shipping Rate—The percentage of items, SKUs, or order value that arrives on or before the re-
quested ship date. The on-time shipping metrics is used in determining customer satisfaction. A high rate 
indicates an efficient supply chain. On-Time Shipping Rate = (Number of On-Time Items/Total Items) * 100 

 Inventory Turnover Ratio (ITR)—ITR helps us to measure the number of times we sell or turn our average 
inventory kept in the warehouse. It measures the number of opportunities to earn profit that we experience 
each year from our working capital invested in the inventory. It is calculated by dividing Cost of Goods Sold 
(COGS) by the average inventory investment. 

 Turn-Earn Index (TEI)—TEI helps us to combine the gross margin and turnover. 
 Gross Margin Return on Investment (GMROI)—GMROI represents the amount of gross profit earned for 

every AED (or $, £, €, f) of the average investment made in inventory. It is calculated by dividing gross profit 
by the average inventory investment. 

 Days of Supply (DoS)—DoS is the most common KPI used by managers in measuring supply chain efficiency. 
It is calculated by dividing the average inventory on hand (as value) by the average monthly demand (as value) 
and then multiplying it by 30, when measuring on a monthly basis. 

 Inventory Velocity (IV)—IV is the percentage of inventory we are projecting to be consumed within the next 
period. It helps managers to understand how well the inventory on hand matches demand. It is calculated by 
dividing the opening stock by the sales forecast of the following period. 

 
Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline used in determining the degree of internal 
controls implementation is that the cost of a control should not exceed the benefit derived. However, there 
is a minimum set of controls that should exist in a normal business environment. The internal control stand-
ards listed here represent the minimum controls to be implemented within the supply chain process. 
 
Sub-Processes 
The specific functions or activities covered by the process include: 

6.1 Planning and Control 
6.2 Inventory Control 
6.3 Inventory Verification 
6.4 Inventory Valuation 
6.5 Product Cost Management 
6.6 Original Equipment Manufacturers (OEMs)/Alliance Partners 
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6.7 Supply Chain Security 
6.8 Transportation and Logistics 

 
6.1 Planning and Control 
Introduction 
Effective planning and control enables all operating units within the supply chain to manage operational 
complexities and achieve the objective of delivering the right product at the right time and the right cost. 
 
Standard of Internal Control 

6.1.1 Documented Policies and Procedures. Documented policies and procedures defining the roles 
and responsibilities of all functions must exist and be reviewed at least annually. A formal 
process must be used to identify problems and improvement opportunities and to implement 
solutions and improvements. 
Refer to risk: A-1 

6.1.2 Sales and Operations Planning. Sales (or demand) forecasts must be prepared and approved 
through a formal sales and operations planning process. These forecasts must be at a meaning-
ful level to allow for production and inventory planning, development of production schedules, 
detailed material and labor requirements, and financial planning in accordance with company 
requirements. Changes in the formal plan must be approved through the sales and operations 
planning process by the appropriate level of management. 
Refer to risks: A-2, A-4 

6.1.3 Scheduled Orders and Production Runs. Products must be manufactured or ordered according 
to a schedule (e.g., a master schedule) or a material requirements plan developed from the 
approved sales (or demand) and operations plan. The schedule or material requirements plan 
must be achievable based on available labor, materials, and capacity.  
Refer to risk: A-2 

6.1.4 Material Master Data. Formal master data change control procedures must exist and be fol-
lowed. All product and item or material master data must be reviewed at least annually and 
updated. Bills of material and routings must be established and updated to reflect current prod-
uct specifications and manufacturing processes. 
Refer to risks: A-2, A-3 

6.1.5 Scrap/Waste. Operating and financial management must establish procedures and approval 
limits for the disposal of scrap/waste. Scrap/waste must be accumulated, safeguarded, moni-
tored, and reported on a timely basis to the financial organization and operating management. 
Scrap/waste must be reprocessed or disposed of by persons independent of custodial responsi-
bilities on a timely basis. Disposal of scrap/waste to non-company entities should be done 
through competitive bidding.  
Refer to risks: A-3, A-4, A-5 

6.1.6 Allocation Model. Profitability analysis, channel demand forecasting, and the global manage-
ment of inventory must be integrated into the product allocation decisions of managers. 
Refer to risks: A-1, A-4 

 
Risk If Standard Is Not Implemented 

A-1 Company resources may not be used efficiently or effectively, resulting in excessive cost 
and/or inability of the manufacturing unit to achieve its business objectives. 

A-2 The ability to deliver against the agreed-upon production plan may be adversely impacted or 
achieved at excessive cost. Unauthorized products or quantities in excess of acceptable levels 
may be produced. Inadequate supply of components or parts inventories could result in inter-
ruption of production. The plant capacity may be underutilized or inadequate to meet specified 
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customer requirements or service levels. Labor may be used in an inefficient manner impacting 
cost of goods sold. 

A-3 Errors and omissions in transaction processing or poor physical safeguarding practices may 
result in inventory which is lost, stolen, destroyed, or temporarily diverted. Incorrect produc-
tion may be reported which hides waste, shortages, or thefts. 

A-4 Critical decisions may be based upon financial statements, records, or manufacturing reports 
which are inaccurate. 

A-5 Scrap sales may be recorded incorrectly or not at all, sold at an inappropriate price, or sold to 
an unacceptable credit risk. 

 
6.2 Inventory Control 
Introduction 
Effective inventory controls within the supply chain are necessary to ensure (i) inventory levels are appro-
priate, (ii) inventory is safeguarded from theft and damage, and (iii) inventory is properly valued. The in-
ventory control function must establish a formal plan to control all aspects of the inventory. 
 The receipt and transfer of inventory into, within, and out of a company facility must be made only 
upon the receipt of and in compliance with a properly authorized transaction (paper or electronic), which is 
used to update the inventory records in a timely manner. 
 
Standard of Internal Control 

6.2.1 Segregation of Duties. The inventory control process must have the following segregation of 
duties: 

a. Segregation of manufacturing and custodial responsibilities from accounting activities 
b. Segregation of the supervision and verification of the physical existence of inventory 

from the performance of the actual count 
Refer to risk: B-1 

6.2.2 Receipts and Issuing Inventory. Monthly cutoff procedures must be established, documented, 
and coordinated with the financial organization to ensure all receipts and payments of inven-
tory are properly recorded. Follow-up investigation and corrective action must be taken in a 
timely manner on any differences between reported deliveries and receipts. 
Refer to risks: B-1, B-2 

6.2.3 In-Transit Inventory. Inventory in-transit between organizations must be reconciled (contents 
are known and status is current) and aged according to local written policies and procedures. 
Reconciling items and items in dispute must be resolved according to the guidelines set by 
local written policies and procedures after expected delivery. It is assumed the unit sending the 
inventory will have the correct balance unless the receiving unit can demonstrate it was a ship-
ping error. 
Refer to risks: B-1, B-2 

6.2.4 Product Returns. Returned product should be received against a notice of the return from a 
customer or distribution and must be entered into inventory records. Cost of goods manufac-
tured (e.g., product bill) or inter-divisional billings must reflect adjustments for returned in-
ventory. Returned product must be kept segregated from regular inventory unless returned to 
stock immediately. Disposition or restocking of all other returns (return to stock, remanufac-
ture, or scrap) should be made within a reasonable amount of time. 
Refer to risks: B-1, B-2, B-3 

6.2.5 Existence and Maintenance of Inventory Records. Inventory records must be maintained to 
safeguard inventory and provide current information on inventory quantities available. On a 
periodic basis (at least annually), the quantities in the inventory records must be reconciled 
(contents are known and status is current) with the physical quantities through either cycle 
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counting or physical inventories. Required adjustments must be made to the physical and fi-
nancial inventory records on a timely basis to reflect actual quantities. Follow-up investigation 
and corrective action must be taken in a timely fashion on any differences.  
Refer to risks: B-1, B-2 

6.2.6 Inventory Access Safeguards. Inventory must be safeguarded from unauthorized access by the 
establishment of physical, system access or other compensating controls. 
Refer to risks: B-1, B-2, B-4 

6.2.7 Protection of Inventory from Deterioration and Damage. Inventory must be protected against 
physical deterioration and damage.  
Refer to risks: B-1, B-4, B-5 

6.2.8 Off-site Inventory. Company inventory stored or processed at offsite locations (e.g., non-com-
pany distribution, supplier, or vendor facilities or in the possession of sales, engineering, or 
other personnel, etc.) is subject to the same standards of internal control as any other inventory. 
Inventory quantities at offsite locations must be reconciled (contents are known and status is 
current) quarterly to statements provided by the custodian. All unexplained negative inventory 
variances must be reported to company immediately. Follow-up investigation and corrective 
action must be taken in a timely fashion on any differences. 
Refer to risks: B-1, B-2 

6.2.9 Supplier-Owned Consignment Inventory Located at the Company. Supplier-owned inven-
tory on consignment at company facilities is subject to the same standards of internal control 
as any other inventory. Inventory on consignment must be identified and reconciled (contents 
are known and status is current) with supplier records on a quarterly basis with follow-up in-
vestigation and corrective action taken in a timely fashion on any differences. Supplier-owned 
consignment inventory must be excluded from company’s financial records and should not be 
reported to the corporate risk management/insurance department for inclusion in insurable as-
set calculations, as it is the owner’s responsibility to insure the inventory. 
Refer to risks: B-1, B-2, B-4 

6.2.10 Excess, Obsolete, and Defective Inventory. On a periodic basis, management must review 
inventory. Inventory specifically identified as excess, obsolete, or defective must be disposed 
of by sale, scrap, returns to the vendor, or other suitable means in a prompt and timely manner. 
Inventory identified as potentially excess and obsolete must be reserved for in compliance with 
the company’s inventory policy.  
Refer to risks: B-2, B-3 

6.2.11 Information for the Elimination of Intercompany Profit in Inventory. Inventory received 
from other company locations must be recorded by source and monitored to provide necessary 
support for the periodic elimination of intercompany profit. 
Refer to risk: B-2 

 
Risk If Standard Is Not Implemented 

B-1 Errors and omissions in authorization and transaction processing or poor physical safeguarding 
practices may result in inventory which is lost, stolen, destroyed, or temporarily diverted. Theft 
of inventory may go undetected. 

B-2 Critical decisions may be based upon financial statements, records, or manufacturing reports 
which are inaccurate. Inaccurate information may result in excessive inventory levels if un-
necessary inventory is ordered or produced. Conversely, unexpected shortages could interrupt 
production and result in an inability to deliver products to customers. 

B-3 Scrap or returns may be stolen. Scrap may be sold at an inappropriate price or to an unaccepta-
ble credit risk. 

B-4 The company may be unnecessarily exposed to financial loss from damage to inventory and 
inability to meet future customer demand. 
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B-5 The quality of items transferred or shipped may be unacceptable, resulting in excessive returns 
or rework and customer dissatisfaction. 

 
6.3 Inventory Verification 
Introduction 
Verification of inventories, whether accomplished through complete physical inventory verification proce-
dures, process counting, or statistical sampling, is necessary to ensure accurate reporting of inventories for 
financial as well as operational purposes. Units are allowed to use cycle counting in place of annual physical 
inventories if they have documented and implemented process counting policies and procedures which meet 
the minimum corporate requirements. The following procedures must be adopted in performing, valuing, 
and reconciling the inventory counts with inventory records. 
 
Standard of Internal Control 

6.3.1 Physical Inventory Procedures. Where perpetual inventory records are not verified through 
cycle counting or statistical sampling procedures, the existence of inventory must be verified 
through an annual physical inventory conducted with appropriate procedures as stated in the 
authorized corporate policy to ensure the accuracy of the count.  
Refer to risks: C-1, C-2, C-3, C-5 

6.3.2 Process Counting Procedures. Where cycle counting is required, procedures must meet the 
minimum requirements specified in corporate policy. 
Refer to risks: C-2, C-3, C-5 

6.3.3 Statistical Sampling Procedures. Statistical sampling procedures must be approved by the 
company controller prior to implementation.  
Refer to risks: C-2, C-3, C-5 

6.3.4 General Ledger Reconciliation. Results from physical inventory verification procedures must 
be reconciled (contents are known and status is current) with the financial inventory records. 
The appropriate adjustments must be documented, approved, and made according to policies 
and procedures. In turn, these records must be reconciled to the general ledger. 
Refer to risks: C-3, C-4, C-5 

6.3.5 Investigation, Reporting of Variances. Significant inventory discrepancies must be investi-
gated and reported to operating and financial management and corporate EHS&S. Corrective 
actions should be taken to eliminate the root causes of inventory discrepancies. 
Refer to risks: C-4, C-5 

 
Risk If Standard Is Not Implemented 

C-1 Inventory may be improperly valued due to inadequate cutoffs or inaccurate compilations. 
C-2 Inventory may be inaccurately counted. Counts may be improperly recorded or omitted. Po-

tential for errors and irregularities is substantially increased. 
C-3 Incorrect toolkit-to-physical adjustments could result in inaccurate inventory valuations and 

misstatements in operating income. 
C-4 If review procedures are inadequate, appropriate corrective actions for inventory management 

and recording may not be initiated in a timely manner. 
C-5 Customer service may be negatively impacted if physical inventories do not match accounting 

and product handling records. 
 
6.4 Inventory Valuation 
Introduction 
Inventory must be valued using the company’s valuation process consistently, for example, lower of cost 
(i.e. full acquisition cost plus any import, transportation, etc., or manufactured cost) or market (i.e. net 



Chapter 6 – The Supply Chain Process 
 

105 

realizable value). Inventory reserves (e.g. shrinkage, excess, obsolete, write-down to net realizable value, 
etc.) must be established by operating and financial management in accordance with corporate policy. 
  
Standard of Internal Control 

6.4.1 Receiving—Recognition of Inventory and Corresponding Liability. Inventory and the corre-
sponding liability must be recorded in the accounting records upon legal transfer of title. An 
estimate of known inventory in-transit for which title has legally transferred to company must 
be completed and required adjustments to inventory balances made monthly. 
Refer to risk: D-1 

6.4.2 Inventory Valuation. As an example, inventory must be valued at the lower of cost (i.e., full 
acquisition cost plus any import, transportation, etc., or manufactured cost) or market (i.e. net 
realizable value). 
Refer to risk: D-1 

6.4.3 Inventory Reserves. The reserves must be reviewed for adequacy and reasonableness accord-
ing to corporate policy and adjusted accordingly.  
Refer to risk: D-1 

 
Risk If Standard Is Not Implemented 

D-1 Individual product costs, total cost of goods manufactured (e.g., product bill), and inventories 
may be misstated in financial statements, records, and manufacturing reports. Critical deci-
sions on product pricing, product line investment or discontinuance, and factory sourcing and 
loading may be based upon inaccurate information. 

 
6.5 Product Cost Management 
Introduction 
The cost accounting function provides the basis for determining product costs, cost of goods sold, and 
inventory values in financial statements and other management reports. When functioning properly, it aids 
management in making decisions and developing plans and strategies for manufacturing and service deliv-
ery. 
 All ledger accounts, which are used in the manufacturing unit’s cost accounting function, must be iden-
tified, and the basis for making entries into and between ledger accounts, including system feeds and manual 
transactions, should be clearly described. 
  
Standard of Internal Control 

6.5.1 Documented Cost Accounting Procedures. Documented cost accounting procedures must ex-
ist and describe, at a minimum, the methodologies used to determine product costs, total cost 
of goods manufactured (e.g., product bill), and inventory values. 
Refer to risks: E-1, E-2 

6.5.2 Cost Accounting System. A cost accounting system must be maintained which accurately ac-
cumulates and identifies manufacturing costs in an appropriate manner (e.g. by cost center or 
product) and provides adequate information to analyze standard and actual manufacturing 
costs and variances. 
Refer to risk: E-1 

6.5.3 Annual Establishment of Item-Level Standard Costs. Accurate item-level standard costs must 
be established or revised in accordance with established policies and procedures through the 
joint efforts of supply chain. Manufacturing management is responsible for the accuracy and 
approval of standard costs and must ensure standard costs are developed for all items in the 
item master or planned for production and is based on information in the relevant company 
database. 
Refer to risk: E-1 
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6.5.4 Bills of Material (BOM). A single identifiable bill of material used for manufacturing, planning, 
purchasing, and costing must exist for each manufactured product or subassembly. Site BOMs 
are extensions from corporate and engineering BOMs and can be different from site to site. It 
is Engineering’s responsibility to make changes with input from the operating unit and site 
product cost analysts. 
Refer to risks: E-1, E-3, E-4 

6.5.5 Material and Labor Transactions. Issues of material and labor into production and receipts of 
items out of production must be controlled by appropriate transaction accountability. Monthly 
cutoff procedures must be coordinated with the financial organization. 
Refer to risks: E-1, E-2, E-4 

6.5.6 Labor and Overhead Distribution. Labor and overhead costs must be completely distributed 
to products on a rational and consistent basis. Such activity drivers as current operational con-
ditions, production rates, and capacity utilization must support cost distributions. Significant 
changes in allocation methodologies must be reviewed and approved by the appropriate level 
of operating and financial management. 
Refer to risks: E-1, E-3 

6.5.7 Variance Analysis and Disposition. Actual production costs must be compared against stand-
ard costs on a periodic basis. All variances must be reported to management and significant 
variances must be investigated with appropriate action taken in a timely manner. Variances 
must be allocated to cost of goods sold and inventory in a way that reflects the proportion of 
sales quantities to inventory levels. 
Refer to risks: E-1, E-3 

6.5.8 Receipts and Issues of Inventory. Receipts and inventory issued must be identified, accurately 
costed, and accounted for in a timely manner.  
Refer to risks: E-1, E-2, E-4 

6.5.9 Monthly Closing Procedures. Costs incurred by the manufacturing unit must be fully and ac-
curately distributed to inventory, cost of goods sold, or approved special accounts (special 
items of cost, research & development, etc.) on a regular (monthly) basis. To facilitate this, 
consistent, documented monthly closing procedures must be developed in conjunction with 
operational and financial management to ensure proper cutoffs in manufacturing, systems, and 
financial processes. General ledger account balances must be reconciled (contents are known 
and status is current) monthly to support item-level detail; significant adjustments must be 
approved by the appropriate level of financial and operational management. 
Refer to risk: E-1 

 
Risk If Standard Is Not Implemented 

E-1 Individual product costs, total cost of goods manufactured (e.g., product bill), and inventories 
may be misstated in financial statements, records, and manufacturing reports. Critical deci-
sions on product pricing, product line investment or discontinuance, and factory sourcing and 
loading may be based upon inaccurate information. 

E-2 Potential for errors and irregularities is substantially increased. Inventory may also be lost, 
stolen, destroyed, or temporarily diverted. 

E-3 If review procedures are inadequate, appropriate corrective actions to production plans and 
strategies may not be initiated in a timely manner. 

E-4 Operations may be adversely impacted. Incorrect amounts of materials and supplies may be 
issued to production or unauthorized quantities of products may be produced. 
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6.6 Original Equipment Manufacturers (OEMs)/Alliance Partners 
Introduction 
All appropriate personnel must review OEM/Alliance Partner contracts to ensure there are no unfavorable 
terms and conditions, all aspects affecting processes are understood, and payment terms do not include 
items outside the contract. 
 
Standard of Internal Control 

6.6.1 Contract Administration. The following standards of internal control should be in place: 
a. OEM/Alliance Contracts must be approved by a person with proper Delegation of Au-

thority (DoA). Contract total value should be calculated by multiplying the annual 
value of contract times the duration of contract. 

b. Legal should review and approve all contracts with OEM/Alliance Partners. 
c. The right to audit clauses should be included in the contracts; Internal Audit depart-

ment should review and approve the audit clause. 
d. All changes to the original contract (e.g. pricing, delivery, etc.) should have a sequen-

tially numbered corresponding addendum. All changes should be communicated to 
appropriate personnel. 

e. Metrics detailing delivery, quality, pricing and financial performance measurements 
should be developed, monitored, and discussed with the alliance partner periodically 
(e.g. percentage of on-time deliveries). Contract compliance with metrics and terms 
and conditions should be validated periodically. 

Refer to risks: F-1, F-2, F-3, and F-4 
6.6.2 Pricing. The OEM/Alliance Partner and company must agree on pricing prior to the completion 

and shipment of goods. To ensure correct pricing is always used: 
a. Current price records must be stored and maintained. 
b. Prior to payment for goods, the company must match the OEM’s invoice price against 

the contract price. 
c. PO audits which determine the final price paid to OEMs shall be finalized in a timely 

manner according to written policies and procedures. 
Refer to Risks: F-3, F-4, F-5 

6.6.3 Non-price impacts. Warranties, rework, freight, expediting costs, tooling, etc. that do not di-
rectly adjust the list price must be approved by personnel with appropriate DOA prior to re-
mitting payment. 
Refer to risks: F-3, F-4 

6.6.4 Rebates. A rebate process should be implemented and followed that allows all rebates to be 
identified and collected on a timely basis. The process should include metrics and ownership 
of specific processes. 
Refer to risk: F-4 

6.6.5 Drop Shipments. All drop shipments related to critical components should be properly ac-
counted for, such as: 

a. Drop shipments (from external suppliers and from the company) should be recorded, 
with appropriate quantity and line item information. 

b. The company should create a debit memo for the appropriate price and quantity to 
OEM for each drop shipment. The debit memos should be applied to the OEM’s ac-
counts payable within the contract period. 

c. Drop shipments must be reconciled (contents are known and status is current) on a 
periodic basis according to policies and procedures. 

Refer to risks: F-3, F-4 
6.6.6 Reconciliations. The following reconciliations should be performed on a periodic basis: 

a. The company accounts payable to the OEM accounts receivable; any variances should 
be resolved according to applicable policies and procedures. 
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b. All OEM business transactions should be reconciled according to policies and proce-
dures. 

Refer to risks: F-3, F-4, F-5 
 
Risk If Standard Is Not Implemented 

F-1 The company could enter into a contract that is not in the best interest of the corporation. 
Unfavorable terms or conditions could exist. 

F-2 Appropriate personnel may not understand all aspects of the current contract that affect their 
processes. 

F-3 Financial disadvantages could be incurred by the company. 
F-4 The company could overpay or underpay for goods and services. The company could pay for 

items outside the contract terms. 
F-5 Financial statements could be misstated. 

 
6.7 Supply Chain Security 
Introduction 
All transportation and logistics supplier facilities and operations must be in compliance with the company’s 
freight or logistics supplier’s minimum security requirements. All company raw materials and finished 
products need to be packaged and palletized so as to deter theft. Product packaging should be sturdy and 
not identify the part/product in any way. 
 
Standard of Internal Control 

6.7.1 Contracts. All contracts with transportation and logistics suppliers should include the com-
pany’s freight or logistics supplier’s minimum security requirements. Exceptions to the secu-
rity requirements can only be granted by corporate security. 
Refer to risks: G-1, G-2, G-3, G-4, G-5 

6.7.2 Supplier Operations. All transportation and logistics supplier facilities and operations must be 
in compliance with the company’s freight or logistics supplier’s minimum security require-
ments. Exceptions to the security requirements can only be granted by corporate security. 
Refer to risks: G-2, G-3, G-4 

6.7.3 Packaging and Palletization. Transportation suppliers are not allowed to remove parts/product 
from packaging. Palletization should not allow the easy removal of items but easily identify 
tampering. 
Refer to risks: G-2, G-3 

6.7.4 Audits. All transportation and logistics suppliers are subject to being audited for compliance 
to the company’s minimum security requirements on an annual basis using applicable audit 
guidelines. Company management is responsible for ensuring that corrective actions are im-
plemented within the agreed-upon timeframes. 
Refer to risks: G-2, G-3, G-4 

 
Risk If Standard Is Not Implemented 

G-1 Suppliers may be unaware of the company’s security requirements. 
G-2  The company’s assets may be stolen. 
G-3 Customer satisfaction may suffer because product cannot be delivered due to theft. 
G-4 Suppliers’ security performance may decrease and theft may increase. 
G-5 The company is unable to contractually hold supplier accountable for security performance 

and the expected level of service level agreement (SLA) metrics. 
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6.8 Transportation and Logistics 
Introduction 
Policies and procedures exist to provide guidance on business practices, promote corporate consistency, 
and clarify roles, responsibility, and accountability within transportation and logistics. The company has 
contracts established with transportation carriers and those contracts are current, complete, and contain 
adequate protection clauses if corporate fleet resources are not in place or used. 
 
Standard of Internal Control 

6.8.1 Corporate Policies and Procedures. Policies and procedures exist to provide guidance on busi-
ness practices, promote corporate consistency, and clarify roles, responsibility, and accounta-
bility within transportation and logistics. 
Refer to risk: H-1 

6.8.2 Contract Administration. The company has contracts established with transportation carriers 
and those contracts are current, complete, and contain adequate protection clauses. 
Refer to risks: H-2, H-3, H-4 

6.8.3 Freight Claims. All eligible freight claims are filed, processed on time, communicated to ap-
propriate support and control groups, and paid timely. The corporate transportation department 
monitors regional compliance with related procedures and works with the regions to establish 
action. 
Refer to risk: H-5 

6.8.4 Hazardous Materials Management. The corporate transportation department has an adequate 
program for hazardous materials awareness, training, and enforcement. 
Refer to risk: H-6 

6.8.5 Logistics Providers Contracts. All third-party logistics providers understand and follow the 
standards for damaged goods. Compliance with these standards are included as part of the 
company’s audit of logistics providers. 
Refer to risks: H-8, H-9, H-10 

6.8.6 Selection of Transportation Carriers. All third-party logistics providers and carriers have been 
selected in accordance with the respective regional carrier selection process and procedures. 
Refer to risks: H-4, H-9, H-10 

6.8.7 Policies and Procedures for Damaged Product. Policies and procedures have been developed 
and implemented to resolve products damaged at a third-party logistics provider’s site. 
Refer to risks: H-3, H-9, H-10 

6.8.8 Monitoring Logistics Providers. Third-party logistics providers understand and comply with 
the company’s inventory classification process and procedures. 
Refer to risks: H-2, H-7 

6.8.9 Regional Policies and Procedures. Regional policies and procedures have been developed, 
documented, and implemented related to transportation and logistics. 
Refer to risks: H-1, H-10 

6.8.10 Damaged Goods. Damaged goods process includes criteria to determine cost benefit analysis 
to retest and/or repackage damaged goods and timelines to redirect damaged goods to alternate 
flows. 
Refer to risk: H-1 

6.8.11 Regional Contract Administration. Agreements with third-party providers include metrics and 
recourse, including financial liability, for goods damaged while in their possession. 
Refer to risks: H-3, H-8, H-9, H-10 

6.8.12 Regional Location Management. A process for location management has been developed and 
implemented in accordance with corporate operating procedures. 
Refer to risk: H-1 
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Risk If Standard Is Not Implemented 
H-1 Company resources may not be used efficiently or effectively, resulting in excessive cost 

and/or inability of the manufacturing unit to achieve its business objectives. 
H-2 Suppliers may be unaware of the company’s standards for performance. 
H-3 Suppliers’ performance may decrease and damages and delays in delivery may increase. 
H-4 The company may be unable to contractually hold supplier accountable for performance. 
H-5 Payments may be made on claims for services that have not been rendered, or duplicate or 

fraudulent freight claims. 
H-6 Fines and penalties may be assessed increasing costs for noncompliance with hazardous ma-

terials laws and regulations. 
H-7 Suppliers may improperly classify inventory, which may reduce efficiencies in the inventory 

process. 
H-8 Suppliers may be unaware of the company’s standards for damaged goods.  
H-9  Company’s assets may be damaged. 

H-10  Customer satisfaction may suffer because product cannot be delivered due to damage or other 
delays in delivery. 
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Review Questions 
1. Which of the following would not be a result of effective inventory controls? 
  A. Appropriate levels of inventory 
  B. Properly valued inventory 
  C. Safeguarded inventory 
  D. High storage costs of inventory 
 
2. What is one of the internal controls for product cost management that deters the risks of the incorrect 

amount of materials being issued to production or the production of unauthorized quantities of products 
if the control is implemented? 

 A. Using of a single identifiable bill of material for manufacturing, planning, purchasing, and 
costing for each manufactured product 

  B. Establishing an accurate item-level standard costs in accordance to policies and procedures  
 C. Documenting cost accounting procedures and describing the methodologies used to determine 

costs 
 D. Providing adequate information to analyze standard and actual manufacturing costs and vari-

ances  
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Review Answers 
1. A.  Incorrect. Appropriate levels of inventory would be a result of effective inventory controls. Effec-

tive inventory controls, such as appropriate levels, increases efficiency and productivity and the 
overall management of inventory.  

 B.  Incorrect. Properly valued inventory would be a result of effective inventory controls. Properly 
valued inventory is important since it affects the costs of goods sold, gross profit, net income, and 
the assets and the working capital balances.  

 C.  Incorrect. Safeguarded inventory would be a result of effective inventory controls. The safeguard-
ing of inventory deters unauthorized physical access or system access.  

 D.  Correct. High storage costs of inventory would not be a result of effective inventory controls. The 
goal of inventory control is to ensure the different aspects of inventory are taken care of while 
maintaining cost effective storage and the safeguarding of inventory.  

 
2. A.  Correct. Using a single identifiable bill of material for manufacturing, planning, purchasing, and 

costing for each manufactured product would deter the risks of the incorrect amount of materials 
being issued to production or of the production of unauthorized quantities of products. 

 B.  Incorrect. Establishing accurate item-level standard costs in accordance with policies and proce-
dures would not deter the risks of the incorrect amount of materials being issued to production or 
of the production of unauthorized quantities of products. These controls help keep individual prod-
uct costs, total cost of goods manufactured and inventories from being misstated. 

 C.  Incorrect. Documenting cost accounting procedures and describing the methodologies used to de-
termine costs would not deter the risks of the incorrect amount of materials being issued to produc-
tion or of the production of unauthorized quantities of products. These controls help keep individual 
product costs, total cost of goods manufactured, and inventories from being misstated. Addition-
ally, they deter the potential for errors and irregularities.  

 D.  Incorrect. Providing adequate information to analyze standard and actual manufacturing costs and 
variances would not deter the risks of the incorrect amount of materials being issued to production 
or of the production of unauthorized quantities of products. These controls help keep individual 
product costs, total cost of goods manufactured and inventories from being misstated.  

 
 
 
 
 
 
 
  



 

 

 
Chapter 7 

Record to Report (R2R) 
 
Learning Objectives 

 Recognize an activity of the sub-ledger close process 
 Pinpoint a difference between IFRS and U.S. GAAP 
 Determine a risk of having lack of controls for related party transactions 

 
Introduction 
The R2R process encompasses the finance and transactional functions involved in ensuring that IFRS re-
quirements are followed by the company; preparing journal entries and posting to the general ledger; gath-
ering and consolidating the information required for the preparation of financial statements and other ex-
ternal financial reports; and preparing and reviewing the financial statements and other external reports. 
 Many factors place the spotlight on the fiscal closing process, which is usually led by a team of indi-
viduals in the corporate finance and accounting department and managed by the corporate controller. The 
complexity of the process is driven by the nature of the company (private, public, nonprofit [tax-exempt or 
mission-based], or government) and the type of industry or industries for which the company is responsible. 
 A recent survey conducted by the Institute of Finance & Management (IOFM) with approximately 100 
controllers revealed the resources that the finance and accounting team typically uses to execute this critical 
process is less than strategic; primarily, they tend to focus on enhancing technology and process gaps that 
include the following: 

 Multiple general ledgers and disparate transactional systems with inconsistent data structures that 
must be mapped to a consistent reporting format 

 A lack of visibility to the status and execution of the closing process, and the related tasks and 
evidence-gathering performed by finance, with the knowledge of these processes in the heads of 
just a few employees 

 Limited reporting capabilities that result in spreadsheet-based reports full of critical financial data, 
which are the company’s “corporate records” 

 Spreadsheets used to support multiple manipulations of the same data over and over to meet various 
reporting requirements 

 A lack of focus on the process basics, such as closing process checklists, reporting templates, stand-
ard operating procedures, and business continuity plans 

 An absence of staffing and training plans, creating a resource gap during each closing cycle 
 
Process Overview 
The diagram below suggests that the foundational elements for the R2R process are Internal Controls and 
Compliance, Financial Transactions and General Ledger, and Code of Conduct and “Tone at the Top.” 
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Metrics 

Table of Metrics 
1. Gross Number of Adjusting Entries—Transaction errors can significantly delay the fiscal closing process. In-

vestigating the gross number of adjusting entries can be used to identify the root cause of a potential process 
or system issue. 

2. Review Error—Focus on the types of errors found during the initial review of the financial statements. This 
information can be used to identify and correct underlying problems that can be prevented during future 
closing processes. These errors should be documented and discussed during post-close reviews. 

3. Completion Times—Further refine the duration of the fiscal closing process to focus on each category of 
activities that must be completed to understand not only how long they take, but also how they are impacted 
by other steps in the closing process. Some of these measurements by activity type are: 
 Time for subsidiaries to forward their results to corporate headquarters 
 Time to close the processing of period-end cash 
 Time to finish processing accounts payable 
 Time to issue billings to customers 
 Time to close payroll and record accrued wages 
 Time to count and value ending inventory 
 Time to issue related management reports 

 
Differences Between IFRS and U.S. GAAP That Impact the R2R Process  
While this is not a comprehensive list of differences that exist, these examples provide a flavor of impacts 
on the financial statements and therefore on the conduct of businesses: 
 Consolidation—IFRS favors a control model, whereas U.S. GAAP prefers a risks-and-rewards 

model. Some entities consolidated in accordance with FIN 46(R) may have to be shown separately 
under IFRS. 

 Statement of Income—Under IFRS, extraordinary items are not segregated in the income state-
ment, whereas under U.S. GAAP they are shown below the net income. 

 Inventory—Under IFRS, LIFO (a historical method of recording the value of inventory wherein a 
firm records the last units purchased as the first units sold) cannot be used, whereas under U.S. 
GAAP companies have the choice between LIFO and FIFO (a common method for recording the 
value of inventory). 

 Earning-per-Share—Under IFRS, the earning-per-share calculation does not average the individual 
interim period calculations, whereas under U.S. GAAP the computation averages the individual 
interim period incremental shares. 
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 Development Costs—These costs can be capitalized under IFRS if certain criteria are met, whereas 
it is considered as “expenses” under U.S. GAAP.1 

 
Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline that should be used in determining the 
degree of internal controls implementation is that the cost of a control should not exceed the benefit derived. 
There is a minimum set of controls that should exist in a normal business environment. The internal control 
standards listed here represent the minimum controls to be implemented for the financial reporting process. 
 
Sub-Processes 
The specific functions or activities included in the Financial Reporting process are: 

7.1 International Transfer Pricing 
7.2 Intercompany Transactions 
7.3 Accumulation of Financial Information 
7.4 Processing and Reporting of Financial Information (The Final Mile) 
7.5 Fixed Assets 

 
7.1 International Transfer Pricing 
Introduction 
International transfer pricing relates to the cross-border transfer of goods, services, or technology between 
legal entities of the company. It is the company’s policy to establish transfer prices, which fairly apportion 
profits earned from the sale of its products and services to the subsidiaries involved in generating those 
profits. 
 The company follows the arm’s-length principle as defined by the Organization for Economic Cooper-
ation and Development (OECD) Transfer Pricing Guidelines for Multinational Enterprises and Tax Admin-
istration. 
 The OECD provides a forum in which governments can work together to share experiences and seek 
solutions to common problems and works with governments to understand what drives economic, social, 
and environmental change. The OECD measures productivity and global flows of trade and investments 
and analyses and compares data to predict future trends.2 
 
Standard of Internal Control 

7.1.1 Pricing Method. The company uses the specified pricing method which best fits the circum-
stances of each category of transactions, according to the OECD guidelines and the laws and 
regulations of the United States and other jurisdictions in which the company operates. When 
no specified method is applicable, another method is used which best approximates arm’s-
length conditions. 
Refer to risks: A-1, A-2 

7.1.2 Responsibilities. The standard transfer pricing method for each category of international trans-
actions must be reviewed by the corporate tax department and approved by the company’s 
treasurer and controller. Implementation of the approved methods is the responsibility of the 
regional finance directors and the corporate finance manager of transfer pricing. 
Refer to risks: A-1, A-2 

 

                                                   
1 The American Institute of CPAs (AICPA), “Is IFRS That Different from U.S. GAAP?” accessed January 17, 2019, https://www. 
ifrs.com/overview/General/differences.html. 
2 The Organization for Economic Co-operation and Development (OECD), “About the OECD,” accessed January 16, 2019, 
http://www.oecd.org/about/. 
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Risk If Standard Is Not Implemented 
A-1 The company may be subjected to double taxation due to adjustments made by the taxing 

authorities. 
A-2 The company may be subjected to penalties or fines by the taxing authorities. 

 
7.2 Intercompany Transactions 
Introduction 
The scope of this section includes all intercompany and interdivisional transactions involving products 
and/or services. Intercompany transactions are defined as those between two company legal entities. Inter-
divisional transactions are defined as those within the same legal entity and between two company divi-
sions. 
 
Standard of Internal Control 

7.2.1 Transaction Processing. All intercompany transactions must be processed in accordance with 
written corporate policy. 
Refer to risks: B-1, B-2, B-3, B-4 

7.2.2 Required Information. Intercompany suppliers must provide to their trading partners appro-
priate, relevant, and accurate information on all products or service billing transactions. At a 
minimum, valid charge numbers, descriptions, receiving party information, supplier contact 
information, and billed value should be provided on all non-finished product or service billing 
transactions. The information supplied must be sufficient to allow account reconciliations to 
be performed. 
Refer to risks: B-1, B-2, B-3, B-4 

7.2.3 Transaction Recording. All intercompany transactions must be recorded in the same account-
ing period by both parties. 
Refer to risks: B-1, B-2, B-3 

7.2.4 On-Time Payments. All intercompany receivables/payables must be paid at specified terms 
and conditions. 
Refer to risks: B-1, B-3 

7.2.5 Management Reviews. Intercompany account imbalances must be reported to corporate and 
local management monthly for review and resolution. 
Refer to risks: B-2, B-3 

7.2.6 Account Reconciliations. Intercompany imbalances must be reconciled (contents are known 
and status is current) and aged monthly. Reconciling items and items in dispute must be re-
solved within 60 days. The operating unit with the receivable balance is assumed to have the 
correct balance unless the operating unit with the payable balance can demonstrate proof of 
delivery. 
Refer to risks: B-1, B-2, B-3, B-4 

7.2.7 General Ledger Reconciliations. Subsidiary (detail) ledgers supporting related-party accounts 
should be reconciled (contents are known and status is current) to the corresponding general 
ledger control accounts monthly. 
Refer to risks: B-1, B-2, B-3 

7.2.8 Minimum Billing Amount. Intercompany transactions must be above the minimum amount 
defined in corporate policy (e.g. $50,000 unless it affects cost of sales or is legally required) 
to be billed. 
Refer to risks: B-3, B-4 

 
Risk If Standard Is Not Implemented 

B-1 Cash flows may not be maximized as projected receipts may not be accurate. Unanticipated 
currency purchases may be required or excess financing incurred. 
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B-2 The financial records and financial statements may be misstated.  
B-3  Transactions may result in inefficient use of company resources. 
B-4  Transactions may result in undesirable legal and/or tax implications. 

 
7.3  Accumulation of Financial Information 
Introduction 
To support the R2R process, accounting policies and procedures must be developed and documented in 
accordance with IFRS requirements. New accounting policies or changes to existing policies should be 
properly researched, reviewed, documented, and communicated on a timely basis. The corporate controller 
must authorize all changes in accounting policies. Local finance management may also develop applicable 
policies and procedures for the accumulation of financial information to ensure compliance. 
 
Standard of Internal Control 

7.3.1 Policy and Procedures. These policies and procedures must be followed regardless of “mate-
riality.” A current version of the above mentioned policies and procedures should be readily 
available in all company locations. 
Refer to risks: C-1, C-2, C-3, C-4 

7.3.2 Policy Changes. Policies conflicting with corporate policy must be approved in writing by 
corporate controller. 
Refer to risks: C-1, C-2, C-3, C-4 

7.3.3 Journal Entries. Journal entries must be accurately input to the general ledger in the correct 
accounting period. Processes should be in place to ensure journal entry postings to the general 
ledger are accurate and timely. 
Refer to risks: C-1, C-2, C-4, C-5 

7.3.4 Documented Journal Entries. All manual general ledger journal entries must be documented, 
reviewed, and approved by finance management. A process should also be in place to identify 
manual journal entries so that it may be determined if any were omitted or duplicated. 
Refer to risks: C-1, C-2, C-4, C-5 

7.3.5 Standardized Journal Entries. Standardized (i.e. system calculated and posted) general ledger 
journal entries must be utilized whenever possible. When the journal entry is established, the 
process for calculation must be reviewed, approved, and documented by local financial man-
agement. A process should also be in place to identify standardized journal entries so that it 
may be determined if any were omitted, duplicated, or have unreasonable values. 
Refer to risks: C-1, C-2, C-4, C-5 

7.3.6 Non-standard Transactions. Policies must be established to review and approve the account-
ing treatment of general ledger journal entries that do not occur on a regular basis. 
Refer to risks: C-1, C-2, C-4, C-5 

7.3.7 Contra Asset Accounts. Contra asset accounts should be utilized where necessary to maintain 
both proper asset valuation and detailed accounting records (e.g. receivables, inventory, and 
property). 
Refer to risks: C-1, C-2, C-4, C-6 

7.3.8 Monthly Accruals. On a monthly basis, an accrual must be made of all known liabilities that 
have not been processed for payment or recorded in the accounting records, as determined by 
corporate policy. A quarterly review and evaluation should be conducted at the operating unit 
reporting level to determine if any existing contingent liabilities should be recorded in accord-
ance with U.S. GAAP requirements. 
Refer to risks: C-1, C-2, C-4, C-7 

7.3.9 Asset Account Reviews. All non-current asset accounts should be reviewed at least annually 
to ensure values do not exceed the lower of cost or market value. All current asset accounts 



Chapter 7 – Record to Report (R2R) 

118 

should be reviewed at least quarterly to ensure that values do not exceed the lower of cost or 
market value. 
Refer to risks: C-1, C-4 

 
Risk If Standard Is Not Implemented 

C-1 The financial statements issued to the public may not be prepared in accordance with GAAP. 
C-2 Reports may not be accurate, and critical decisions may be based upon erroneous information. 
C-3 Cash or securities may be stolen, lost, destroyed, or temporarily diverted. 
C-4 SEC, IFRS, and other governmental reporting requirements and/or loan restrictions may be 

violated. Exposure to shareholder litigation increases substantially due to improper reporting. 
C-5 Journal entries may be incorrectly prepared, duplicated, omitted, or made for the purposes of 

misstating account balances to conceal irregularities or shortages. 
C-6 Accountability over recorded transactions may not be maintained. 
C-7 Amounts could be accrued for expenses that are not likely to occur in order to generate “fund-

ing” sources for future periods. 
 
7.4 Processing and Reporting of Financial Information (The Final Mile)  
Introduction 
As part of the “final mile of the R2R process, “financial information and general ledger balances must be 
formally reconciled (contents are known and status is current) to the subsidiary ledgers or other supporting 
records on a timely basis. Contents and aging of the subsidiary ledger are provided in the reconciliation 
process along with a concise definition of the account. Additionally, significant fluctuations in general 
ledger account balances are explained as part of the reconciliation process. Any differences must be 
promptly resolved and recorded, generally by the next monthly reporting interval. The aging of all differ-
ences is provided with action plans for resolution and/or the date of resolution if already corrected. 
 
Standard of Internal Control 

7.4.1 Journal Entry Processing. Controls must be established to ensure all journal entries have been 
processed and posted once they have been input into the system. Transaction error registers 
should be generated and significant discrepancies resolved prior to the period close. 
Refer to risks: D-1, D-2, D-3, D-4, D-5 

7.4.2 Reporting Schedules and Cutoffs. Monthly, quarterly, annual closing reporting schedules and 
cutoffs must be adhered to and consistently applied in the financial operations processes across 
the company.  
Refer to risks: D-1, D-2, D-3, D-5, D-9 

7.4.3 General Ledger Reconciliations. All unexplained differences must be reported to appropriate 
financial management as soon as discovered even if not yet resolved. It is management’s re-
sponsibility to follow up on all unexplained differences on a monthly basis that reconciliation 
standards are in place. 
Refer to risks: D-1, D-2, D-3, D-4, D-5 

7.4.4 Suspense Account Transactions. Clearing and suspense account transactions, including the 
transfer of expense, income, or capital, must be resolved on a timely basis. Proper recognition 
of income or expense for these accounts must be made on at least a quarterly basis and on a 
monthly basis where possible. 
Refer to risks: D-1, D-2, D-3, D-4, D-5 

7.4.5 General Ledger Adjustments. Consolidation, reclassification, and other adjustments to the 
general ledger balances must be adequately explained and documented. Such adjustments must 
be approved by the appropriate Controller/Manager or authorized designee. 
Refer to risks: D-1, D-2, D-3, D-4, D-5 
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7.4.6 Financial Report Preparation. Procedures and responsibilities must be established and main-
tained to ensure timely and accurate preparation, review, and approval of external financial 
reports, including reports to governmental and regulatory bodies. These procedures must also 
ensure that such reports comply with the established requirements for financial information 
and related disclosures. 
Refer to risks: D-1, D-2, D-5, D-8, D-9 

7.4.7 Access to Records. Access to accounting and finance records, documents, and information 
systems must be safeguarded and access granted only on the principle of the “need to know” 
basis based on the company’s system access policy. 
Refer to risks: D-6, D-7, D-8, D-11 

7.4.8 Records Management. Accounting and financial records must be complete, well organized, 
and retained in accordance with corporate policy on records management and tax requirements. 
Sufficient records must be kept in a secure but accessible environment to accurately and com-
pletely support all non-fixed assets and all liabilities.  
Refer to risks: D-5, D-7, D-8, D-10, D-11 

7.4.9 Financial Results. Only authorized individuals must be given the responsibility to discuss fi-
nancial results with individuals outside of the company. 
Refer to risk: D-6 

7.4.10 Financial Reporting Requirements. All company operating units must comply with the current 
financial reporting requirements established by the controller. 
Refer to risks: D-1, D-2, D-5, D-9, D-10 

7.4.11 Legal Financial Reporting Requirements. All legal reporting requirements (e.g. tax returns, 
statutory audits, etc.) must be adhered to and consistently applied. 
Refer to risks: D-1, D-5 

7.4.12 Financial Statement Translation. Foreign financial statements must be translated in accord-
ance with U.S. GAAP and corporate policy.  
Refer to risks: D-1, D-2, D-5, D-9 

7.4.13 General Ledger Accounts Definitions. Current definitions must be documented and main-
tained for all ledger accounts. 
Refer to risks: D-2, D-9, D-10 

7.4.14 General Ledger Account Owners. Lists of general ledger account owners must be kept current 
and cost center managers shall have responsibility for the accuracy of account balances. 
Refer to risks: D-2, D-10 

7.4.15 Actual to Forecast Comparisons. Comparisons and explanations of actual financial infor-
mation to forecast information must be routinely completed according to established policies 
and procedures; all significant variances must be researched and reflected in revised esti-
mates/plans as appropriate in a timely manner. Uniformly defined (same methodology) bal-
ance sheet performance measures must be established and actual performance measured 
against forecast on a monthly basis. 
Refer to risks: D-1, D-2, D-4, D-5, D-8, D-9 

7.4.16 Related-Party Transactions. Related-party transactions should be defined and reported. Ex-
amples of related-party transactions are the transactions between: 

a. A parent entity and its subsidiaries 
b. Subsidiaries of a common parent 
c. An entity and trusts for the benefit of employees, such as pension and profit-sharing 

trusts that are managed by or under the trusteeship of the entity’s management 
d. An entity and its principal owners, management, or members of their immediate fam-

ilies 
e. Affiliates 

Refer to risk: D-5 
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Risk If Standard Is Not Implemented 
D-1 The financial statements issued to the public may not be prepared in accordance with GAAP 

applied on a consistent basis. 
D-2 Reports may not be accurate, and critical decisions may then be based upon erroneous infor-

mation. 
D-3 Financial statements may be misstated as journal entries may be omitted, recorded in the wrong 

period, duplicated, and/or incorrectly made. 
D-4 Errors and omissions in physical safeguarding, authorization, and transaction processing may 

go undetected and uncorrected. Financial statements and records may be prepared inaccurately 
or untimely. 

D-5 SEC and other governmental reporting requirements and/or loan restrictions may be violated. 
Exposure to litigation increases substantially due to improper financial reporting. 

D-6 Confidential and proprietary information may be reviewed and disclosed by unauthorized in-
dividuals. The company’s competitive position and reputation may be adversely affected. 

D-7 Records may be destroyed or altered. This may result in the inability to prepare accurate and 
reliable financial statements. 

D-8 Financial information required for budgeting, forecasting, or analysis may not be available. 
D-9 Policies and procedures may not be properly or consistently applied by or between company 

operating units. Financial statements may be prepared inaccurately or untimely. 
D-10 The risk of error in the accumulation and reporting of financial information is increased. 
D-11 The company may be exposed to litigation due to inadequate record maintenance. 

 
7.5 Fixed Assets 
Introduction 
For the purposes of this toolkit, fixed assets include land, buildings, capital projects, machinery and equip-
ment, furniture, fixtures, tools, and similar assets used in the business, as well as all categories of leased 
equipment (rented assets, capital leases, direct financing leases, and operating leases). Revenue is derived 
from the use of these assets, rather than from their sales. Generally, an item must have an estimated useful 
life of at least two years to be classified as a fixed asset.  
 Fixed assets are generally high-value assets that companies make use of over the course of several to 
many years. For this reason, it may seem as though fixed asset management is less critical than tracking 
moveable assets. 
There’s little or no risk of loss, theft, and unauthorized transfer with fixed assets, but tracking these assets 
is an important business function.3 
 
Standard of Internal Control 

7.5.1 Record Keeping. Detailed records of fixed assets must be maintained and must include the cost 
and accumulated depreciation of individual assets. These records should also include infor-
mation regarding serial number, asset description, location, asset number, lease data, tax data, 
operating unit data, etc., where appropriate. 
Refer to risks: E-1, E-2, E-5 

7.5.2 Capital Projects. Detailed records must be maintained for capital projects such as construction-
in-progress to facilitate accurate and timely classification of assets when work is completed. 
Refer to risks: E-1, E-3, E-5, E-7 

7.5.3 Safeguarded Records. Detailed fixed asset and construction-in-progress records must be safe-
guarded, including system access security.  
Refer to risks: E-5, E-6 

                                                   
3 Camcode Durable Barcode Solutions, “What Are Fixed Assets?,” posted by Nicole Pontius in Asset Management Resources, 
updated June 28, 2018, accessed January 1, 2019, https://www.camcode.com/asset-tags/what-are-fixed-assets/. 
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7.5.4 General Ledger Reconciliations. Detailed fixed asset records must be reconciled (contents are 
known and status is current) to the general ledger and all differences researched and resolved 
in a timely manner. General ledger records must balance with consolidated financial state-
ments.  
Refer to risks: E-1, E-3, E-5 

7.5.5 Accounting Procedures. Accounting procedures for fixed assets should follow corporate pol-
icy and local statutory requirements. Examples include: 

a. Operating vs. capital leases 
b. Capitalization vs. expensing for improvements, repairs, refurbishments 
c. Depreciation method and useful life 
d. Additions, transfers, and dispositions 

Refer to risks: E-1, E-2, E-5 
7.5.6 Approval Process. A formal approval process for all capital expenditures should be established 

and include obtaining additional approval when individual expenditures exceed original ap-
proved amounts.  
Refer to risk: E-9 

7.5.7 Asset Verification. Physical verification of fixed assets must be completed at least every two 
years. Physical counts must be compared to detailed records and the general ledger with any 
differences investigated and recorded in a timely manner. 
Refer to risks: E-1, E-3, E-4, E-5 

7.5.8 Safeguarded Assets. Policies must be developed and documented to establish accountability 
for safeguarding assets. All fixed assets must be adequately safeguarded. Highly portable as-
sets (e.g. laptop PCs) should be physically secured to the extent possible. 
Refer to risks: E-1, E-3 

7.5.9 Surplus Assets. Any significant accumulation of underutilized (i.e., idle or surplus) fixed assets 
must be reported to local management. Such assets should be reviewed for disposition oppor-
tunities and proper valuation on the balance sheet; impairment of the assets should be recog-
nized appropriately in the financial statements. 
Refer to risks: E-1, E-2, E-4 

7.5.10 Asset Disposal Process. A formal approval process is required for any sale, disposal, abandon-
ment, loss, or transfer of fixed assets. Sales will be made, invoiced, and recorded in the same 
accounting year as the disposition, after an appropriate credit review is performed. 
Refer to risks: E-3, E-5, E-8 

7.5.11 Tax Calculations. Procedures must be maintained to support the calculation of tax (associated 
with fixed assets, for example, property tax, use tax, etc.) in accordance with local country 
and/or U.S. tax laws.  
Refer to risks: E-1, E-5 

7.5.12 Segregation of Duties. All fixed asset functions must have the following segregation of duties 
controls in place: 

a. Initiating, evaluating, and approving fixed asset expenditures from property records 
and general ledger functions 

b. Property record and general ledger functions from fixed asset custody 
c. Fixed asset accounting, procurement, and custodial functions from performing physi-

cal inventories 
Refer to risks: E-1, E-3, E-10 

7.5.13 Capitalization. Fixed assets must be capitalized on a timely basis in accordance with tax reg-
ulations and GAAP. 
Refer to risks: E-1, E-2, E-3 

 
Risk If Standard Is Not Implemented 

E-1 Financial statements could be misstated. 
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E-2 Financial/tax information could be misstated, resulting in inaccurate business valuations or 
inappropriate decisions. 

E-3 Assets could be misappropriated/stolen from the company.  
E-4 Assets could be underutilized. 
E-5 Without adequate supporting documentation, there is a potential to violate local country and 

U.S. tax laws. 
E-6 Destruction or loss of records could lead to business interruption and unnecessary expense. 
E-7 In the event of loss of or damage to assets, insurance recovery may not be sufficient to fund 

repair or replacement of like-kind/similar quality fixed assets. 
E-8 If the calculation of replacement value is not accurate, insurance premiums will be over-

stated/understated. 
E-9 Capital spending could be excessive, negatively impacting the company’s cash flow. 

E-10 Errors and omissions in authorization and transaction processing or poor physical safeguarding 
practices may result in assets which are lost, stolen, destroyed, or temporarily diverted. Asset 
thefts may go undetected. 
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Review Questions 
1. Which of the following is not part of the record to report (R2R) process? 
  A. Preparing financial statements  
  B. Posting to the general ledger 
  C. Predicting future profits through financial models 
  D. Ensuring IFRS requirements are followed by the company 

 
2. What is one of the main risks of not implementing an internal control that current and noncurrent asset 

accounts should be reviewed to ensure values are at the lower cost or market value? 
  A. Stealing of or destruction of cash or securities 
  B. Duplicating or omitting journal entries 
  C. Issuing of financial statements that are not prepared in accordance with GAAP 
 D. Accruing of expenses that are unlikely to occur in order to generate funding sources for future 

periods 
 

3. A risk that a fixed asset could be under-utilized could occur without the implementation of what internal 
control? 

  A. Approval process for capital expenditures that exceed original approved amounts  
  B. Timely capitalization of fixed assets  
  C. Adequately safeguarded fixed assets 
  D. Completion of a physical verification of fixed assets every two years  
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Review Answers 
1. A.  Incorrect. Preparing financial statements is part of the record to report (R2R) process. Activities 

that are involved are those that are part of the transaction accumulation and reconciliation, sub-
ledger close, corporate close and consolidation, and analysis and reporting. 

 B.  Incorrect. Posting to the general ledger is part of the record to report (R2R) process. Activities that 
are involved are those that are part of the transaction accumulation and reconciliation, sub-ledger 
close, corporate close and consolidation, and analysis and reporting. 

 C.  Correct. Predicting future profits through financial models is not part of the record to report (R2R) 
process. Activities that are involved are those that are part of the transaction accumulation and 
reconciliation, sub-ledger close, corporate close and consolidation, and analysis and reporting, 
therefore future predictions are not included.   

 D.  Incorrect. Ensuring IFRS requirements are followed by the company is part of the record to report 
(R2R) process. Activities that are involved are those that are part of the transaction accumulation 
and reconciliation, sub-ledger close, corporate close and consolidation, and analysis and reporting. 

 
2. A.  Incorrect. Stealing of or destruction of cash or securities is not one of the main risks if an internal 

control of valuating current and noncurrent asset accounts is not implemented. The controls that 
are needed to be in place to deter this risk are policy and procedures controls and policy change 
controls.  

 B.  Incorrect. Duplicating or omitting journal entries is not one of the main risks if an internal control 
of valuating current and noncurrent asset accounts is not implemented. The controls that are needed 
to be in place to prevent this risk are journal entries controls and non-standard transactions controls.  

 C.  Correct. Issuing financial statements that are not prepared in accordance with GAAP is one of the 
main risks if an internal control of valuating current and noncurrent asset accounts is not imple-
mented. This control requires that all non-current assets are reviewed annually and all current assets 
are reviewed at least quarterly to ensure that they do not exceed the lower cost or market value.  

D.  Incorrect. Accruing expenses that are unlikely to occur is not one of the main risks if an internal 
control of valuating current and noncurrent asset accounts is not implemented. The controls that 
are needed to be in place to avoid this risk are monthly accrual controls.  

 
3. A.  Incorrect. An approval process for capital expenditures that exceed original approved amounts con-

trol does not have a main risk that a fixed asset could be underutilized. A risk if this control is not 
implemented is that capital spending could be excessive and affect cash flow.  

 B.  Incorrect. Timely capitalization of fixed assets controls does not have a main risk that a fixed asset 
could be underutilized. Risks if these controls are not in place include misstated financial statements 
and misappropriated or stolen assets along with misstated financial and tax information.  

 C.  Incorrect. Adequately safeguarded fixed assets controls do not have a main risk that a fixed asset 
could be underutilized. Risks if safeguarding controls are not in place include misstated financial 
statements and misappropriated or stolen assets.  

D.  Correct. Completion of a physical verification of fixed assets every two years has a risk that a 
fixed asset could be underutilized without the implementation of an internal control. Other risks 
include misstated financial statements, misappropriated or stolen assets, and potential to violate 
local country and U.S. tax laws. 

 
 
 
 
 



 

 

 
Chapter 8 

Government Contracts 
 
Learning Objectives 

 Spot an activity that is part of the process for government contract compliance of commercial and 
noncommercial projects 

 
Introduction 
The government contracts process includes an overview of those controls necessary for compliance with 
governmental requirements and provides an indication of where they may be applicable to the company. 
 
Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline used in determining the degree of internal 
controls implementation is that the cost of a control should not exceed the benefit derived. However, there 
is a minimum set of controls that should exist in a normal business environment. The internal control stand-
ards listed here represent the minimum controls to be implemented for the government contracts process. 
 
Process Overview 
The diagram below suggests that the foundational elements for the government contract process are Internal 
Controls and Compliance, Government Contract Controls, and Code of Conduct and “Tone at the Top.” 
 

 
 
Metrics 

Table of Metrics 
 Cycle Time for Contract Approvals 
 Number and Percentage of Contract Defects 
 Number, Percentage, and Value of Contract Compliance Issues 
 Number of Contracts Produced per Fiscal Period 
 Cost to Produce a Contract 
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Sub-Processes 
The specific sub-processes included are: 

8.1 U.S. Government Contracts—General 
8.2 U.S. Government Contracts—Non-Commercial Products 
8.3 U.S. Government Contracts—Commercial Products 
8.4 Contracts with State and Local Governments and Educational Institutions within the United 

States 
8.5 Contracts with Governments Outside the United States 

 
8.1 U.S. Government Contracts—General 
Introduction 
If a subsidiary does business with a government entity either as a prime contractor or subcontractor, the 
subsidiary, in its entirety, must comply with certain government statutory and regulatory requirements. 
However, subsidiaries, as distinct legal entities, are not required to comply with contractually imposed 
government statutory and regulatory requirements by virtue of the company, the parent corporation, being 
a government contractor. Likewise, the parent corporation is not necessarily bound by specific terms and 
conditions of government contracts of the subsidiaries. 
 In addition to the general requirements applicable company-wide, the corporation or subsidiary holding 
the government prime contract or subcontract must comply with additional contract-specific requirements. 
The type of contract or arrangement a company or a subsidiary has with government entities or a govern-
ment prime contractor usually determines the specific responsibilities of the company or its subsidiary with 
respect to government regulations and laws. 
 The entire corporation may be held responsible for the failure of any single operating unit to comply 
with the laws and regulations imposed by government entities accepted by the company as a result of doing 
business with government entities, especially ethics and integrity requirements. This exposes the entire 
company to adverse actions, such as civil and criminal fines and penalties, debarment from future govern-
ment business, and/or damage to the corporate image. In some instances, this could also create personal 
liability as a result of the action of an individual. 
 The corporation and its subsidiaries must establish and document policies and procedures to ensure 
compliance with the government core compliance elements, and flow them down, as applicable, to subcon-
tractors and suppliers. These include: 

a. Procurement Integrity Act 
b. Clean Air and Water Acts 
c. Employment of former government officials and other Department of Defense hiring restrictions 
d. Affirmative Action and Equal Employment Opportunity compliance 
e. Socioeconomic regulations (e.g. small business/minority business enterprises) 
f. State and local ethics provisions 
g. Federal Acquisition Regulations (FAR) 
h. Trade regulations 
i. Contract-specific requirements 

 
 This section applies to all company operating units (Sales, Global Services, certain affected functional 
departments such as Human Resources, EHS&S, Supply Chain, and Accounting) and to those subsidiaries 
which, directly or indirectly, provide products or services to the U.S. government. The company and its 
subsidiaries will operate in full compliance with all statutory and regulatory requirements applicable to 
government contractors as well as specific contract requirements. 
 
Standard of Internal Control 

8.1.1 Compliance. Overall responsibility for compliance with government entities in North America 
rests jointly between the Director, Contracts and Bids North America (DCBNA), and the ap-
plicable General Manager, with support from Corporate Legal. The DCBNA shall coordinate 
all communication and activities with regard to compliance for all government contracts for 
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the company in North America. Each operating unit (as stated above) and subsidiary must 
designate a Government Compliance Coordinator. This person shall coordinate activities and 
communications with regard to compliance with government contract requirements for that 
operating unit or subsidiary. Each operating unit and subsidiary must have a Government Con-
tract Compliance Plan (GCCP). This must be approved by the operating unit’s or subsidiary’s 
vice president or general manager and forwarded to the DCBNA. The plan shall be updated 
annually, or more frequently, if required. In addition to the Government’s Core Compliance 
elements applicable to the company as a whole, the operating units and subsidiaries must es-
tablish and document policies and procedures to ensure compliance with the following federal 
and/or state statutes: 

a. False Claims and Statements Statutes 
b. Anti-Kickback Statutes 
c. Bribery and Gratuities Statutes 
d. Competition in Contracting Act 
e. Buy America and Trade Agreements Acts 
Adequate systems, resources, and controls must be established to implement the policies 

and procedures outlined in the GCCP. The written policies and procedures must document the 
process for preparing bids, proposals, and claims. The submission of contracts and bids must 
be current, accurate, complete, properly certified, and support any certifications made. Only 
personnel designated by the appropriate operating unit or subsidiary are allowed to commit the 
Corporation to government contracts. Operating units or subsidiaries shall establish and en-
force procedures that control the negotiation and execution of contracts. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

8.1.2 Business Conduct. Each operating unit and subsidiary must be able to demonstrate that em-
ployees having responsibilities related to government contracting have participated in all train-
ing required by law, regulation, or contractual obligation; have read and understood applicable 
code of conduct guides and any supplemental guidelines pertaining to government contracting; 
and where appropriate, have signed a certification. In particular, employees must adhere to the 
highest standards of ethical conduct in all relationships with government employees and must 
not attempt to improperly influence the actions of any public official. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

8.1.3 Training. Each operating unit and subsidiary must ensure all personnel performing functions 
requiring compliance with U.S. government regulations receive adequate training. Training 
requirements, including frequency, must be included in the operating unit’s or subsidiary’s 
FGCCP. Procedures must be implemented to effectively monitor and document fulfillment of 
those requirements. 
Refer to risks: A-l, A-2, A-4, A-7 

8.1.4 Joint Ventures. Company operating units and subsidiaries participating in joint ventures seek-
ing government business must: 

a. Ensure that each joint venture has a policy for doing business with government entities. 
b. Identify an individual, by name or position, within the operating unit or subsidiary who 

will fulfill the operating unit’s or subsidiary’s responsibility for contract compliance 
in each joint venture. 

Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-10 
8.1.5 Memorandums of Understanding. Memorandums of Understanding (MOUs) must be estab-

lished between all operating units or subsidiaries having intercompany transfers related to U.S. 
government contracts. All MOUs must specify the compliance responsibility for both the re-
ceiving and the transferring operating units or subsidiaries and they must be approved by either 
the operating unit’s or subsidiary’s general manager. All MOUs must be on file with the 
DCBNA. Additional requirements that are contract specific should be captured under an Inter-
divisional Work Order (IWO). 
Refer to risks: A-1, A-2, A-3, A-7 
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8.1.6 Records Management. Operating units and subsidiaries performing government contracts 
must establish and maintain adequate record management systems. Controls must ensure con-
tract files are adequately maintained during the contract performance period and after the con-
tract is closed. A contract file should include documentation pertinent to the contract, including 
at least the following: solicitation, proposal, cost and pricing data, contract document, change 
orders, if any, and negotiation memoranda. 
Refer to risks: A-1, A-2, A-3, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

8.1.7 Order Processing. Order processing controls must include procedures for identifying govern-
ment orders and orders containing government terms and conditions. Procedures must be es-
tablished to ensure: 

a. All such orders are reviewed and approved prior to acceptance. 
b. The operating unit or subsidiary can fulfill the requirements of the order. 
c. The contract terms and conditions are communicated to the appropriate functions re-

sponsible for compliance. 
Controls must exist to: 

a. Ensure compliance with contract terms. 
b. Identify, negotiate, and process any change orders and potential claims. 

Refer to risks: A-1, A-2, A-3, A-6, A-7, A-9, A-10, A-11 
8.1.8 Delivery Requirements. Each operating unit and subsidiary must have established controls to 

identify orders with specific delivery requirements, including defense priority rated orders, and 
to ensure compliance with all notification and shipment requirements. 
Refer to risks: A-1, A-6, A-10 

8.1.9 Revenue Recognition. Revenue recognition is an accounting principle that outlines the spe-
cific conditions under which revenue is recognized. According to the IFRS criteria, for revenue 
to be recognized, the following conditions must be satisfied: 

a. Risks and rewards have been transferred from the seller to the buyer. 
b. The seller does not have control over the goods sold. 
c. The collection of payment from goods or services is reasonably assured. 
d. The amount of revenue can be reasonably measured. 
e. Costs of revenue can be reasonably measured. 

Refer to risks: A-1, A-2, A-4, A-6 
8.1.10 Invoicing. Controls must be established by each operating unit and subsidiary to ensure that 

invoices to the government are prepared correctly, in accordance with contract terms, and are 
based on accurate and timely information. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-8, A-10, A-11 

8.1.11 Content. Each operating unit and subsidiary must have procedures and controls to properly 
classify and report end products sold to the federal government as either domestic or foreign 
as specified in the Buy American Act, Balance of Payments Programs, the Trade Agreements 
Act of 1979, or other similar regulations. Additionally, these controls must ensure fulfillment 
of all quality assurance, new material, and product substitution requirements of its U.S. gov-
ernment contracts.  
Refer to risks: A-1, A-2, A-3, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

8.1.12 Government Entities Outside the United States. Government units outside the United States 
are subject to the same policies and procedures relative to sales within the United States. 
Refer to risks: A-1, A-2, A-3, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

8.1.13 Non-Commercial Products U.S. Government Contracts. Operating units or subsidiaries must 
seek approval from the CFO prior to entering into a Non-Commercial Products U.S. govern-
ment contract. These types of contracts require specific accounting policies and procedures 
that may be in conflict with existing accounting policies and procedures. 
Refer to risk: A-11 
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Risk If Standard Is Not Implemented 
A-1 U.S. government and SEC reporting regulations may be violated. 
A-2 Civil and criminal fines and penalties against the company and/or individual employees may 

occur. 
A-3 Contract prices may be reduced and/or costs disallowed due to noncompliance, defective pric-

ing, and/or inadequate supporting documentation for reported costs. 
A-4 Financial statements and records may be misstated. Critical decisions may be based upon er-

roneous information. 
A-5 Debarment or suspension from receiving U.S. government contracts may occur. 
A-6 If review procedures are inadequate, appropriate corrective actions may not be initiated in a 

timely manner. 
A-7 Contractual obligations may be accepted which are not within the company’s compliance ca-

pabilities. 
A-8 Costs incurred in excess of funding limitations may not be reimbursed if improper or untimely 

notice is given to the U.S. government. 
A-9 The contract may be terminated for default, and damages sought by the U.S. government. 

A-10 Public embarrassment and damage to the company’s reputation could result from failure, al-
leged or actual, to comply fully with all contract terms. 

A-11 Extensive legal and other costs may be incurred. 
 
8.2 U.S. Government Contracts— Non-Commercial Products 
Introduction 
This section applies to all company operating units and to those subsidiaries which, directly or indirectly, 
provide non-commercial products or services to the U.S. government. Non-commercial products or services 
are developed based on specifications and are not generally items sold to other customers in the normal 
course of business. They are sold based on either fixed price or cost reimbursement contracts. These types 
of contracts should not be entered into without the specific approval of the chief financial officer. 
 
Standard of Internal Control 

8.2.1 Government Property. Operating units possessing property furnished by the U.S. government 
shall use applicable company policies to establish and maintain adequate controls over such 
property’s accountability, use, and disposition as required by the Federal Acquisition Regula-
tion (FAR) and contract terms. Subsidiaries must establish their own government property 
control policies and systems that are consistent with corporate requirements. 
Refer to risks: B-1, B-2, B-4, B-6 

8.2.2 Flow-Down Clauses. Operating units and subsidiaries must have established controls to ensure 
that agreements with subcontractors include all required flow-down clauses. 
Refer to risks: B-2, B-3, B-5, B-6 

8.2.3 Indirect Rates. For cost reimbursement/progress billings, actual indirect rates should be mon-
itored and compared to billing rates. Billing rates should be renegotiated with the U.S. govern-
ment when differences are significant. Indirect rate submissions must be prepared timely and 
submitted and certified in accordance with FAR requirements. 
Refer to risks: B-1, B-2, B-3, B-4, B-5, B-6, B-7, B-8, B-9 

8.2.4 Subcontracts. Operating units and subsidiaries incurring significant subcontract costs shall 
establish procedures to periodically review the progress of work performed by major subcon-
tractors to ensure that: 

a. Payments to subcontractors are made only on the basis of work performed and in ac-
cordance with contract terms. 
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b. Withholdings of payments from the subcontractor are made where appropriate (e.g. 
lack of progress or noncompliance with specifications) and are recorded and accounted 
for properly. 

Refer to risks: B-1, B-4, B-5, B-7 
8.2.5 Cost Accounting Standards. Cost accounting standards (CASs) must be documented and must 

provide for the accurate determination, classification, and accumulation of cost information in 
accordance with federal CAS and other U.S. government requirements. 
Refer to risks: B-1, B-2, B-3, B-4, B-5, B-7, B-8, B-9 

8.2.6 Disclosure Statement. Each operating unit and subsidiary submitting must establish internal 
controls to detect the need for developing and submitting revisions to the disclosure statement 
(including any necessary cost impact statements) whenever changes occur in the operating 
unit’s or subsidiary’s accounting practices. These controls should include notification by the 
controller for each operating unit or subsidiary of any changes to corporate allocations for such 
costs as pension or administrative support, which may require disclosure of a change in ac-
counting practice to the U.S. government. 
Refer to risks: B-1, B-2, B-3, B-4, B-6, B-8, B-9 

 
Risk If Standard Is Not Implemented 

B-1 U.S. government and SEC reporting regulations may be violated. 
B-2 Civil and criminal fines and penalties against the company and/or individual employees may 

occur. 
B-3 Contract prices may be reduced and/or costs disallowed due to noncompliance, defective pric-

ing, and/or inadequate supporting documentation for reported costs. 
B-4 Financial statements and records may be misstated. Critical decisions may be based upon er-

roneous information. 
B-5 Debarment or suspension from receiving U.S. government contracts may occur. 
B-6 If review procedures are inadequate, appropriate corrective actions may not be initiated in a 

timely manner. 
B-7 Costs incurred in excess of funding limitations may not be reimbursed if improper or untimely 

notice is given to the U.S. government. 
B-8 Public embarrassment and damage to the company’s reputation could result from failure, al-

leged or actual, to comply fully with all contract terms. 
B-9 Extensive legal and other costs may be incurred. 

 
8.3 U.S. Government Contracts— Commercial Products 
Introduction 
This section applies to all company operating units (business units, manufacturing divisions, and service 
and support organizations) and to those subsidiaries which, directly or indirectly, provide commercial prod-
ucts or services to the U.S. government. Commercial products are considered “off-the-shelf” items which 
are sold to other customers in the normal course of business. The prices of such products generally are 
negotiated and agreed to be based on certified commercial transaction data. 
 
Standard of Internal Control 

8.3.1 Pricing Policy. Each operating unit or subsidiary must develop and maintain, on file, commer-
cial pricing policies and procedures that define how prices are established and authorized. The 
policy should address customer classifications, discounts and terms, variances from discounts 
and terms, non-invoice transactions, and business to customers of particular interest to the U.S. 
government (i.e. most favored customers and basis of contract award customers). 
Refer to risks: C-1, C-2, C-3, C-5, C-6, C-7, C-8, C-9, C-10, C-11 
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8.3.2 Records Management. If commercial transaction data is submitted to the U.S. government 
during contract negotiation or performance, the operating unit’s or subsidiary’s records man-
agement system shall ensure that data concerning all commercial transactions during the rele-
vant time period(s) are preserved for a period of three years, according to the federal regula-
tions. 
Refer to risks: C-1, C-2, C-3, C-5, C-6, C-7, C-8, C-9, C-10, C-11 

8.3.3 Invoicing. Operating units and subsidiaries must establish adequate controls over invoice com-
pliance in order to adhere to the established pricing policy and contract requirements. 
Refer to risks: C-1, C-2, C-3, C-5, C-6, C-7, C-8, C-9, C-10, C-11 

8.3.4 Pricing Policy Changes. The compliance plan developed and implemented by the operating 
unit or subsidiary should include a process that will ensure the government receives proper 
notification of changes in the pricing policy. 
Refer to risks: C-1, C-2, C-3, C-5, C-8, C-10, C-11 

8.3.5 Exemptions. Operating units and subsidiaries claiming exemptions from submission of certi-
fied cost or pricing data must have controls in place to ensure they meet the FAR requirements 
for the exemption claimed and must maintain adequate documentation to support the basis for 
seeking the exemption. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-8, C-10, C-11 

8.3.6 Sales Classification. Operating units and subsidiaries selling commercial products to the U.S. 
government must maintain adequate data processing systems to provide accurate and complete 
information concerning all commercial and U.S. government sales. These systems must be 
capable of: 

a. Distinguishing between federal government, state government, local government, and 
commercial sales and transactions and identifying sales under GSA (General Services 
Administration) contracts 

b. Properly classifying and identifying each aspect of any sale or transaction (e.g. rebates, 
credits, trade-ins, free goods) 

c. Properly and accurately reporting sales volume by product, customer, category, etc. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-9, C-10, C-11 

8.3.7 Accounting. Operating units and subsidiaries holding contracts which require industrial fund-
ing fees, rebates, or other remuneration must make certain their accounting systems are suffi-
cient to ensure that monies collected from contract users are accurately identified, segregated, 
accounted for, and paid to the government in accordance with the contract. 
Refer to risks: C-2, C-5, C-10, C-11 

 
Risk If Standard Is Not Implemented 

C-1 U.S. government and SEC reporting regulations may be violated. 
C-2 Civil and criminal fines and penalties against the company and/or individual employees may 

occur. 
C-3 Contract prices may be reduced and/or costs disallowed due to noncompliance, defective pric-

ing, and/or inadequate supporting documentation for reported costs. 
C-4 Financial statements and records may be misstated. Critical decisions may be based upon er-

roneous information. 
C-5 Debarment or suspension from receiving U.S. government contracts may occur. 
C-6 If review procedures are inadequate, appropriate corrective actions may not be initiated in a 

timely manner. 
C-7 Contractual obligations may be accepted which are not within the company’s compliance ca-

pabilities. 
C-8 Costs incurred in excess of funding limitations may not be reimbursed if improper or untimely 

notice is given to the U.S. government. 
C-9 The contract may be terminated for default, and damages sought by the government. 
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C-10 Public embarrassment and damage to the company’s reputation could result from failure, al-
leged or actual, to comply fully with all contract terms. 

C-11 Extensive legal and other costs may be incurred. 
 
8.4 Contracts with State and Local Governments and Educational Institutions 
within the United States 
Introduction 
The company and its subsidiaries are suppliers to both state and local governments. Doing business with 
these entities poses unique requirements, remedies, and penalties not encountered in normal commercial 
business. 
 
Standard of Internal Control 

8.4.1 General. Standards of Internal Control 8.1.1 through 8.1.11 relative to government contracts 
are applicable to contracts with U.S. state and local governments. 
Refer to risks: D-1, D-2, D-3, D-4, D-5, D-6, D-7, D-8, D-9, D-10 

8.4.2 Applicable Laws and Regulations. Each operating unit and subsidiary must establish appro-
priate responsibilities, plans, policies, and procedures in order to propose, negotiate, and con-
tract with U.S. state and local governments. The statutory and regulatory requirements of each 
state and local governmental agency must be researched and understood in order to ensure 
compliance prior to the commitment of the company to such contracts. 
Refer to risks: D-1, D-2, D-3, D-4, D-5, D-6, D-7, D-8, D-9, D-10 

8.4.3 Accounting. Operating units and subsidiaries holding contracts which require industrial fund-
ing fees, rebates, or other remuneration must make certain their accounting systems are suffi-
cient to ensure that monies collected from contract users are accurately identified, segregated, 
accounted for, and paid over to the government in accordance with the contract. 
Refer to risks: D-2, D-5, D-10 

 
Risk If Standard Is Not Implemented 

D-1 State and local government reporting regulations may be violated. 
D-2 Civil and criminal fine and penalties against the company and/or individual employees may 

occur. 
D-3 Contract prices may subsequently be reduced due to noncompliance and/or inadequate sup-

porting documentation for reported costs. 
D-4 Financial statements and records may be based upon erroneous information. 
D-5 Debarment or suspension from receiving state or local government contracts may occur. 
D-6 If review of procedures is inadequate, appropriate corrective actions may not be initiated in a 

timely manner. 
D-7 Contractual obligations may be accepted which are not within the operating unit’s or subsidi-

ary’s compliance capabilities. 
D-8 The contract may be terminated for default, and damages sought by the state or local govern-

ment. 
D-9 Public embarrassment and damage to the company’s reputation could result from failure, al-

leged or actual, to comply fully with all terms of a state or local government contract. 
D-10 Extensive legal and other costs may be incurred. 

 
8.5 Contracts with Governments Outside the United States 
Introduction 
The company and its subsidiaries contract with non-U.S. government entities, including quasi-governmen-
tal customers (i.e. government owned industry or multi-government sponsored agencies), all over the world. 
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Standard of Internal Control 
8.5.1 Responsibility. Overall responsibility for compliance to contracts with governments outside 

the United States rests with the Country General Manager with support from the appropriate 
legal department. These individuals shall coordinate all communication and activities with re-
gard to compliance with all government contracts within that country for the company. 
Refer to risks: E-1, E-2, E-3 

8.5.2 Contracting Authorization. Only specific personnel, identified within authorizing resolutions 
approved by the appropriate board of directors, are allowed to commit the company or any of 
its subsidiaries to contracts with governments outside the United States. 
Refer to risks: E-1, E-2, E-3 

8.5.3 Contracting Entity. As a general matter, contracts with governments outside the United States 
must be entered into by the company subsidiary located in that country. Approval of the Tax 
and Legal departments must be obtained prior to the company entering into any contract not 
to be performed entirely within the United States. 
Refer to risks: E-1, E-2, E-3 

8.5.4 Contracting Capabilities. Each operating unit or subsidiary that initiates contracts with gov-
ernments outside the United States must have a program for identifying and fulfilling such 
contracts and orders and ensuring such orders are performed by the appropriate operating unit 
or subsidiary in accordance with contractual requirements. Terms and conditions must be re-
viewed by trained specialists during contract formation. 
Refer to risks: E-1, E-2, E-3 

8.5.5 Risk Mitigation. An operating unit or subsidiary doing business with governments outside its 
own country must fully investigate, with the assistance of specialists, that location’s business 
environment in an effort to mitigate any risks associated with doing business in that country 
(e.g. political instability, distribution channels) and ensure all obligations and regulations are 
met. 
Refer to risks: E-1, E-2, E-3 

8.5.6 Business Conduct. Operating units and subsidiaries must be able to demonstrate employees 
having responsibilities related to government contracting have read and understood the com-
pany’s code of conduct and any supplemental guidelines pertaining to government relations, 
and where appropriate, have signed an affidavit. In particular, employees must adhere to the 
highest standards of ethical conduct in all relationships with government employees and must 
not improperly attempt to influence the actions of any public official. Also, payments of gifts 
shall not be made directly or indirectly to any government official or employee if the gift is 
illegal under the laws of that country or the United States (Foreign Corrupt Practices Act). 
Refer to risks: E-1, E-2, E-3 

8.5.7 Training. Each operating unit and subsidiary performing business with governments outside 
the United States must ensure all personnel involved in this business are appropriately trained. 
A training plan is advisable, along with documentation that training was accomplished.  
Refer to risks: E-1, E-2, E-3 

8.5.8 Self-Audits. Operating units and subsidiaries performing business with governments outside 
the United States will conduct periodic self-audits of this business. 
Refer to risks: E-1, E-2, E-3 

8.5.9 Import/Export Regulations. Operating units and subsidiaries performing business with gov-
ernments outside the United States must fully understand and comply with all applicable im-
port and export laws. Refer to Section 2.2, Export Controls, and Section 4.3, Import Controls.  
Refer to risks: E-1, E-2, E-3 

 
Risk If Standard Is Not Implemented 

E-1 U.S. and/or non-U.S. government laws or regulations may be violated. 
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E-2 Legal action against the company and/or individual employees may be initiated resulting in 
fines which must be paid by the company. 

E-3 Public embarrassment and damage to the company’s reputation could result from failure, al-
leged or actual, to comply fully with all terms of a non-U.S. government contract. 
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Review Questions 
1. The management and fulfillment process for government controls includes which activity?  
  A. Establishing cost accounting standards  
  B. Establishing pricing  
  C. Ensuring new contracts are compliant with state and federal regulatory requirements  
  D. Following revenue recognition rules  
 
2. What is an internal control for government contracts that would reduce the risk that contractual obliga-

tions may be accepted that are beyond the company’s compliance capabilities?  
  A. Invoicing controls 
  B. Revenue recognition controls 
  C. Delivery requirements controls  
  D. Order processing controls  
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Review Answers 
1. A.  Incorrect. Establishing cost accounting standards is not an activity included in the management and 

fulfillment process for government controls. This is an activity of the cost accounting process.  
 B.  Correct. Establishing pricing is an activity included in the management and fulfillment process for 

government controls. Other activities that are part of this process include adhering to delivery re-
quirements and creating the customer invoice.  

 C.  Incorrect. Ensuring new contracts are compliant with state and federal regulatory requirements is 
not an activity included in the management and fulfillment process for government controls. This 
is an activity of the contract compliance for commercial and noncommercial projects process. 

 D.  Incorrect. Following revenue recognition rules is not an activity included in the management and 
fulfillment process for government controls. This is an activity of the cost accounting process.  
 

2. A.  Incorrect. Invoicing controls would not reduce the risk that contractual obligations may be accepted 
that are beyond the company’s compliance capabilities. Invoicing controls involve making sure 
that the invoices to the government are timely, prepared correctly and in accordance to the contract 
terms.  

 B.  Incorrect. Revenue recognition controls would not reduce the risk that contractual obligations may 
be accepted that are beyond the company’s compliance capabilities. These controls are in place to 
ensure that revenue is recognized in accordance to IFRS criteria.  

 C.  Incorrect. Delivery requirements controls would not reduce the risk that contractual obligations 
may be accepted that are beyond the company’s compliance capabilities. Delivery requirements 
controls involve identifying orders with specific delivery requirements and ensuring compliance 
with the shipment. 

 D.  Correct. Order processing controls would reduce the risk that contractual obligations may be ac-
cepted that are beyond the company’s compliance capabilities. These controls include procedures 
for the terms and conditions of orders, which includes reviewing and approving them to see if the 
operating unit or subsidiary can fulfill the requirements of the orders.  

 
 
 
 
 

 



 

 

 
Chapter 9 

Records and Information Management 
 
Learning Objectives 

 Ascertain a characteristic of the general data protection regulation (GDPR) 
 Select an example of company restricted information 

 
Introduction 
Records and information management includes an overview of those controls necessary to adequately pro-
tect the company’s information and for maintaining its critical business records. It is corporate policy that 
only those records required for the operation of the company’s business will be generated, and that such 
records shall be held only as long as there is a recognized business need or legal requirement for their 
retention. When the business need or legal requirement no longer exists, the records will be retained as 
specified by company’s global records retention schedules and will adhere to General Data Protection Reg-
ulations (GPDR) and the HIPAA security rule. 
 
Process Overview 
The diagram below suggests that the foundational elements that support the records and information man-
agement process are Internal Controls and Compliance, Records Management and Classification Standards, 
and Code of Conduct and “Tone at the Top.” 
 

 
 
Metrics 

Table of Metrics 
 Percentage Adherence to Policies and Procedures 
 Number of Training Courses Offered 
 Percentage of Employees Attending Training Courses 
 Number of Compliance Reviews Conducted Annually 
 Number of Issues Found in Self-Audit Programs 
 Number of Process Improvements Identified per Fiscal Period 
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 Value of Compliance Issues Identified per Fiscal Period 
 Value of Noncompliance Fines Paid per Fiscal Period 

 
Application of Internal Control and Definitions  

 Company Confidential (CC)—This classification applies to information intended for use within the 
company or to further its business endeavors. Material requires protection because of its personnel, 
technical, or business sensitivity. Unauthorized release or loss of this information can reasonably 
be expected to harm the company’s business or internal operations. 

 Company Restricted—This classification applies to strategic, corporate-level information provid-
ing the company significant future competitive advantage or causing serious harm to the company’s 
image, stock price, or market share if disclosed. 

 Copy—Any information that is duplicated and is used for reference purposes only. Copies are nor-
mally kept for a short period of time and are never sent to offsite storage. Each employee/contractor 
and business unit is responsible for disposing of their copies within the time frame specified under 
the column “Copy Retention Maximum” as specified on a records retention schedule. 

 Non-Records—Any tangible information that does not typically contain data pertaining to or orig-
inated by the company. Materials are typically used as reference or research tools by the staff and 
include such items as newspapers, periodicals, brochures, public and Internet information, and 
toolkits. 

 Office of Record—Any business unit that is assigned responsibility for maintaining “official” com-
pany records. 

 Official Records—These records are those which are required to be kept to meet statutory, regula-
tory, or contractual requirements, and those kept pursuant to good business practice for periods of 
time as specified in the global records retention schedule. 

 Owner—The term owner is used in this document as a convention to identify an individual or 
business unit who has approved management responsibility for acquiring, maintaining, and con-
trolling “official” company records. All company records must have a defined “owner” or “Office 
of Record.” 

 Ownership—Records are the property of the company and not the property of the individual who 
creates, generates or receives them. 

 Records—In the context of this document, the term record includes all information concerning the 
company’s business whether such information is in paper, photographic, electronic (including an 
individual’s PC, network files, and legacy systems), video, or audio form. Such information may 
be used or stored on or off the premises. 

 
General Data Protection Regulation (GDPR) 
The GDPR was approved and adopted by the European Union (EU) Parliament in April 2016. The regula-
tion took effect after a two-year transition period and, unlike a directive, did not require any legislation to 
be passed by government. GDPR came into force on May 25, 2018. The GDPR not only applies to organi-
zations located within the EU but also applies to organizations located outside of the EU if they offer goods 
or services to, or monitor the behavior of, EU data subjects. It applies to all companies processing and 
holding the personal data of data subjects residing in the EU, regardless of the company’s location. 
 The GDPR applies to personal data, meaning any information relating to an identifiable person who 
can be directly or indirectly identified in particular by reference to an identifier. This definition provides 
for a wide range of personal identifiers to constitute personal data, including name, identification number, 
location data, or online identifier, reflecting changes in technology and the way organizations collect infor-
mation about people.1 

                                                   
1 European Union (EU) General Data Protection Regulation (GDPR), “GDPR FAQs,” accessed January 4, 2019, https://eugdpr. 
org/the-regulation/gdpr-faqs/. 
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The Health Insurance Portability and Accountability Act (HIPAA)  
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) required the Secretary of the 
U.S. Department of Health and Human Services (HHS) to develop regulations protecting the privacy and 
security of certain health information. To fulfill this requirement, HHS published what are commonly 
known as the HIPAA Privacy Rule and the HIPAA Security Rule. The Privacy Rule, or Standards for 
Privacy of Individually Identifiable Health Information, establishes national standards for the protection of 
certain health information. The Security Standards for the Protection of Electronic Protected Health Infor-
mation (the Security Rule) establish a national set of security standards for protecting certain health infor-
mation that is held or transferred in electronic form. The Security Rule operationalizes the protections con-
tained in the Privacy Rule by addressing the technical and nontechnical safeguards that organizations called 
“covered entities” must put in place to secure individuals’ “electronic protected health information” (e-
PHI). Within HHS, the Office for Civil Rights (OCR) has responsibility for enforcing the Privacy and 
Security Rules with voluntary compliance activities and civil money penalties.2 
  
Sub-Processes 
The specific sub-processes included in the records and information management process are: 

9.1 Standards of Internal Control Responsibilities 
9.2 Standards of Internal Record-Keeping Requirements 

 
9.1 Standards of Internal Control Responsibilities 
Standard of Internal Control 

9.1.1 Responsibilities of Global Records Management. Responsibilities for the global records man-
agement process include: 

a. Developing and maintaining global records retention schedules for managing records 
retention and disposition in accordance with GPDR requirements 

b. Communicating these retention requirements to operating units and offering training 
to effectively implement the retention program 

c. Establishing and maintaining worldwide policies, standards, and quality processes to 
ensure authenticity, integrity, and accessibility of all records and information manage-
ment systems 

d. Maintaining a vital records and disaster recovery records program to protect valuable 
records and, in the event of a disaster, ensure the availability of business critical rec-
ords 

e. Conducting annual compliance reviews to encourage good record management prac-
tices 

Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6 
9.1.2 Responsibilities of the Global Records Retention Review Committee. The Global Records 

Retention Review Committee (GRRRC) is comprised of a cross-section of representatives 
within the company, including at least one representative from the legal and finance organiza-
tions. Responsibilities of GRRRC members include: 

a. Reviewing proposed changes or additions to all global records retention schedules to 
ensure all operating, business, and reporting requirements of their organizations are 
accurately reflected in the proposed retention time 

b. Approving proposed changes or additions to all global records retention schedules as 
submitted by the manager of global records management 

Refer to risks: A-1, A-2, A-5 

                                                   
2 U.S. Department of Health & Human Services, HIPAA Health Information Privacy, “Summary of the HIPAA Security Rule,” 
accessed January 13, 2019, https://www.hhs.gov/hipaa/forprofessionals/security/laws-regulations/index.html. 
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9.1.3 Responsibilities of Global Records Management Coordinators. Global Records Management 
Coordinators (GEO-RMC) are those individuals designated at the GEO level to be focal points 
for certain global records management activity. Responsibilities of the GEO-RMCs include: 

a. Identifying storage facilities utilized by company sites for the storage of records 
b. Maintaining a GEO repository of offsite storage inventory sheets 
c. Initiating records dispensation activities in accordance with approved Global Records 

Management procedures 
Refer to risks: A-1, A-2, A-3, A-4, A-6 

9.1.4 Responsibilities of Operating Units. Each operating unit is responsible for: 
a. Providing appropriate protection for those records identified as vital records 
b. Conducting annual compliance audits of its record-keeping practices 

Refer to risks: A-1, A-3, A-4, A-6 
9.1.5 Responsibilities of Cost Center Managers. Cost center managers have responsibility to: 

a. Ensure that their departments comply with company’s records management policy 
b. Follow established standards and guidelines 
c. Inform employees about the policy 

Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6 
9.1.6 Responsibilities of Employees. Each employee is responsible for complying with the com-

pany’s records management policy and following established standards and guidelines. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6 

9.1.7 Responsibilities of Internal Audit. Internal Audit is responsible for reviewing departmental 
compliance with approved global records retention schedules as part of departmental audit 
findings. 
Refer to risks: A-3, A-4, A-6 

 
Risk If Standard Is Not Implemented 

A-1 Noncompliance with government regulation may result in substantial fines, penalties, and/or 
loss of business. 

A-2 The company could be held responsible for negligence, errors, or omissions resulting in finan-
cial loss to its shareholders. 

A-3 Intentional errors or misappropriation of assets could go undetected. 
A-4 The company’s competitive position or reputation could be adversely affected. 
A-5 Legal restrictions and covenants may be violated. 
A-6 Operational efficiency and reliability may be impaired and significantly disrupt the manufac-

turing/business process. 
 
9.2 Standards of Internal Record-Keeping Requirements 
Introduction 
This section recommends the internal record-keeping requirements and classifications that a company 
should consider for the data and records management process. 
 
Standard of Internal Control 

9.2.1 Information Profile. Each business unit must maintain records profile details for records re-
tained within the department. The profile should include the following information: 

a. File name 
b. Record type (official, vital, historical) 
c. Record description/title 
d. Format (paper, electronic, etc.) 
e. Record series code (the alphanumeric code used to designate the appropriate record 

series that a record falls under per the established schedule) 
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f. Security classification 
g. Location/site 

Refer to risks: B-1, B-2, B-3, B-4, B-5, B-6 
9.2.2 Classification. Records are to be filed and indexed in such a way as to maximize their useful-

ness to the company and its employees and to prevent loss or inappropriate disclosure. Infor-
mation should be classified:(i) as either official record or copy and (ii) with an appropriate 
security classification. 
Refer to risks: B-1, B-2, B-3, B-4, B-5, B-6 

9.2.3 Exemptions. Exemptions from normal retention policies can be granted through request and 
approval. 
Refer to risks: B-1, B-2, B-3, B-5, B-6 

9.2.4 Compliance Reviews. Each operating unit should perform an annual compliance review to: 
a. Determine the level of employee understanding of records management policy and 

practices 
b. Ensure appropriate classification and handling of information 
c. Identify any problems that exist with respect to its overall operations 

Refer to risks: B-1, B-2, B-3, B-5, B-6 
9.2.5 Reclassification. “Company Confidential” and “Company Restricted” information may also 

be marked with a reclassification date. When a reclassify date is specified, information will be 
reclassified on that date to Unrestricted Internal Use. If no reclassification date is specified, 
the information retains its classification as marked unless changed by the owner. 
Refer to risk: B-6 

9.2.6 Corporate Clearance Materials. Corporate clearance materials (e.g., speeches, papers, publi-
cations, presentations) that are to be released externally must be reviewed relative to: 

a. the material’s proprietary value to the company, 
b. its potential use by competitors, 
c. the timing of the release, 
d. the currency of the information, and 
e. the consistency of the information with company announcements. 
This review and approval process is coordinated by the corporate communications depart-

ment. 
Refer to risks: B-2, B-3, B-4, B-5, B-6 

9.2.7 Information Protection. Users of information must ensure they are protecting information in 
accordance with all applicable internal control standards and with all relevant company prac-
tices. Appropriate measures should be taken to ensure that any information designated as vital 
is protected from loss and damage to the company. 
Refer to risks: B-1, B-2, B-3, B-4, B-5, B-6 

9.2.8 Terminated Employees. Managers of individuals no longer employed by the company should 
take the necessary steps to ensure that any records generated, maintained, or utilized by that 
employee are handled in an appropriate and timely manner. 
Refer to risks: B-3, B-4, B-6 

9.2.9 Alternative Media Usage. Use of alternative media for the storage of official records must be 
approved prior to implementation. 
Refer to risks: B-1, B-2, B-5, and B-6 

 
Risk If Standard Is Not Implemented 

B-1 Noncompliance with government regulation may result in substantial fines, penalties, and/or 
loss of business. 

B-2 The company could be held responsible for negligence, errors or omissions resulting in finan-
cial loss to its shareholders. 

B-3 Intentional errors or misappropriation of assets could go undetected. 
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B-4 The company’s competitive position or reputation could be adversely affected. 
B-5 Legal restrictions and covenants may be violated. 
B-6 Operational efficiency and reliability may be impaired and significantly disrupt the manufac-

turing/business process. 
 
 See Table 9.1 for examples of classification by type of information and Table 9.2 for protection re-
quirements of physical and electronic records. 
 
Table 9.1 Examples of Classification Category by Information Type 

Company Restricted Company Confidential 
Product roadmaps Employee information: performance appraisals, salary data, spe-

cific personnel case files and data, phone lists, employee rosters 

Strategic plans or forecasts Internal policies 

Corporate-/group-level business plans Unique manufacturing processes, manufacturing specifications, 
pricing/data methods 

Data on mergers and potential acquisitions  Financial data prior to public disclosure 

Reorganizations Customer lists, sales reports, major prospective reports, product 
reports 

Changes in business objectives Trade secrets, division-level roadmaps  
Key manufacturing drawings or other critical technical/design 
data 
Competitive intelligence reports 

 
The examples are intended to aid in the selection of a classification category that most closely approximates the 
information protection needs. The examples are not intended to be all-inclusive or definitive. Choice of the appropri-
ate classification is always based on how the records disclose the information and impact the company. This evalua-
tion may suggest a different category than that illustrated below. 
 
Table 9.2 Protection Requirements for Physical and Electronic Records 

 Classification Category 
Action to Be Taken or Controlled Company Restricted Company Confidential 
Identifying Record Classification identified on cover 

sheet. 
Reclassification date noted as appro-
priate. 

Classification identified on all sheets 
unless the physical size of the record 
or other circumstance makes this dif-
ficult, in which case the first page of 
the record only is marked. Reclassifi-
cation date noted as appropriate. 

a. Electronic file label Classification identified on file label. Classification identified on file label. 

b. External label (portable stor-
age media) 

Classification identified on external la-
bel (optional within admittance con-
trolled data center). 

Classification identified on external 
label. 

c. Video displays (CRTs) Classification identified on first appli-
cation screen. 

Classification identified on each 
screen. 

Disclosure Restrictions At discretion of holder based upon 
need to know. 

No disclosure to others outside infor-
mation community unless permission 
has been received from the owner. 
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 Classification Category 
Action to Be Taken or Controlled Company Restricted Company Confidential 
Access Control Access limited to individuals author-

ized by holder 
Access limited to individuals author-
ized by owner. Each access must be 
logged. 

d. Review of authorizations 12 months 6 months 

e. Change passwords 3 months 3 months 

Copying No copying allowed. Only with permission from owner. 
Owner may elect to provide copy. 

Mail 
a. Internal company mail 
 

At discretion of holder. 
 
 

Only with permission from the 
owner. Owner may elect to provide 
copy. 

b. External mail Double-wrap if mailed through U.S. 
Mail or other external mail service. 

Double-wrap if mailed through U.S. 
Mail or other external mail service. 

Electronic communication (Inter-
nal/External) 

Only to or from secured terminals. 
Use secure communication link or en-
code data. Encoding technique must 
be approved by Information Security 
Services, Information Systems. 

Only to or from secured terminals. 
Use secure communication link or 
encode data. Encoding technique 
must be approved by Information 
Security Services, Information Sys-
tems. 

Storage Locked storage. Locked storage. 

Travel Carried within locked device. Carried within locked device. (Lim-
ited travel when possible.) 

Disposal/Destruction Burn, shred or pulverize. Burn, shred, or pulverize. 

 
Physical records (e.g. paper documents, computer printouts, photographs) will be protected according to the minimum 
requirements defined below. The owner of the information may choose to supplement minimum requirements. 
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Review Questions 
1. The Global Records Retention Review Committee (GRRRC) performs which function? 

A. Identifying storage facilities utilized by company sites for the storage of records 
B. Approving proposed changes or additions to all global records retention schedules  
C. Communicating General Data Protection Regulation (GDPR) requirements to operating units 

and offering training  
D. Maintaining a vital records and disaster recovery records program 
 

2. What is an example of information that is classified as company confidential? 
A. Product roadmaps 
B. Changes in business objectives  
C.  Data on mergers and potential acquisitions 
D. Competitive intelligence reports  
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Review Answers 
1. A.  Incorrect. The Global Records Retention Review Committee (GRRRC) does not identify storage 

facilities utilized by company sites for the storage of records. This is the responsibility of the Global 
Records Management Coordinators (GEO-RMC).  

 B.  Correct. The Global Records Retention Review Committee (GRRRC) approves proposed changes 
or additions to all global records retention schedules.  

 C.  Incorrect. The Global Records Retention Review Committee (GRRRC) does not communicate 
General Data Protection Regulation (GDPR) requirements to operating units and offer training. 
This is the responsibility of the global records management.  

 D.  Incorrect. The Global Records Retention Review Committee (GRRRC) does not maintain a vital 
records and disaster recovery records program. This is the responsibility of the global records man-
agement. 

 
2. A.  Incorrect. Product roadmaps are not classified as company confidential information; they are clas-

sified as company restricted information.  
 B.  Incorrect. Changes in business objectives are not classified as company confidential information. 

This type of information is classified as company restricted information.  
 C.  Incorrect. Data on mergers and potential acquisitions is not classified as company confidential in-

formation. This is a type of information that is classified as company restricted information.  
 D.  Correct. Competitive intelligence reports are classified as company confidential information, 

which is information that is intended to be used within the company and it also requires protection 
due to the sensitive nature of the information.  
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Chapter 10 

Computer, Telecommunications, and Systems Controls 
 
Learning Objectives 

 Pinpoint an example of a process metric for computer, telecommunications, and systems controls 
 Choose what is referred to as the notification and distribution of software 
 Identify a risk of output controls for records management 

 
Introduction  
Computer and telecommunications controls are an integral part of the company’s internal control structure. 
The responsibility for implementing and enforcing these controls resides with application and system own-
ers, users, and service providers. These standards apply universally to all company computing and telecom-
munications environments worldwide, which include personal computers, workstations, computer centers, 
and local area and wide area networks. 
 The internal controls described here should be discussed early in the IT planning process and culminate 
in the implementation of solid IT policies and procedures that allow the organization to have a secure IT 
environment.  
 Establishing internal controls that are part of IT policies and procedures benefits organizations of all 
sizes in various ways. First, internal controls help create a controlled IT environment that is compliant with 
company policies and regulatory requirements. Second, internal controls that are established as part of the 
planning process help IT departments meet the organization’s technology needs more effectively and in a 
timely manner. Finally, IT policies and procedures help executive managers know the role IT plays within 
the organization and how internal controls will be implemented to meet corporate strategic goals. Once 
established, internal auditors can use these policies and procedures as guidelines to examine the effective-
ness of IT operations and assess whether their activities are compliant with internal regulations during audit 
reviews. 
 It is the company’s policy that all employees have access to the information resources necessary to 
perform their job. It has also been a corporate policy that these resources be sufficiently controlled to pro-
vide high integrity, ensure availability, and minimize risk of disclosure, misuse, or loss by either accidental 
or intentional actions. 
 
Process Overview 
The diagram below suggests that the foundational elements of the processes that support computer, tele-
communications, and systems controls are Internal Controls and Compliance, Controls, and Code of Con-
duct and “Tone at the Top.” 
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Metrics  

Table of Metrics 
Systems Metrics 

 Number of Systems with Known Vulnerabilities—Systems that are vulnerable to threats and attacks. 
 Number of SSL Certificates Configured Incorrectly—SSL Certificates provide secure, encrypted commu-

nications between a website and an Internet browser. SSL Certificates are typically installed on pages 
that require end-users to submit sensitive information over the Internet like credit card details or pass-
words. 

 Volume of Data Transferred Using the Corporate Network—Usage of the corporate network. 
 Number of Users with “Super-User” Access Level—Number of users with possible excessive access 

which could put the company at risk. 
 Number of Days to Deactivate Former Employee Credentials—The time to deactivate a former em-

ployee’s system access. 
 Number of Communication Ports Open During a Period of Time—The number of communication ports 

open should correlate to the number of users. 
 Frequency of Review of Third-Party Accesses—Determines how many third parties (non-employees) are 

accessing company systems. 
 Frequency of Access to Critical Enterprise Systems by Third Parties—Determines how many third parties 

(non-employees) are accessing company enterprise or ERP systems. 
 Percentage of Business Partners with Effective Cybersecurity Policies—Determines cybersecurity policy 

compliance. 
 Number of Cloud Applications Used—Determines how many cloud applications are used by a company. 
 Number of SAE Reviews Conducted/Obtained—Highlights the number of SAE 18 reviews conducted or 

results obtained for third-party services provided. 
Process Metrics 

 Online Application Availability—The percentage of time the application is functioning properly. 
 Batch SLAs Achieved—The percentage of key batch jobs that finish on time. 
 Production Incidents—The number of production problems by severity. 

Delivery Metrics 
 Project Satisfaction—The average score from post-project surveys completed by business partners. 
 Project Delivery—The percentage of projects delivered on time. 
 Project Cost—The percentage of projects delivered within the cost estimate. 
 Defect Containment—The percentage of defects contained within test environments. 
 Value and Number of Compliance Issues—Issues reported by fiscal period and the financial impact to 

the company. 
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Organizational Metrics 
 Attrition—The percentage of employees who move to other jobs. 
 Performance Reviews—The percentage of employees with current written reviews. 

Financial 
 IT Budget Variance—Actual costs compared to budgeted costs. 
 IT Resource Cost—The average cost of a technology resource. 

Business Continuity Metrics 
 Percentage of Downtime—Percent of system and application not available. 
 Number of Days to Recovery—The number of days to recover the application and ensure it is available 

to users. 
 Frequency of Business Continuity Plan Tests Performed—How often business continuity plans are 

tested during a defined fiscal period. 
 Service Level Agreement (SLA) Performance—How well a third party is performing and meeting SLA 

objections after recovery. 
 Operational Level Agreement (OLA) Performance—Determine how well an internal department is per-

forming after recovery. 
 Date of Last Plan Update—The date of the last update to a business continuity plan. 
 Number of Cloud Computing Plans Reviewed/Obtained—The number of cloud computing plans re-

viewed per a defined fiscal period. 
 
Application of Internal Controls 
Maintaining effective internal controls within key business process designs, business processes, procedures, 
and financial reporting is a responsibility shared by all employees. This section sets forth specific expecta-
tions for company managers and employees. These standards are intended to help ensure that a strong in-
ternal control environment exists throughout the company. They describe activities that, when imple-
mented, can ensure company assets are protected, financial and other management reports are accurate, and 
there is compliance with company policies and other requirements. 
 These standards should be used to regularly self-assess current processes, system designs, and plans to 
ensure they have appropriate and sufficient controls. The Internal Audit and Internal Controls teams will 
be evaluating adherence to these standards in future internal control assessments. 
 
SAE 18  
If your company is a service organization that performs outsourced services that affect the financial state-
ments of another company, your organization will more than likely be asked to provide an SOC 1 Type II 
Report, especially if the user of your services is publicly traded. 
 Some example services that will require SAE 18 reporting include: 

 Payroll Processing 
 Loan Servicing 
 Data Center/Co-Location/Network Monitoring Services 
 Software as a Service (SaaS) 
 Medical Claims Processor 

  
Sub-Processes 
The specific sub-processes included in the computer systems controls process are: 

10.1 Owners, Users, and Service Providers 
10.2 Physical Security and Environmental Controls 
10.3 Computer Access Control 
10.4 Network Operations and Security Controls 
10.5 Systems Development Methodology 
10.6 Change Management 
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10.7 Computer and Telecommunications Backup for Production Restart/Recovery 
10.8 Disaster Recovery and Business Contingency Planning 
10.9 Input Controls 

10.10 Output Controls 
10.11 Paperless Transactions, Electronic Commerce, and EDI 
10.12 Non-Company Networks and Bulletin Boards 

 
10.1 Owners, Users, and Service Providers 
Introduction 
Three distinct responsibilities—owner, user, and service provider—have been defined to assure that basic 
information protection policies are implemented. Although these roles may be separate, they are sometimes 
performed by the same individual. 
 
Definitions 

 Owner—The company is the sole owner of information resources as well as other company assets. 
The term owner is a convention used to identify an individual who has approved management re-
sponsibility for acquiring and controlling the use and disposition of an information resource. Each 
information systems resource must have a defined owner. If more than one individual can be con-
sidered the owner of an informational resource, then one individual must be designated as the pri-
mary contact. 

 System owner—An individual with approved management responsibility for a physical computer 
or telecommunications system. A system owner may also be a service provider or may contract 
responsibility for operating and managing the system to another company unit or a vendor. 

 Application owner—An individual with approved management responsibility for a specific appli-
cation, including application programs and data. If more than one individual can be considered the 
application owner, then one individual must be designated as the primary contact. 

 User—Individual or group of individuals authorized to use an information resource. 
 Service provider—Individual, department, or vendor who provides owners and users with infor-

mation systems services and is responsible for the operation and maintenance and security of com-
puting and telecommunications hardware and software. 

 Unattended—Out of visual range of the user. 
 
 The company unit or department managers are responsible for ensuring a system owner is assigned for 
all computer and telecommunications equipment, including computer centers, remote processing sites, local 
area networks, workstations, departmental and personal computers, and data storage sites. 
 
Standard of Internal Control  

10.1.1 Assigned System and Application Owners. Company units are responsible for ensuring an 
owner is assigned for each application. Systems shared among multiple departments or busi-
ness groups, may have several application owners but there must be a primary contact. The 
company unit or department managers must maintain up-to-date lists of application owners 
and system owners. 
Refer to risks: A-1, A-3, A-4, A-5 

10.1.2 Application Owner Responsibilities. Application owners have the responsibility to: 
a. Approve application requirements/design or application changes. 
b. Assign security classifications. 
c. Authorize access to application data files or formally approve others to authorize ac-

cess on their behalf. 
d. Acknowledge acceptance of additions or changes to applications. 
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e. Ensure that business recovery plans are prepared, including identification of all neces-
sary backup files for both corporate and third party applications. 

f. Ensure compliance with all local statutory requirements. 
g. Ensure that supported versions of distributed system software are installed and used. 

Refer to risks: A-2, A-7, A-8, A-10, A-21 
10.1.3 System Owners/Service Providers Responsibilities. System owners/service providers have 

the responsibility to: 
a. Provide a physical environment with safeguards against unauthorized removal or de-

struction of data or data processing equipment. 
b. Provide system management controls to maintain operational integrity and security. 
c. Arrange for the backup and retention of critical application data files and programs in 

secure third party locations where normal processing occurs. 
d. Arrange for equipment and/or alternative computing facilities sufficient to meet estab-

lished disaster recovery priorities. 
e. Provide sufficient computer resources to respond to the computing needs of the users 

who operate systems at their facility, department, or local area network. 
f. Ensure procedures exist to comply with agreements for use of licensed software. 
g. Ensure virus detection software is installed, active, and up-to-date on equipment when 

it is used for business, engineering applications, product testing, and/or manufacturing 
processing. 

h. Ensure compliance with all local statutory requirements. 
i. Arrange for the approved system banner to be displayed as part of the logon process. 
j. Escalate any issue regarding noncompliance with the internal control standards to 

management if it cannot be resolved with the system and application owner. 
Refer to risks: A-2, A-6, A-9, A-10, A-12, A-21 

10.1.4 Approved IT Products and Services. Where a global or regional contract is established for an 
IT service or product, that contract will be used unless an approval exception has been granted. 
Refer to risks: A-9, A-12, A-14, A-15, A-16, A-17 

10.1.5 Documented Policies and Procedures. Company units responsible for software development 
or maintenance are responsible for preparing and maintaining detailed data processing policies 
and procedures applicable to the application they are responsible for. The policies and proce-
dures must include: 

a. Criteria for management approval of third party and corporate system changes to move 
software from a test to production status 

b. Documentation standards for system architecture, logical design, and physical design 
c. Software coding standards, which define program structure, guidelines for logic com-

plexity, and data element naming conventions 
Refer to risk: A-11 

10.1.6 User Responsibilities. A user has responsibility to: 
a. Use information resources only for authorized company business purposes. The use of 

these resources for non-business purposes, such as but not limited to, distributing chain 
letters and jokes, private business ventures, advertisements, etc., is prohibited. Like 
any company property, these resources and their use are subject to monitoring and/or 
inspection at any time. 

b. Protect all resources in his/her custody against accidental or unauthorized modifica-
tion, disclosure, or destruction. 

c. Keep passwords secret, change them frequently, and establish ones that cannot be eas-
ily guessed. 

d. Never leave an active session unattended/unsecured. 
e. Notify supervision immediately if there is a suspicion or a possibility that the security 

of company information has been compromised or such an attempt has been made in 
violation of system access policies. 
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f. Ensure that appropriate controls are utilized when becoming an owner. When systems 
are used in an environment outside the original owner’s control, the user becomes the 
owner. 

g. Obtain management approval before using personal devices and applications to pro-
cess company data or information. 

h. Ensure all software installed on company computers/devices is properly licensed. Ille-
gal copies of software must not be received, made, used, or distributed. 

i. Obtain management approval before installing or executing software on company-
owned computers. 

j. Ensure approved virus detection software is installed, active, and up-to-date on all 
workstations assigned for their use. At a minimum each workstation must be checked 
daily, or each time it is used if less than daily. 

k. Periodically back up computer data files, programs, and software to ensure continuity 
of business operations in the event of hardware, software, or application failure or an 
extended outage. 

l. Use only the access processes provided by regional company information systems in-
frastructure units to access computers connected to the company’s internal network. 

m. Identify them on outgoing e-mail messages. Users must not use anonymous remailers 
for company business. 

n. Obtain management authorization before removing computer equipment and data files 
(including those removed for disposal) containing company information. 

Refer to risks: A-9, A-10, A-12, A-18, A-19, A-20 
 
Risk If Standard Is Not Implemented 

A-1 Applications, systems, and personal devices may not be properly maintained and controlled 
without owner sponsorship. 

A-2 Changes and access to applications or systems may not be properly authorized. 
A-3 IT personnel may seek approval for application or system changes from someone other than 

the business process owner. 
A-4 Management personnel may change responsibilities without transferring ownership of appli-

cations or systems. 
A-5 The responsibilities associated with operating and/or maintaining computing and telecommu-

nications facilities may not be clearly defined. 
A-6 Computer equipment may be damaged by fire or natural causes or intentionally damaged by 

unauthorized persons. 
A-7 Backup files may not be available for processing in the event of a disaster. 
A-8 The company’s ability to conduct business may be significantly impaired in the event of a 

disaster at a computer or network site. 
A-9 Adequate resources may not be available to meet business requirements and growth. 

A-10 The company may be liable for misuse or unauthorized copying of proprietary software. 
A-11 The responsibilities associated with operating and/or maintaining system software operations 

and application documentation may not be clearly defined. 
A-12 Business, manufacturing, or engineering systems may become dysfunctional, resulting in 

productivity and revenue losses, or critical data could be destroyed. 
A-14 Operational efficiency and reliability may be impaired and significantly disrupt processing. 
A-15 Volume commitments established in contracts may not be reached. 
A-16 The company may not receive the discounts appropriate for its total level of information tech-

nology purchases. 
A-17 Duplicate infrastructures may be developed, increasing overall company costs. 
A-18 Company information may be disclosed, lost, or contaminated, which may adversely affect the 

company’s competitive position. 
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A-19 Passwords to user computer or network accounts may be disclosed and allow unauthorized 
access to data and programs. 

A-20 Individual accountability may be lost. 
A-21 Local statutory responsibilities may not be met, exposing the company to legal liabilities. 

 
 
10.2 Physical Security and Environmental Controls 
Introduction 
Management may designate certain computing and telecommunications areas as requiring restricted access. 
Access to restricted computing and telecommunications areas must be limited to authorized individuals on 
a need-to-know basis. Examples of restricted areas are product design departments, computer centers, tel-
ecommunications access areas and switch rooms, and network file server locations. 
  
Standard of Internal Control 

10.2.1 Restricted Access. The following control techniques must be employed for these areas: 
a. Physical access to computer and network hardware, software, data, and documentation 

must be specifically authorized by management and restricted to only those personnel 
requiring such access for performance of assigned functional responsibilities. 

Refer to risks: B-1, B-2 
b. All entrances/exits to restricted computing and telecommunications areas must be 

physically secured. 
Refer to risks: B-1, B-2, B-3 
c. All keys, keycards, badges, and combinations used to limit access to restricted com-

puting and telecommunications areas must be confiscated and/or access denied by 
management upon employee termination or transfer. Access lists to these areas must 
be reviewed on at least an annual basis. 

Refer to risks: B-1, B-2, B-3 
d. All physical access to computer hardware, software, data, and documentation by sup-

pliers and vendors must be specifically authorized. All suppliers and vendors must be 
supervised by authorized personnel. 

Refer to risks: B-1, B-2 
e. All removal of computer and telecommunications equipment and data files containing 

proprietary information must be specifically authorized by management, recorded, and 
reconciled. All data files removed must be handled in accordance with their classifi-
cation. 

Refer to risks: B-1, B-2 
10.2.2 Authorized Asset Removal. All removal of computer equipment, telecommunications equip-

ment, and data files (including those removed for disposal) containing company information 
must be specifically authorized by management. All data files removed must be handled in 
accordance with their security classification. 
Refer to risks: B-1, B-2 

10.2.3 Environmental Requirements. Physical computer and telecommunications sites must be pre-
pared and maintained in accordance with the environmental requirements specified by the sup-
plier for the equipment. 
Refer to risks: B-4, B-5, B-6, B-7 

10.2.4 Regular Inventories. Periodic inventories of computer and telecommunications software and 
hardware must be performed on a regular basis and reconciled. 
Refer to risks: B-1, B-2, B-5 

10.2.5 Restricted Access to Consoles. Main computer consoles and network/system management ter-
minals must be accessible to only authorized operations personnel and all console activity must 
be recorded. 
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Refer to risks: B-2, B-3 
10.2.6 Secured Hardware. Telecommunication and computer hardware must not be located in unse-

cured areas that would pose undue risk.  
Refer to risks: B-1, B-2 

10.2.7 Fire Protection. Fire detection, prevention, and extinguishing systems and equipment must be 
installed at computer hardware and telecommunications sites, accessible to trained operations 
personnel, and periodically tested according to company and code specifications. 
Refer to risks: B-1, B-4, B-5, B-7 

10.2.8 Electrical Mishap Protection. All computer and telecommunication hardware must be appro-
priately protected against electrical surges, water damage, and natural disasters based on a risk 
assessment. 
Refer to risks: B-1, B-4, B-5, B-7 

10.2.9 Hardware Location. Computer hardware and telecommunications sites must not be con-
structed or located near any combustible or hazardous areas. 
Refer to risks: B-1, B-4, B-5, B-7 

10.2.10 Clean Hardware Sites. Computer hardware and telecommunications sites must be kept clean 
and free from combustible materials and responsible personnel are to follow acceptable house-
keeping rules. Office areas within these facilities must be avoided and allowed on an exception 
basis only. 
Refer to risks: B-1, B-4, B-5, B-7 

10.2.11 Error Logs. All computer and telecommunications hardware and software problems/errors 
must be recorded, monitored, and analyzed to ensure timely identification and correction. 
Refer to risk: B-6 

 
Risk If Standard Is Not Implemented 

B-1 Computer and telecommunications hardware, software, data, and documentation may not be 
adequately protected from damage or theft. 

B-2 Unauthorized use, disclosure, modification, destruction, or stealing of systems and data could 
occur. 

B-3 Computer and telecommunications hardware may be used by unauthorized personnel to bypass 
normal security and operating controls and gain access to confidential systems and data. 

B-4 Personnel may be subjected to unnecessary physical risk if environmental controls are not 
adequate. 

B-5 Loss of critical data could occur due to improperly installed, maintained, or stored computer 
hardware and storage media. 

B-6 Operational efficiency and reliability may be impaired and significantly disrupt processing. 
B-7 Significant damage or destruction to computer and telecommunications hardware, software, 

and data could occur as a result of inadequate environmental monitoring and control systems. 
 
10.3 Computer Access Control  
Introduction 
Computer access control applies to all information resources: desktops, servers, mainframes, networks, and 
so on. The objective of computer access control is to assure the integrity, availability, and confidentiality 
of company information and the facilities that process, store, or transmit such information. 
 System access controls reduce the risk of information being disclosed, contaminated, misused, or de-
stroyed, whether by accidental or intentional means. It is based upon proper authorization and establishes 
a basis for internal control by enabling separation of responsibility both within and among owner, user, and 
service provider functions (see Section 10.1 for detail on roles/responsibilities of owner, user, and service 
provider). Restricting an individual’s access to resources based upon “need to know” and establishing in-
dividual accountability are essential principles in achieving effective access and internal control. Refer to 
the definitions below to obtain additional details on computer access control. 
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Definitions 
 Access Control—One of the most important internal controls an organization of any size should 

establish is access control—the doorway to all IT systems and corporate resources. Access controls 
specify how the business will monitor its IT resources and how they should be used. The most 
commonly used access controls include user accounts, consisting of passwords and usernames; 
login and resource access rights; and the establishment of privileged system accounts. 

 Login and Access Requests—The username and password allow employees access to a company’s 
network resources. As a result, companies must hold employees accountable for all activity asso-
ciated with their user accounts. For example, employees should not share their passwords with 
anyone, write them down on paper, or store them in their computers or personal devices. If they 
reveal their password to IT support staff, systems must be reset to prompt the employee for a pass-
word change when the user logs into the system again. 
 Furthermore, the user account should be set up to allow employees three login attempts only. 
After the third failed login attempt, the system should disable the account. To reestablish the user 
account, the employee must contact the company’s network administrator or customer service de-
partment. Finally, access requests to network resources should come from the employee’s direct 
supervisor, and the company’s IT policies and procedures should indicate who needs to implement 
all access requests. 

 Remote Access—Remote access extends the network’s boundaries by enabling employees to use 
company resources when working outside the office. Remote access should occur through a remote 
server that allows the creation of user profiles. At least two types of profiles must be created: a 
normal user profile and a user profile for each system administrator. A normal user profile has no 
rights to perform system operations and is given to any non-IT employee who asks for remote 
access or works from a remote location. On the other hand, user profiles for system administrators 
must enable them to run system applications and tools remotely. 
 All remote access requests must come from the employee’s supervisor and should specify the 
kind of access needed and the location where access will take place. In addition, remote access 
connections should use encryption, as well as a time limit for connections that are inactive for 30 
minutes or longer or a company-defined period of time. Furthermore, remote access accounts 
should have a different username and password combination, as well as a password that changes 
for each login activity—a digital access card can be used for this. 
 Finally, the IT department needs to keep track of all remote access connections in a log or 
report. Auditors can use these best practices as a baseline when reviewing whether the IT depart-
ment’s operations are consistent with the company’s strategic plan. 

 Single-Factor Authentication—Authentication methods based on “something you know” where 
the primary method of identifying the user is a password. 

 Two-Factor Authentication—Authentication or identification methods whose information, if cap-
tured, cannot be used by itself for unauthorized individuals to gain entry into a computer system or 
application. Two-factor authentication is based on “something you have plus something you 
know.” It requires processing something that is unique to the individual and a PIN (Personal Iden-
tification Number) that ensures that the individual is indeed who they say they are. Time-dependent 
random number generators and cryptographic techniques are examples of such an authentication 
technique. 
 Owners/service providers of mainframe, midrange, and server computer equipment must ensure 
access control software is installed on the equipment when it is used for business, engineering, or 
research applications, product testing, and/or manufacturing processing. The access control soft-
ware may be part of the computer operating system. 

 
Standard of Internal Control  

10.3.1 Access Control Software. At a minimum, access control software must perform the following 
functions: 
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a. Data files and programs must be protected from unauthorized access and/or alteration, 
theft, or destruction; 

Refer to risks: C-l, C-2, C-3, C-4, C-9 
b. Unique user ID/password verification must be provided to establish individual ac-

countability. 
Refer to risks: C-l, C-2, C-3, C-4, C-5, C-9, C-12, C-17 
c. Access control facilities must provide a means to segregate business functions. Segre-

gating business functions should be done by accessing control software through use of 
groups and profiles. 

Refer to risks: C-l, C-2, C-3, C-4, C-5, C-11 
d. Two-factor authentication must be used for access control to all computer-stored in-

formation classified as Company Confidential or Company Restricted, and for remote 
access to the company’s network. In some cases, single-factor authentication is all that 
is needed. Strength of authentication should be driven by sensitivity of the information 
and the risk of its exposure. When single-factor authentication is implemented, pass-
words should be one-way encrypted. In addition, the software must automatically re-
quire passwords be established and changed in accordance with the following stand-
ards: 
 Password must include at least three of the four following characters: (i) at least 

one numeric character; (ii) at least one special character (/, [,-,+,=,!,#, etc.); (iii) at 
least one lowercase character; and (iv) at least one uppercase character. 

 A password must be a minimum of eight characters in length. 
 A password must be changed at least every 60 days for general users, and 45 days 

for privileged or “super-users” (those with the ability to circumvent system secu-
rity controls). 

 After three unsuccessful password attempts, the user ID must be deactivated until 
reactivated by the security administrator or automated processes established by the 
security administrator and a report is generated to the security administrator. 

 A password must not be reused within a certain time interval (two previous pass-
words). 

Refer to risks: C-1, C-2, C-3, C-4, C-9, C-10, C-12 
e. Access control software must have the ability to automatically create audit trail trans-

actions showing significant security events such as unauthorized attempts (successful 
and unsuccessful) to access information resources, all access to Confidential Con-
trolled data/programs, and all use of privileged or emergency user IDs. 

Refer to risks: C-1, C-2, C-3, C-4, C-9, C-10 
f. The ability to protect audit records from being disabled, modified, or deleted must be 

provided. 
Refer to risks: C-1, C-2, C-3, C-4, C-9, C-10, C-12 

 

Note: 
The password controls with respect to format, length, and expiration are only appropriate for in-
ternal applications and external applications that have access to proprietary information. This 
does not apply to external applications that contain publicly available information. 

 

g. The ability to automatically log off terminals that remain inactive for an extended pe-
riod of time (45 minutes maximum). At minimum inactive terminals that remain 
logged on after scheduled working hours must be logged off either automatically 
through software or manually. Where a workstation is configured to automatically re-
quire a password on power-up, the use of password-protected screensavers, screen 
locks, or new security technologies that may be introduced which force user re-au-
thentication before work resumes may be used in place of automatic logoff during a 
user’s assigned work hours. 
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Refer to risks: C-1, C-9, C-10, C-12, C-13, C-17 
10.3.2 Implementation of Access Controls. Assigned owners of desktop/workstation equipment must 

ensure that the following access controls are in place: 
a. Either physical or software access control must be installed on every desktop/work-

station. For machines containing Confidential Controlled data, access control software 
must be used. For all other classification categories, a physical key lock is sufficient. 

b. Confidential Controlled files must be encrypted on desktops/workstations; Company 
Restricted files must be encrypted if they leave company facilities (such as on a lap-
top). 

c. File sharing must be controlled with access granted only on a need-to-know basis. 
d. Guest” accounts must be controlled such that individual accountability is not compro-

mised and logging software must be installed to report on all access for machines con-
taining Confidential Controlled data. 

Refer to risks: C-1, C-2, C-5, C-9, C-10, C-12, C-18 
10.3.3 Security Administration Procedures. Owners/service providers of computer equipment, in co-

ordination with unit and department managers, must appoint security administrators. The se-
curity administrator function should be segregated from computer operations, systems devel-
opment, and support when practical. Responsibility for managing and controlling the security 
administration function must remain with the company. Periodic reviews of accounts and priv-
ileges assigned by security administrators must be made by management. These procedures 
include: 

a. Establishing each new user account with documented management approval. It is rec-
ommended to use the employee number as the user ID with a unique prefix assigned 
to each country whenever possible. 

b. Granting access to production data files and programs with documented owner ap-
proval. 

c. Controlling the use of software procedures (privileges) that bypass normal access se-
curity controls. 

d. Defining, reporting, and investigating unauthorized access attempts in compliance 
with company/unit/department policies. 

e. Monitoring continued compliance with security standards by regular reviews/audits of 
the facilities they administer. 

f. Monitoring of computer accounts to detect any which have not been used for an ex-
tended period of time (12 months maximum) and verifying the continued need for 
them. 

Refer to risks: C-7, C-8, C-9, C-10, C-13 
10.3.4 Transferred or Terminated Employees. Security administrators, in coordination with Human 

Resources, must establish procedures to maintain computer accounts for users who are trans-
ferred within the company, and to deactivate employee computer accounts upon the em-
ployee’s transfer or termination from the company on a timely basis. Security administrators 
have the authority to delete or activate accounts of terminated employees without reference to 
the owner or the owner’s manager. Procedures must also be in place to detect active computer 
accounts assigned to terminated employees. 
Refer to risks: C-14, C-15 

10.3.5 User Acknowledgment Statement. Security administrators, in conjunction with supervisors, 
must ensure that each system user has a signed user acknowledgment statement on file. The 
statement must indicate that the user is familiar with and understands the corporate policy for 
use of information resources and they acknowledge their responsibility to: use the facilities, 
data, and information only for authorized company business purposes; access only the infor-
mation for which they are authorized; protect the information accessed; and protect their pass-
word exclusively for their own use. 
Refer to risk: C-16 
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10.3.6 Use of Personal Equipment and Devices. Security administrators, in conjunction with super-
visors, must establish the conditions, policies, and procedures whereby personal equipment 
and software can be used for company business. At a minimum the following policies must be 
in place: 

a. All software installed on an individual’s personal equipment in order to facilitate pro-
cessing of company business remains the property of the company. 

b. The individual is personally responsible for protecting the software from license vio-
lation, including unauthorized copying. 

c. Corporate standard virus protection software must be used on personal equipment used 
for company business. 

d. It is the user’s responsibility to verify that licensing conditions are met prior to in-
stalling on personal equipment and that conditions continue to be met as long as the 
software remains on the personal equipment. 

Refer to risks: C-1, C-21 
10.3.7 Application Owner Responsibilities. Application owners’ responsibilities include: 

a. Access to the application and its data to appropriate users must be authorized. Access 
should always be restricted on a need-to-know basis and is restricted to the extent 
information is required to satisfy specific job duties. 

Refer to risks: C-11, C-17 
b. Data files and programs must be classified in accordance to the company’s Information 

Classification System (refer to Information Classification section). Corporate Security 
will assist in final decisions of classification. 

Refer to risks: C-1, C-12, C-17, C-18 
c. Computer-generated reports and online video screens containing confidential or sen-

sitive information must be labeled with the proper company information classification. 
Refer to risks: C-1, C-12, C-18 
d. Confirmation must occur at least annually with user department management on the 

continued need for user’s access. The confirmation process should be conducted with 
the assistance of the security administrator. 

Refer to risk: C-19 
10.3.8 Signed Nondisclosure Statements. Suppliers, contract programmers, and other non-company 

users must be informed of company information security policies and must sign nondisclosure 
agreements as required from company users before they are given direct access to the com-
pany’s computer systems. 
Refer to risks: C-1, C-12, C-17, C-18 

10.3.9 Segregation of Duties. Computer systems or programs are considered in production status if 
relied upon by management for planning, conducting, recording, or reporting business, engi-
neering, or manufacturing operations. Software for production systems may be developed by 
IT departments, end users, or vendors. Production systems may operate on mainframe, depart-
mental, or personal computers or over wide area/local-area networks. The following controls 
must exist to protect production computer software and data files: 

a. Every application and system must have an identified owner who has ultimate respon-
sibility to satisfy application system control and audit requirements. 

Refer to risks: C-1, C-10 
b. Where systems are used in an environment outside the original owner’s control, the 

user becomes the owner and has the responsibility to ensure that appropriate controls 
are utilized. 

Refer to risks: C-1, C-6, C-9, C-12, C-13, C-17 
c. Individual accountability is to be established for all systems activities and information 

processed (e.g. data content, programming, and systems operation). 
Refer to risks: C-1, C-5, C-9, C-20 
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d. Data processing personnel directly supporting the system must be permitted access to 
application programs. 

Refer to risks: C-1, C-6, C-9, C-12, C-17 
e. Control and audit features are to be considered prior to purchase or licensing or, if 

company-developed, during the user requirement phase. These features are to be im-
plemented at the time the system becomes operational. 

Refer to risks: C-1, C-10 
10.3.10 Multiple Systems Access. Supervisors must ensure access granted to multiple systems does 

not compromise segregation of duties.  
Refer to risks: C-11, C-19 

10.3.11 User Password Responsibilities. A user is accountable for all access and resulting actions that 
occur from the use of his or her password. A user must: 

a. Protect a password as a personal possession. 
b. Not share the password except on an emergency basis. When sharing has occurred, the 

user must establish a new password at the earliest opportunity. 
c. Ensure that other individuals do not acquire his/her password by observing keyboard 

entry, access to written copy, overhearing, etc. 
Refer to risks: C-1, C-5, C-9, C-12, C-18 

10.3.12 Assignment of User IDs. In certain extraordinary circumstances it may be appropriate, due to 
business requirements, to assign a user ID to more than one individual. Such assignments are 
subject to the following:  

a. Formal approval of a written business case by the application/data owner and regional 
security administration group. 

b. Each user ID has a single named owner who accepts responsibility for all usage of the 
user ID and ensures that it is used only by authorized people. 

c. The user ID assigned at a group level that the owner can effectively control. 
d. The owner is required to maintain and update a list of all individuals sharing the ID 

and is able to produce this list on request. 
e. The owner of the shared user ID ensures that a new password is assigned when one of 

the shared users no longer has business need for the account. 
f. The shared user ID is not the owner’s individual ID. 
g. The shared ID is restricted only to access applications that were specified and approved 

in the business case. 
h. Confirmation of the continued business need for the shared user ID is performed at 

least annually. 
Refer to risks: C-1, C-5, C-9, C-12, C-18 

 
Risk If Standard Is Not Implemented  

C-1 Company information may be disclosed, lost, or contaminated, which may adversely affect the 
company’s competitive position. 

C-2 Computers that process business, manufacturing, and engineering systems transactions, and 
that perform product testing, may not have adequate access security software, resulting in ac-
cess violations. 

C-3 Computer access security software or operating systems may not provide adequate minimum 
protective or detective security controls. 

C-4 Passwords to user computer or network accounts may be disclosed and allow unauthorized 
access to data and programs. 

C-5 Individual accountability may be lost. 
C-6 Inadequate segregation of duties may result from the combination of system accesses and man-

ual duties. 
C-7 Computer access security controls may not be implemented. 
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C-8 Security administrators may have conflicting duties that would allow them to change access 
security and system processing. 

C-9 Access to production data files and programs may be granted without proper authorization. 
C-10 Unauthorized access attempts may be made on a regular basis without detection. 
C-11 Access to multiple systems by the same user could result in a lack of segregation of functions. 
C-12 Sensitive information may be accessed and/or disclosed to unauthorized personnel. 
C-13 Special access privileges may be granted that result in unnecessary or unauthorized access to 

production data files. 
C-14 Terminated/transferred employees may gain access to and/or damage company data, disrupt 

normal business processing, or disclose sensitive information to outsiders. 
C-15 System access by terminated/transferred employees or accounts assigned to terminated/trans-

ferred employees may not be detected. 
C-16 System users may not understand their responsibilities with regard to use of information sys-

tems. 
C-17 System users may be given access to data files and programs that are not required for their job 

functions. 
C-18 Information stored on computer systems may not be properly protected. 
C-19 Users may change job responsibilities but not change their system access requirements. 
C-20 Engineering, manufacturing, or business applications may become dysfunctional, resulting in 

revenue and productivity losses, or critical data could be destroyed. 
C-21 The company may be liable for misuse or unauthorized copying of proprietary software. 

 
10.4 Network Operations and Security Controls  
Introduction 
The objectives of network operations and security controls include protection from unauthorized network 
use, protection against alteration and unauthorized use of information while in transit through the network, 
and maintenance of the integrity and reliability of network equipment and services. The scope of this section 
includes voice, data, video services, and network components. 
 
Definitions 

 Backbone—A main cable or network segment used to connect smaller network subsets together 
into a larger logical network. 

 External Access—Access to company’s networks from outside company premises. This includes 
accessing a company LAN or a PC on the corporate network from outside company premises. 

 Personal Identification—A unique, non-shared personal identifier that uses one or more of the 
following: 
a. Network access user ID/password combination. 
b. Devices carried by the users that are part of an automatic password changing system and iden-

tify the current network password. Such devices are commonly known as “smart cards.” 
c. Biometrics identifier such as thumbprint, voiceprint, retinal scans, etc.  

 Terminal or Computer Identification—A unique device ID (for either the computer or the termi-
nal) that is electronically supplied on request to the host computer or access point that is being 
accessed. The ID is generated by special hardware in the device itself. 

 Terminal or Computer Location—A location that is known to be an authorized location (e.g. via a 
leased circuit with known endpoints in authorized locations). 

 WAN—Wide Area Network. A network segment that covers a larger area than a Local Area Net-
work (LAN). Usually implies use of common carrier services. 

 
Standard of Internal Control  

10.4.1 Documented Topology. Service providers who operate communications networks must doc-
ument and maintain descriptions of their physical and logical network topology. 
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Refer to risk: D-1 
10.4.2 Approved Protocols and Services. Only tested and approved protocols and services will be 

allowed over company backbone networks.  
Refer to risks: D-1, D-2, D-3 

10.4.3 Network Management. Network service providers must utilize configuration, performance, 
fault, accounting, and security management tools to monitor and manage networks. 
Refer to risks: D-1, D-2, D-3, D-4, D-6, D-7 

10.4.4 Standardized Network Addresses. Network addresses must be obtained and maintained as 
specified in the company network standards. If no standards exist, they need to be developed. 
Refer to risks: D-2, D-3, D-7 

10.4.5 Information Encryption. Users must ensure that any information is encrypted including e-
mail, fax, voice, video, and data classified as Company Confidential when it is transmitted 
over the network. In other words, any information classified as Company Confidential must 
not be transmitted unless it is encrypted. Passwords must be encrypted during network trans-
mission. 
Refer to risks: D-l, D-4, D-5 

10.4.6 Defined Owners. Each network component or service must have a defined owner. 
Refer to risk: D-8 

10.4.7 Network Connection Authorization. Every network connection must be authorized by the 
company unit requesting the connection and the owner of the network segment to which the 
connection is requested. Every network connection must be documented by the owner/service 
provider. Every network connection must adhere to Company Corporate and IT security stand-
ards and practices. 
Refer to risks: D-1, D-4, D-5, D-9 

10.4.8 Accountability for Access. Access to or actions through a network that would compromise the 
security of other units on the network are not to be permitted by any company unit. Company 
units that authorize a non-company person or unit to access the company’s network are ac-
countable for their actions. 
Refer to risks: D-1, D-4, D-5 

10.4.9 Approved Firewalls/Routers. Any network-to-network connections between the company and 
non-company networks will be through approved firewalls/routers. 
Refer to risks: D-1, D-4, D-5, D-9 

10.4.10 Approval and Registration of External Access Points. All external access points into com-
pany’s network must be approved by the geographic Information Technology group. All ex-
ternal access points into the company’s network must be registered with the IT group. 
Refer to risks: D-1, D-4, D-5 

10.4.11 Accountability for Network Security. The network service providers are responsible for mon-
itoring the use of the network, preventing any security deficiencies, and notifying Information 
Security Services if any security deficiencies or misuse of the network are discovered. Addi-
tionally, the proactive corrective action taken to remedy the deficiencies or to prevent the mis-
use from continuing must also be monitored. 
Refer to risks: D-1, D-2, D-3, D-4, D-5, D-6, D-9 

10.4.12 Cellular or Telephone Access (Bring Your Own Device). Any system that requires an access 
code (usually a user ID and password combination) may only be accessed by cellular or port-
able telephones if: 

a. The transmission in the cellular network is encrypted; and 
b. Company Confidential information is not transmitted except as specified in 10.4.14. 

Refer to risks: D-1, D-4, D-6 
10.4.13 Company Restricted or Company Confidential Voice Mail Messages. Voice mail messages 

containing information classified as Company Restricted or Company Confidential should be 
identified as such at the beginning of the message. 



Chapter 10 – Computer, Telecommunications, and Systems Controls 

162 

Refer to risks: D-1, D-4 
10.4.14 Secured Transmission of Company Restricted or Company Confidential Information. Com-

pany Restricted or Company Confidential information must not be discussed or transmitted 
using cellular telephones. 
Refer to risks: D-1, D-4, D-6 

 
Risk If Standard Is Not Implemented  

D-1 The company’s proprietary information may be disclosed or lost, which may adversely affect 
the company’s competitive position. 

D-2 Data may not be accurately or completely transferred. 
D-3 Transmissions may not have adequate error correction. 
D-4 Sensitive information may be accessed and/or disclosed to unauthorized personnel. 
D-5 Proprietary information stored on computer systems may not be properly protected. 
D-6 Proprietary data may be disclosed to unauthorized personnel during transmission. 
D-7 Databases may not contain accurate and complete information after system failure. 
D-8 Networks may not be properly maintained and controlled without network owner sponsorship. 
D-9 Operational efficiency and reliability may be impaired and significantly disrupt processing. 

 
10.5 Systems Development Methodology  
Introduction 
All departments responsible for software development and maintenance must define and document standard 
methodologies that must be used in developing and maintaining application systems. These controls should 
be considered when selecting a third party application for a business solution to ensure that a defined de-
velopment methodology is used. 
 
Standard of Internal Control  
10.5.1 Standard Development and Maintenance Methodologies. The methodology and formality 

employed should be appropriate for the size of the project. 
Refer to risks: E-1, E-2, E-3, E-4 

10.5.2 System Development Methodology Requirements. System development methodologies 
must include the following components: 

a. Systems development projects must be segmented into measurable parts or phases with 
predefined deliverables to ensure the appropriate level of project tracking and control. 

Refer to risks: E-1, E-3 
b. Project team roles and responsibilities must be clearly defined and documented. 
Refer to risks: E-2, E-4 
c. The system development project team, consisting of user, IT, and application owner 

personnel, must approve the completion of each major phase of development prior to 
progression to subsequent phases. 

Refer to risks: E-3, E-4, E-5, E-6 
d. Formal plans must be prepared for system development projects. Development and 

project plans must include activities that result in the following deliverables at a min-
imum: 
 A clear and accurate statement of business purpose and requirements for the pro-

posed system, including the business environment in which it will function. 
Refer to risks: E-2, E-5, E-6 

 A feasibility study identifying possible software solutions and cost/benefit analysis. 
Refer to risk: E-5 

 A detailed logical and physical system design. 
Refer to risk: E-6 
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 Business process design that integrates system design with the business processes 
the new system is intended to support. 

Refer to risks: E-1, E-4, E-5 
 The information confidentiality, integrity, availability, and audit features which are 

to be designed and incorporated into application systems. 
Refer to risk: E-15 

 System and user acceptance testing that will adequately test each system function 
and condition defined by the detailed logical and physical design. 

Refer to risks: E-7, E-8 
 Specifications for conversion to the proposed system that will ensure the integrity 

of processing procedures and data. 
Refer to risk: E-9 

 User procedures that document both the manual and system-supported activities 
required to execute a business process, including how users interact with the system 
and how that interaction is controlled. User procedures should reasonably answer 
questions on system operation, error correction, and control. 

Refer to risks: E-10, E-11, E-14 
 Operations documentation that details how to operate the application system. The 

documentation should include procedures for restarting the application in the event 
of hardware or software failure. 

Refer to risks: E-12, E-13 
 Training to sufficiently enable users to independently operate and control system 

processing. 
Refer to risk: E-14 
e. Provisions must be made to have access to purchase software source code should the 

vendor discontinue support. 
Refer to risks: E-10, E-12 

 
Risk If Standard Is Not Implemented  

E-1 Systems may be implemented which do not meet user requirements or comply with company 
software quality standards. 

E-2 Roles and responsibilities may be unclear, resulting in increased development process times 
or system inadequacies. 

E-3 Systems may be implemented without approval of the system design, proper testing, or con-
version, resulting in erroneous processing. 

E-4 Users may not actively participate in the development process, which could result in incorrect 
decisions during the design and testing phases. 

E-5 Improper selection of data processing solutions to business problems may result from incom-
plete evaluation of alternatives. 

E-6 The system design may not be properly documented and communicated, resulting in uncon-
trolled or erroneous processing. 

E-7 Individual programs and the entire system may not be adequately tested or may not operate as 
intended resulting in erroneous processing. 

E-8 Users may not participate in acceptance of the system. The system may not operate properly 
and may not meet their needs. 

E-9 Data files may not be properly converted to the new system.  
E-10  Users may not be able to recover from processing errors. 
E-11 Users may not be able to process independently of IT or other personnel who developed the 

system. 
E-12 Operations personnel may not be able to operate the system. 
E-13 Operations and/or user personnel may not be able to recover from errors to continue business 

processing. 
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E-14 Improperly trained users may not be able to adequately operate and control the system. 
E-15 Company information may be disclosed, misused, or lost, which may adversely affect the com-

pany’s competitive position. 
 
10.6 Change Management  
Introduction 
Change management allows organizations to plan, schedule, implement, and track modifications to corpo-
rate activities. A formal change management process helps IT departments ensure that the implementation 
of system changes are aligned with business needs. Because of this, companies should document formal 
processes to implement changes in their IT systems. Specific areas to document include laboratory and 
staging areas, communication regarding changes, application development, and internal service-level 
agreements (SLAs). 
 Changes to any production environment, including software, cloud computing, hardware, and operating 
procedures, must be authorized, documented, and tested. These standards of control for the change man-
agement process should also be considered when working with a third party on the implementation of soft-
ware for a business solution. 
 
Definitions 
 Change Management—The reporting, tracking, and resolution of change requests and problem 

reports for all configuration items/units. 
 Promotion/Migration Management—The control of logical and physical movement of code be-

tween testing, quality assurance, and production. 
 Release Management—The notification and distribution of software. Software—Includes all lev-

els of software—application software, operating system software, middleware software, presenta-
tion management software, etc. 

 Status Reporting—The status of configuration items/units is recorded according to a documented 
procedure. This should enable the recreation of an application from various revisions. 

 Version Control—The check-in/check-out or revision management of configuration items/units 
(e.g. process related documentation, software requests, code, operating system software, etc.) 

  
Standard of Internal Control  

10.6.1 Documented Production Environment. System and application owners must document 
whether their environment is a production environment. 
Refer to risk: F-2 

10.6.2 Change Requests. Requests for changes to the production environment must include a busi-
ness purpose or business impact analysis and must be approved by the system and application 
owner(s) impacted.  
Refer to risks: F-1, F-2 

10.6.3 IT Infrastructure, Service Provider, and Cloud Computing Reviews. Requests for changes to 
the production environment must include an IT infrastructure impact analysis, which must be 
reviewed by the service providers impacted. 
Refer to risk: F-8 

10.6.4 Tested Changes. Changes to the production hardware and/or software environment must be 
tested. Tests must include sufficient conditions to ensure the new system configuration oper-
ates as intended. Testing must also include evidence that all requirements were tested to the 
satisfaction of the ultimate users of the system. 
Refer to risks: F-3, F-4, F-5 

10.6.5 Financial Management Review. If the system change will result in the creation of journal 
entries or changes in journal entry account distribution, the change must be approved by finan-
cial management. 
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Refer to risks: F-5, F-6 
10.6.6 Software Configuration Management. Organizations or departments with responsibility for 

hardware or software must document and implement plans and procedures for software con-
figuration management. Software configuration management includes version control, change, 
promotion/migration, and release management and status reporting. 
Refer to risks: F-2, F-4 

10.6.7 System Development Methodology. Organizations or departments with responsibility for 
hardware or software must follow an approved, documented system development methodol-
ogy when making maintenance changes to the production environment. The methodology and 
formality employed should be appropriate for the size and impact of the project. 
Refer to risks: F-4, F-7 

10.6.8 Documented Contingency Plans. Organizations or departments with responsibility for hard-
ware or software must document a contingency plan to be followed in the event the change to 
the production environment is not successful and there are issues with a third-party application. 
Refer to risk: F-7 

10.6.9 System-wide Version Controls. If distributed systems are designed with multiple copies of the 
same programs and data files on more than one computer, system-wide version controls must 
be developed to ensure proper versions of programs and data files are used throughout the 
system. 
Refer to risks: F-1, F-3 

10.6.10 Changes to Vendor Supplied Source Code. The chief information officer (CIO) must approve 
all changes to vendor-supplied source code where such changes are not fully supported by the 
vendor. 
Refer to risks: F-2, F-3, F-4, F-9, F-10, F-11 

 
Risk If Standard Is Not Implemented  

F-1 Erroneous changes or changes resulting in improper use of the system may result from unau-
thorized system changes. 

F-2 Personnel preparing the system change may not adequately evaluate the impact of the change 
on business processing. 

F-3 Changes may not be properly tested and their implementation may result in erroneous system 
processing, impacting those who are dependent on the system, such as manufacturing, our 
customers, business units, local, state, and federal government agencies, etc. 

F-4 Users and operations personnel may not be aware of system changes that could result in erro-
neous system processing. 

F-5 Financial or operational records may be misstated. 
F-6 Improper journal entries and allocations may result from the system change. 
F-7 Users and operations personnel may not be able to recover from a system failure. 
F-8 Personnel preparing the system change may not adequately evaluate the impact of the change 

on the IT infrastructure. 
F-9 The vendor may no longer provide support. 

F-10 When the vendor updates the source code, the source code changes may no longer be possible. 
F-11 Whenever the vendor upgrades the source code, rework will be required to make the changes 

to the source code again. 
 
10.7 Computer and Telecommunications Backup for Production Restart/Recovery  
Introduction 
Organizations, service providers, or departments that operate computer or telecommunications equipment 
are responsible for ensuring that the appropriate system management processes are implemented in accord-
ance with company policies and procedures. System management processes include, but are not limited to, 
restart/recovery, problem management, change management, security, and performance management. 
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Standard of Internal Control  
10.7.1 File Backup. Computer and telecommunications data files, programs, and system software 

must be backed up regularly to ensure continuity of business operations in the event of a hard-
ware, software, or application failure. The backup process is critical for those employees using 
personal devices. 
Refer to risks: G-1, G-2 

10.7.2 File Retention in Accordance with Regulatory or Statuary Requirements. Application own-
ers are responsible for identifying data files that must be retained to comply with regulatory or 
statutory requirements, such as taxing authorities or government contracting agencies. Nor-
mally referred to as history files, they should be stored at a location not subject to the same 
peril as the processing site. 
Refer to risks: G-3, G-4 

10.7.3 Managed Backup Files. Owners/service providers of computer and telecommunications sys-
tems must maintain a system to record and track backup data files and other offline media for 
recovery and retention purposes. 
Refer to risk: G-5 

10.7.4 Authorized Access. Production backup information, including programs, data files, and sup-
porting documentation, must be stored in a secure manner to ensure that unauthorized person-
nel cannot attain access (e.g. physically secured computer or telecommunications rooms, ap-
proved security filling cabinets, and wall units, etc.). 
Refer to risk: G-6 

10.7.5 Documented Policies and Procedures. Personnel responsible for computer and telecommuni-
cations operations must prepare and maintain policies, procedures, and instructions on the op-
eration of the computer or telecommunications equipment and system software. 
Refer to risk: G-7 

 
Risk If Standard Is Not Implemented  

G-1 Programs and information assets could be lost due to failure of hardware, software, application, 
or human error. 

G-2 Files could be lost, erased, or reused in error. 
G-3 Business data files (history files) may not be properly retained according to the records man-

agement policy and could subject the company to fines and penalties. 
G-4 Data files retained for regulatory requirements may not contain complete and accurate data. 
G-5 Backups may not be available and procedures may not be operating as management intended. 
G-6 The ability to continue business operations in the event of an emergency may be impaired. 
G-7 Procedures for the operation and control of computer systems may not be properly communi-

cated or performed. 
 
10.8 Disaster Recovery and Business Contingency Planning  
Introduction 
The objective of disaster recovery and contingency planning for computer systems and telecommunications 
is to ensure the continuance of the company’s applications in the event of unanticipated computer pro-
cessing disruptions such as operational failures or site disasters that destroy or prevent access to the com-
puter or telecommunications equipment, data, and software. 
 The recovery plan is not intended to duplicate a normal business environment, but is intended to mini-
mize the potential loss of assets and keep the company in business. Through decisive action, which is based 
on advanced planning, business disruptions and losses can be minimized. The only applications that may 
be exempt from this standard are those that can be reproduced from other existing information, are not input 
to a critical application, or would incur more expense from following these standards than the application’s 
worth is to the company in the event of destruction by a disaster. 
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Definitions 
 Business Continuity Plan—The business continuity plan is used by organizations of all sizes to 

detail how business will continue if a disaster or emergency occurs. The business continuity plan 
documents all business operational functions by department, employee, and supplier information, 
inventory, emergency procedures, and post-disaster plan. 
 Additionally, applications should be prioritized that are critical to the successful operation of 
the company and acceptable downtime should be determined when establishing business continuity 
plans. The business continuity planning process should encompass the steps needed if a disruption 
in business or a disaster occurs. The plan should consider the business process and IT impacts as 
well as the applications that are maintained in the cloud. 

   The following table is an example of a business continuity plan. 
 

Business Process Considerations (the People) 
1. Document internal key personnel with backups. These are key employees that are integral to the function 

of your business processes. A controller should identify the key employees by each business process. It’s 
important to identify backups. 
 Consider which job functions are critically necessary every day. Think about who fills those positions 

when the primary job-holder is on vacation. 
 Make a list of all those individuals with all contact information, including business phone, home phone, 

cell phone, pager, business e-mail, personal e-mail, and any other possible way of contacting them in an 
emergency situation where normal communications might be unavailable. 

2. Identify who can telecommute. Some people in your company might be perfectly capable of conducting 
business from a home office. 

3. Document external contacts. If you have critical suppliers, contractors, or consultants, build a special contact 
list that includes a description of the company (or individual) and any other absolutely critical information 
about them, including key personnel contact information. Include in your list people like attorneys, bankers, 
IT consultants, and solution providers. This list should include anyone that you might need to call to assist 
with various operational issues. 

4. Document critical equipment and access to ERP Systems. Determine if a copy machine and fax are necessary 
if ERP access is not possible. 

5. Identify critical files and documents. These include articles of incorporation, financial key supplier contracts, 
utility bills, banking information, critical HR documents, building lease papers, and tax returns. Key Point: 
Remember the requirements for HIPAA and GDPR. 

6. Identify your contingency location if needed. This is the place you will conduct business while your primary 
offices are unavailable. Depending on the situation it could be a hotel or telecommuting may be a viable 
option. 

7. Make a “How-to.” It should include step-by-step instructions on what to do, who should do it, and how. Your 
organizations policies and procedures are critical. Public companies can use Sarbanes-Oxley documentation. 
Ensure that business processes are assigned to a “lead” person as suggested in step 1. Key processes should 
be prioritized. 

8. Put the information together. A business continuity plan is useless if all the components are scattered all 
over the company. Each key process business should have an electronic folder (and backup) with all the key 
information. If necessary, the contents of the folder can be printed. 

9. Communicate. Make sure everyone in your company is familiar with the business continuity plan. Hold man-
datory training classes for each and every employee. Schedule refreshers periodically. 

10. Test the plan. All business continuity plans should be tested to make sure all the key components have been 
identified and the plan can be executed. Schedule refreshers of tests of the plan periodically. 

11. Plan to update the plan. No matter how good your plan is, and no matter how smoothly your test runs, it is 
likely there will be events outside your plan. 

12. Review and revise. Every time something changes, update all copies of your business continuity plan and 
initiate the business continuity plan communication process again. With all the changes in technology, it’s 
important to ensure that the plan is never outdated. 

13. Consider next steps. Consider the next steps for recovery and identify what needs to happen to bring the 
organization, region, country, or division back online. 
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 Contingency Planning—The prearranged plans and procedures that critical business functions will 
execute to ensure business continuity until computer and telecommunications facilities are reestab-
lished following a disaster. The table below provides the process steps for developing an IT busi-
ness continuity plan and can be used throughout the contingency planning process. 

 
Developing the IT Business Continuity Plan 

1. Gather all relevant network infrastructure documents, e.g. network diagrams, equipment configurations, 
databases. 

2. Obtain copies of existing IT, application listings, and network plans; if these do not exist, proceed with the 
following steps. Note: Ensure that software as a service (SaaS) or cloud applications are also included in your 
continuity plan. 

3. Identify what management perceives as the most serious threats to the IT infrastructure, e.g. fire, human 
error, loss of power, system failure. 

4. Identify what management perceives as the most serious vulnerabilities to the infrastructure, e.g. lack of 
backup power, out-of-date copies of databases. 

5. Review previous history of outages and disruptions and how the firm handled them. 
6. Identify what management perceives as the most critical IT assets. 
7. Determine the maximum outage time management can accept if the identified IT assets are unavailable. 
8. Identify the operational procedures currently used to respond to critical outages. 
9. Determine when these procedures were last tested to validate their appropriateness. 
10. Identify emergency response team(s) for all critical IT infrastructure disruptions; determine their level of 

training with critical systems, especially in emergencies. 
11. Identify supplier emergency response capabilities; if they have ever been used; if they were, did they work 

properly; how much the company is paying for these services; status of service contract; presence of SLA and 
if it is used. 

12. Compile results from all assessments into a gap analysis report that identifies what is currently done versus 
what ought to be done, with recommendations as to how to achieve the required level of preparedness, and 
estimated investment required. 

13. Have management review the report and agree on recommended actions. 
14. Prepare IT disaster recovery plan(s) to address critical IT systems and networks. 
15. Conduct tests of plans and system recovery assets to validate their operation. 
16. Update plan documentation to reflect changes. 
17. Schedule next review/audit of IT business continuity plan capabilities.  

 
• Critical Application—A critical business application is one that company must have to support 

major revenue activities, movement of goods to customers, a strategic manufacturing process, or 
to fulfill contractual or regulatory obligations. In addition, the application’s avail ability is deemed 
by management to be vital to the continued functioning of company business. Examples of critical 
applications are: customer service support, order entry, inventory control, manufacturing resource 
planning, purchasing, warehouse control, quality assurance, and finance.  

• Disaster—A loss of computing or telecommunication resources to the extent that routine recovery 
measures cannot restore normal service levels within 24 hours, which impacts the company’s busi-
ness significantly. 

• Recovery—The restoration of computing and telecommunication services following an outage re-
sulting from a disaster. 

• Disaster Recovery and Cloud Providers—Niel Nickolaisen, chief technology officer at O.C. Tan-
ner Company, provides the following considerations for developing a disaster recovery plan with 
cloud providers. O.C. Tanner Company, an employee recognition company, develops strategic em-
ployee recognition and reward solutions that help people to accomplish and appreciate great work 
for Fortune 100 companies internationally. He recommends the following considerations. 
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1. The provider must stratify the services provided into different categories. Some services are 
so mission critical that they require redundancy. Other applications are mission critical but 
require recovery rather than redundancy. 

2. The cloud provider must have the ability to test recovery from a disaster. Even if the corpo-
rate chooses not to do such tests internally, there should be available evidence that a provider 
has done it for others. 

3. The cloud provider must demonstrate no single points of failure. The provider should have 
a recovery process which is the equivalent of backing up onto the same server. And as a rec-
ommended best practice, the provider should follow the same checklists and standards of in-
ternal control as recommended in this document. 

4. The cloud provider must be financially viable. 
Vital Business Assessment—A process required to determine what business functions and sup-
porting applications are critical for the company to continue to conduct business in the event 
of a disaster. 

  
Standard of Internal Control  

10.8.1 Recovery Priority. Application owners must classify their application’s recovery priority. This 
priority must be used by computer and telecommunications equipment owners/service provid-
ers to determine the sequence of restarting selected critical corporate and third party applica-
tions in the event of an unanticipated processing disruption. The priority assessment should 
include the following: 

a. Conduct a vital business assessment to quantify the risk in terms of dollars, production 
volume, or other measurable terms due to partial or total loss of processing the appli-
cation. 

b. Assess the lead time between loss of application processing and adverse impact on 
company operations as part of determining acceptable downtime. 

c. Obtain agreement from the company unit management on the classification as to crit-
ical or noncritical. 

Refer to risks: H-1, H-2, H-3 
10.8.2 Alternative Equipment or Facilities. The owners and service providers of computer systems 

and telecommunications, equipment and facilities, in coordination with application owners, 
are responsible for arranging for alternative equipment and/or computing facilities. Disaster 
recovery plans must include the following: 

a. A determination of the most effective alternative processing method for both critical 
and noncritical applications. Alternatives include: 
 Processing at another company site; 
 Third-party solutions provided on cloud computing; 
 Processing at a conditioned site maintained by a recovery site vendor; or 
 Not processing applications until computer equipment and or sites are restored, 

normally reserved for noncritical operations only. 
Refer to risks: H-1, H-2, H-3, H-4 
b. A plan detailing IT and user personnel requirements and special skills needed in the 

event of an unanticipated processing disruption. 
c. Storage of critical computer vital records, replacement forms, supplies, and documen-

tation at an offsite storage facility. Storage at place of residence is not an acceptable 
alternative. Preference should be given to using a professional offsite vendor at a dis-
tance of 4 to 80 miles from storage of the original data. 

Refer to risks: H-1, H-2, H-3, H-4 
10.8.3 Documentation and Testing. Detailed disaster recovery plans must be documented and tested 

at least annually to ensure recovery can be accomplished. Where tests of the full disaster re-
covery plans are found to be impractical due to business conditions or the cost of testing, test 
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plans must be developed and implemented to test portions of the plan. The alternative to a full 
test is a complete paper walkthrough with an audit of the offsite vital records. Application 
owners must participate in the test to certify business recovery capability.  
Refer to risks: H-1, H-4 

10.8.4 Annual Review of Disaster Recovery Plans. System owners/service providers, in conjunction 
with application owners, must review and update the disaster recovery plan at least annually 
or more frequently when significant changes are made to the applications, hardware, or soft-
ware. 
Refer to risk: H-4 

10.8.5 Recovery Time Targets. Owners/service providers responsible for disaster recovery arrange-
ments must specify and publish to users the target times for recovery of: 

a. Mission-critical functions 
b. Normal service 

Users must be informed that no service will be available during the specific recovery 
period. 

Refer to risk: H-4 
10.8.6 Tested Disaster Recovery Plans. Users are responsible for developing and testing their plans 

in conjunction with service providers to continue their business operations during the recovery 
period. Where the plan is to cease operations during this period, this fact must be documented. 
Refer to risk: H-4 

 
Risk If Standard Is Not Implemented  

H-1 The company may incur a severe disruption of engineering, manufacturing, or business oper-
ations if computer or telecommunications equipment owners are not able to recover in the 
event of an unanticipated processing disruption. This risk could be further compounded by the 
lack of the correct vital records in the offsite storage facility. 

H-2 Critical systems may not be recovered first. 
H-3 The company could sustain substantial financial loss and regulatory fines if critical computer 

systems and equipment were severely damaged or destroyed. 
H-4 The disaster recovery plans may not be effective, which would jeopardize the company’s abil-

ity to continue its business. 
 
10.9 Input Controls  
Introduction 
This section recommends the controls for the manual input process into production systems or systems of 
record. 
 
Standard of Internal Control  

10.9.1 Authorized Input. All manually input or interfaced transactions must be properly originated 
and authorized and include evidence of authorization prior to processing. 
Refer to risks: I-1, I-2, I-7 

10.9.2 Sufficient Edits and Validations. Manually input or interfaced data must be subjected to suffi-
cient edits and validations, including duplicate and completeness checks, to prevent or detect 
data input errors. Referential integrity must be enforced before processing a delete transaction.  
Refer to risks: I-1, I-2 

10.9.3 Identified and Corrected Errors. Manually input or interfaced data rejected by application 
system edit and validation procedures must be controlled to ensure that input errors are iden-
tified and corrected, and data is re-input to the system on a timely basis. 
Refer to risks: I-3, I-6 
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10.9.4 Audit Trails. Application systems must provide an audit trail from the input transactions rec-
orded by the system to the source transaction and originating user, third party or system. This 
should include the operator’s identification, and the date and time of each transaction.  
Refer to risks: I-4, I-5, I-7 

 
Risk If Standard Is Not Implemented  

I-1 Unauthorized transactions may be processed. 
I-2 Invalid or erroneous data may be processed and affect operating and/or financial decisions. 
I-3 Rejected input may not be corrected and re-input into the system, resulting in incomplete pro-

cessing. 
I-4 An adequate audit trail may not exist to provide a means of substantiating input transactions. 
I-5 Financial and/or operating personnel may not be able to explain transaction activity or account 

balances. 
I-6 Untimely correction of rejected items may result in incorrect records and financial statements. 
I-7 Individual accountability cannot be established for all input transactions. 

 
10.10 Output Controls  
Introduction 
This section recommends the controls for the output process from production systems or systems of record. 
 
Standard of Internal Control  

10.10.1 Audit Trails. Application systems must provide audit trails which evidence: 
a. All input transaction data, including data received from other systems 
b. Additions or changes to master file or reference table data 
c. Internally generated transactions 
The retention period is determined by business and government requirements. 

Refer to risks: J-1, J-2, J-3 
10.10.2 Identified Transactions. Application system audit trails should provide for unique identifica-

tion of processed transactions to allow them to be traced and vouched through the system. 
Refer to risks: J-1, J-2, J-3 

10.10.3 Report Headings. All online video screens or reports should include sufficient information to 
ascertain their origin, period covered, appropriate titles, completeness, and their information 
classification.  
Refer to risks: J-l, J-2, J-3, J-4 

10.10.4 Distribution of Company Restricted and Company Confidential Information. Owners/service 
providers and application system users must establish and implement procedures to ensure that 
recipients of Company Restricted and Company Confidential reports are appropriately advised 
of their personal responsibility to promptly collect and secure these materials. 
Refer to risk: J-4 

10.10.5 Records Management. Data files, data storage media, and computer reports containing Com-
pany Restricted and Company Confidential information must be controlled and properly de-
stroyed after their useful lives. 
Refer to risk: J-4 

 
Risk If Standard Is Not Implemented  

J-1 Application systems may not produce adequate audit trail, input, or processing reports to con-
trol processing. 

J-2 Erroneous or unauthorized changes to system data may not be detected.  
J-3 System audit trails may not be adequately generated or maintained. 
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J-4 Company Restricted and Company Confidential information may be unintentionally disclosed 
to the detriment of the company. 

 
10.11 Paperless Transactions, Electronic Commerce, and EDI    
Introduction 
Paperless transaction processing refers to a business operation in which electronically processed or stored 
information replaces the traditional paper trail of evidence. Paperless processing control provisions, like 
those for a manual processing environment, are concerned with the authorization, accuracy, completeness, 
and timeliness of transactions. Thus, all relevant business process and application controls apply to all parts 
of the electronic exchange, including telecommunications (internal and external networks), translation, ap-
plication interface, and administration. 
 
Definitions   

• EDI—Electronic Data Interchange (EDI) is the transfer of structured data, by agreed message stand-
ards, from one computer system to another, using an electronic means. 

• Electronic Commerce—Doing business electronically. 
• Paperless Transactions—Any transaction conducted via an electronic means. This could include 

but is not limited to fax, phone, voice response, e-mail, etc. 
• Trading Partner—Any organization with which a trading relationship is established. A trading 

partner can be a third-party company or an internal company organization. 
• Trading Partner Agreement (TPA)—An agreed code of conduct between parties involved in elec-

tronic commerce. It applies only to the electronic interchange of data and not to the substance of 
the message transmitted. It deals with questions of security, verification, and authentication of the 
communicating parties. The purpose of a TPA is to provide a set of rules that set out minimum 
standards with which parties trading electronically will comply. 

 
Standard of Internal Control      

10.11.1 Authorization Integrity. Paperless transactions must include evidence of proper authorization. 
Effective controls must be in place to ensure the integrity of all electronic authorizations. 
Refer to risk: K-1 

10.11.2 Authentic Transaction Sources. Controls must be in place to ensure the authenticity of the 
transaction source. The authentication and security requirements must be defined and agreed 
to by the company and its trading partners (internal or external). It is the responsibility of the 
business process owner initiating the transaction(s) to classify the data and ensure that the 
appropriate control and security requirements are met. 
Refer to risk: K-2, K-7 

10.11.3 Timely Exchange of Transactions. The service provider, whether external or internal, is re-
sponsible for implementing system controls to ensure that paperless transactions are exchanged 
within the period of time agreed to by the business process owner. 
Refer to risks: K-4, K-5, K-8 

10.11.4 Transaction Integrity and Accuracy. The integrity and accuracy of paperless transactions must 
not be altered by either internal or third parties. 
Refer to risk: K-2 

10.11.5 Transaction Integrity and Audit Trails. Each component in the paperless processing system, 
from manual entry and computer operations to application edits and system security, must 
encompass the controls necessary to ensure transaction integrity. In addition, there must be 
adequate audit trails at key points in the transmission path to provide verification of such in-
tegrity and security. 
Refer to risk: K-2 
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10.11.6 Records Management. Retention of paperless transactions must be consistent with the corpo-
rate records management policy. Retention of electronic transactions may require managing to 
ensure that documents are available, authentic, and reproducible. 
Refer to risk: K-3 

10.11.7 Trading Partner (Third Party) Agreements. For paperless transactions involving non-company 
entities, TPAs must be established and approved prior to the initiation of such processing. 
TPAs must be approved by the appropriate legal department and should identify the controls 
for transaction processing as well as trading partner responsibilities, terms and conditions, and 
corresponding liabilities. In the event a TPA cannot be established, the decision to operate 
without an agreement must be documented and approved by the director of the company unit 
initiating the transaction(s). The documentation must include acceptance of the risks associated 
with operating without a TPA. The company unit initiating the transaction(s) is responsible for 
ensuring that a TPA or exception is obtained and kept on file. 
Refer to risks: K-4, K-9 

10.11.8 Value-Added Networks. Where value-added networks (VANs) are utilized, operational, re-
covery, security, and legal liabilities for the integrity of company information must be contrac-
tually defined.  
Refer to risk: K-9 

10.11.9 Approval Electronic Transaction Processing. Each system, such as invoicing, ordering, or re-
mitting payments between the company and suppliers, customers, or contract services, must 
be approved by IT and the business process owner. 
Refer to risks: K-5, K-6 

 
Risk If Standard Is Not Implemented      

K-1 Transactions may not be legitimate, introducing the risk of fraudulent processing and legal 
liabilities. 

K-2 Transaction authenticity or integrity may not be assured, decreasing the reliability of the infor-
mation and also introducing the risk of fraudulent or erroneous processing. 

K-3 Paperless records may not be retained, or securely held, thus introducing risk of information 
loss and possible regulatory penalties. 

K-4 The company may be liable for delayed transactions. 
K-5 Company information may be disclosed, lost, delayed, or contaminated, which may adversely 

affect the company’s competitive position. 
K-6 Business data may be transmitted without proper data processing or accounting controls, re-

sulting in erroneous orders, payments, or purchases exposing the company to fraud and finan-
cial risk. 

K-7 Sensitive information may be disclosed to unauthorized parties. 
K-8 Delayed transactions may introduce the risk of legal liabilities to the company. 
K-9 Responsibilities may be unclear, causing the company to be unnecessarily liable for system 

failure or transaction loss and unable to resolve disputed items, resulting in revenue loss or 
increased liability. 

 
10.12 Non-Company Networks and Bulletin Boards    
Introduction 
A legitimate business may exist for accessing non-company networks and bulletin boards, which are de-
fined as networks and bulletin boards, which are not sponsored or controlled by company. While these 
networks can provide the company with a great deal of valuable information, they also greatly increase the 
risk of exposing the company’s computing resources to individuals outside the company, computer viruses, 
Trojan horses, logic bombs, and other acts of computer sabotage. Authorization to use non-company net-
works and bulletin boards for business purposes is dependent on a legitimate business need and the approval 
of the user’s management. 
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Vulnerability and Threat Management  
One of the main reasons data controls are established is to manage potential software and hardware risks. 
During the IT planning process, organizations should consider the following guidelines: 

1. IT departments should implement a documented process for receiving software updates and secu-
rity patches from vendors. 

2. Companies should draft a test and implementation plan that defines how patches and updates will 
be conducted, and follow established change management protocols. 

3. Organizations should consider conducting an ethical attack at least once per year to verify system 
vulnerabilities, especially if an external website is available to the public. The ethical attack can be 
performed by a third-party vendor or the IT department. 

4. Software and hardware applications should undergo an ethical attack before production. 
 
Definitions  

• Computer Virus—Program that contains software instructions necessary to make replicas of itself 
and insert these instructions in the execution path of other programs without the knowledge or 
permission of the user. 

• Firewalls and Intrusion Detection Systems (IDSs)—In many companies, firewalls serve as the 
main defense against intruders and act as a gateway for all inbound and outbound network connec-
tions. IDS software, on the other hand, helps keep track of network activities. Because of their 
importance, internal auditors working in small and mid-size companies should recommend that IT 
departments implement the following protocols to enhance their use of firewall and IDS tools: 
1. All external Internet protocol connections must take place through the firewall. 
2. The firewall should be set up with a default “deny-all” configuration, give access as needed, and 

document all access requests. 
3. Firewall and IDS configuration changes must follow the change management process. 
4. All change requests must be reviewed by the security staff and approved by senior management 

staff prior to implementation. 
5. All firewall and IDS alarms should be logged and archived daily. 
 Many security breaches can be prevented by using data security protocols like the ones de-
scribed above. Incorporating these best practices can help small and mid-size companies ensure 
that internal controls that safeguard the integrity and privacy of their information are in place. 

• Freeware—Software available through computer bulletin boards and networks at no cost. Patches 
and drivers are not included in this category.  

• Isolated Environment—An environment not connected to a network.  
• Logic Bomb—Code imbedded in a program that is executed if certain conditions are met. The pur-

pose of this code is to commit computer sabotage.  
• Shareware—Software available through computer bulletin boards and networks at a fee that is 

payable after downloading the software. 
• Trojan Horse—A program that masquerades as a legitimate program but in reality harbors code 

that could inflict serious damage to the user’s computer. 
 
Standard of Internal Control    

10.12.1 Direct Interactive Links. Direct interactive links between the company host and non-company 
host systems, used for transfer and remote execution of commands, are allowed only if initi-
ated and controlled by the company. 
Refer to risks: L-1, L-2 

10.12.2 Direct Non-interactive Links. Direct non-interactive links that are used for mail, message, and 
data file transfer are allowed only if incoming and outgoing traffic over these links is con-
trolled by the company. 
Refer to risks: L-1, L-2 
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10.12.3 Activity Logs. Logging of activity via standard accounting procedures must be established 
wherever possible for the purpose of producing audit trails, and must include logons, logoffs, 
attempts to access, and CPU time. In addition, file transfers must be logged and should include 
date, time of transfer, routing information, and file size, wherever possible. 
Refer to risks: L-2, L-3, L-4, L-5, L-6 

10.12.4 Freeware and Shareware Software. Management is responsible for establishing and operat-
ing processes to control the acquisition and use of freeware and shareware. These processes 
must ensure that: 

a. Only software or data required for legitimate business purposes and approved by man-
agement is downloaded. 

b. A cost-versus-risk assessment is performed and management accepts the risks. 
c. Under no circumstances is software designed to remove or circumvent security con-

trols (e.g. password hackers) downloaded. 
d. Any license conditions are complied with and royalties or other product use payments 

made. 
e. Appropriate records are maintained of what software has been obtained and where it 

is used. 
f. Software is thoroughly tested in an isolated environment for both expected and pos-

sible unexpected results before being used in a company network or shared compu-
ting environment. 

g. The agreement of the service provider is obtained before such software is installed. 
Refer to risks: L-7, L-8 

10.12.5 Payments Made by Purchasing. Any payments required for third party applications and li-
censes must be made through purchasing.  
Refer to risks: L-9, L-10, L-15 

10.12.6 Copyright Restrictions. All copyright restrictions on copyrighted materials and any publicly 
available software must be obeyed. Illegal copies must not be received or used. 
Refer to risks: L-10, L-15 

10.12.7 Approved Distribution of Company Restricted and Company Confidential Information. 
Company data and information classified as Company Restricted or Company Confidential 
should not be transmitted or received except in extraordinary cases and then only by using 
encryption techniques approved in advance of the transmission. 
Refer to risks: L-2, L-11 

10.12.8 Access to Non-Company Networks and Bulletin Boards. Noncompany networks and bulletin 
boards may be accessed only for company business purposes. Users may not use non-com-
pany networks and bulletin boards for private purposes. 
Refer to risks: L-12, L-13, and L-14 

10.12.9 “One Face to the Customer.” When posting to bulletin boards and Internet Usenet groups, or 
participating in an e-mail discussion group through mail-list services, users should consider 
the company’s “One Face to the Customer” effort, which emphasizes the importance of speak-
ing to our customers and business partners with a single, unified message. 
Refer to risks: L-13, L-14 

10.12.10 Unauthorized Access. Users should not attempt to access computing resources on non-com-
pany networks and bulletin boards for which they do not have authorization. 
Refer to risks: L-15, L-16 

10.12.11 Anonymous Remailers. Users must not use anonymous remailers, or take any other action to 
attempt to disguise the regular identification attached to outgoing e-mail messages. 
Refer to risks: L-13, L-14 

10.12.12 Accurate Representation of Positions and Responsibilities. Users should not represent in 
their electronic communications that they hold positions or have responsibilities within the 
company that are different from their actual positions. 
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Refer to risks: L-13, L-14 
10.12.13 Intranet Usage. Web page written for distribution over company’s intranet must not contain 

information classified as Company Restricted unless it is encrypted during transmission and 
requires two-factor authentication. 
Refer to risks: L-1, L-2 

 
Risk If Standard Is Not Implemented    

L-1 Unauthorized use, disclosure, modification, or destruction of systems and data could occur. 
L-2 Company information may be disclosed or lost, which may affect the company’s competitive 

position. 
L-3 Computers that process business, manufacturing, and engineering system transactions, or that 

perform product testing, may not have adequate access security software. 
L-4 Computer access security software or operating systems may not provide adequate minimum 

protective or detective security controls. 
L-5 Passwords to user computer accounts may be disclosed and allow unauthorized access to data 

and programs. 
L-6 Unauthorized access attempts may be made on a regular basis without detection. 
L-7 Programs and/or command files containing destructive code such as computer viruses, Trojan 

horses, logic bombs, etc. may be introduced into company computing resources. 
L-8 Implementation of the software may result in erroneous system processing. 
L-9 The source of the software may not be legitimate. 

L-10 Copyright law or a standing licensing agreement, which the company has with a vendor, may 
be violated. 

L-11 Sensitive information may be accessed and/or disclosed to unauthorized personnel. 
L-12 Adequate computing resources may not be available to meet business requirements. 
L-13 Communications may not accurately depict the company, its business activities, its products, 

or its services. 
L-14 Communications may not be consistent and properly representative of the company. 
L-15 Company may be liable for misuse or unauthorized copying of proprietary material. 
L-16 The company may be liable for the misuse of computer resources. 
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Review Questions 
1. Which of the following is an example of a delivery metric used for computer, telecommunications, and 

systems controls? 
  A. Number of cloud computing plans reviewed or obtained 
  B. Frequency of review of third-party accesses  
  C. Value and number of compliance issues  
  D. IT budget variance 

 
2. System owners/service providers have what responsibility? 
  A. Authorizing access to application data files  
  B. Assigning security classifications 
  C. Approving application requirements and designs or application changes  
  D. Providing system management controls to maintain operational integrity and security  

  
3. What is not a responsibility of a user? 
  A. Ensuring software on company computers is properly licensed  
  B. Using information resources for authorized purposes only 
  C. Using anonymous remailers for company business  
  D. Getting management approval before installing software on company-owned computers 
 
4. User department management must confirm the continued need for a user’s access at least __________. 
  A. Weekly 
  B. Monthly 
  C. Quarterly 
  D. Annually 

 
5. What is one of the main risks if the internal control that network addresses must be obtained and main-

tained according to company network standards is not implemented? 
  A. Sensitive information may be accessed by unauthorized personnel 
  B. Operational efficiency may be impaired 
  C. Proprietary information may be disclosed or lost 
  D. Transmissions may have inadequate error correction  

 
6. If an authorized access internal control is not implemented, what is one of the main risks the company 

faces? 
  A. Impairment of the ability to continue business operations in the event of an emergency 
  B. Lost, erased, or reused files 
  C. Unavailable backups and incorrect procedures  
 D. Lost programs and information assets due to the failure of hardware, software, application, or 

human error 
 

7.  What is not a characteristic of a disaster recovery and business contingency plan? 
  A. It is used by organizations of all sizes  
  B. It is intended to duplicate a normal business environment 
  C. It includes documenting external contacts such as critical supplies, contractors, or consultants 
  D. It includes key employees for each business process 
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Review Answers 
1. A.  Incorrect. Number of cloud computing plans reviewed or obtained is not an example of a delivery 

metric used for computer, telecommunications, and systems controls. Instead, this is a business 
continuity metric.  

 B.  Incorrect. Frequency of review of third-party accesses is not an example of a delivery metric used 
for computer, telecommunications, and systems controls. Rather, this is a systems metric.  

 C.  Correct. Value and number of compliance issues is an example of a delivery metric used for com-
puter, telecommunications, and systems controls. This metric shows the issues reported by the fis-
cal period and the financial impact to the company.  

 D.  Incorrect. IT budget variance is not an example of a delivery metric used for computer, telecom-
munications, and systems controls. Instead, this is a financial metric. 

 
2. A.  Incorrect. Authorizing access to application data files is not one of the many responsibilities of 

system owners/service providers. This is the responsibility of the application owner.  
 B.  Incorrect. Assigning security classifications is not one of the many responsibilities of system own-

ers/service providers, instead this is the responsibility of the application owner. 
 C.  Incorrect. Approving application requirements and designs or application changes is not one of the 

many responsibilities of system owners/service providers, rather this is the responsibility of the 
application owner. 

D. Correct. Providing system management controls to maintain operational integrity and security is 
one of the many responsibilities of system owners/service providers.  

 
3. A.  Incorrect. Ensuring software on company computers is properly licensed is a responsibility of a 

user. It is prohibited to receive, make, use, or distribute illegal copies of software.  
 B.  Incorrect. Using information resources for authorized purposes only is a responsibility of a user. A 

few examples of non-business purposes include distributing chain letters or jokes, private business 
ventures, and advertisements.  

 C.  Correct. Using anonymous remailers for company business is not a responsibility of a user. In-
stead, the user must be identified on outgoing e-mail messages.  

 D.  Incorrect. Getting management approval before installing software on company-owned computers 
is a responsibility of a user. In order to protect the company and its computer equipment, it is 
necessary to get approval before installing any type of software.  

 
4. A.  Incorrect. User department management does not need to confirm the continued need for a user’s 

access weekly. This confirmation does not need to occur that frequently.  
 B.  Incorrect. User department management does not need to confirm the continued need for a user’s 

access monthly. This confirmation does not need to occur that frequently. 
 C.  Incorrect. User department management does not need to confirm the continued need for a user’s 

access quarterly. This confirmation does not need to occur that frequently. 
 D.  Correct. User department management does need to confirm the continued need for a user’s access 

at least annually. This confirmation process should also include the assistance of the security ad-
ministrator.  

 
5. A.  Incorrect. Sensitive information being accessed by unauthorized personnel is not one of the main 

risks if the internal control that network addresses must be obtained and maintained according to 
company network standards is not implemented. This is a risk if internal controls are not in place 
for the following: secured transmission of company restricted or company confidential information, 
cellular or telephone access, approval and registration of external access points, accountability for 
network security, approved firewalls/routers, accountability for access, network connection author-
ization, information encryption, and network management.  
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 B.  Incorrect. Operational efficiency being impaired is not one of the main risks if the internal control 
that network addresses must be obtained and maintained according to company network standards 
is not implemented. This is a risk if internal controls are not in place for the following: accounta-
bility for network security, approved firewalls/routers, and network connection authorization.  

 C.  Incorrect. Proprietary information being disclosed or lost is not one of the main risks if the internal 
control that network addresses must be obtained and maintained according to company network 
standards is not implemented. This is a risk if internal controls are not in place for the following: 
secured transmission of company restricted or company confidential information, cellular or tele-
phone access, accountability for network security, and network management.  

D. Correct. Transmissions having inadequate error correction is one of the main risks if the internal 
control that network addresses must be obtained and maintained according to company network 
standards is not implemented. Other risks include data inaccurately transferred or not completely 
transferred and databases not containing accurate and complete information in the event of sys-
tem failure.  

 
6. A.  Correct. Impairment of the ability to continue business operations in the event of an emergency is 

one of the main risks a company faces if authorized access internal controls are not implemented. 
These controls involve the securing of production backup information so unauthorized personnel 
do not have access.  

 B.  Incorrect. Lost, erased, or reused files is not one of the main risks a company faces if authorized 
access internal controls are not implemented. The control to implement in order to deter this risk is 
a file backup control.  

 C.  Incorrect. Unavailable backups and incorrect procedures are not one of the main risks a company 
faces if authorized access internal controls are not implemented. The control to implement in order 
to deter this risk is a managed backup files control.   

D. Incorrect. Lost programs and information assets due to the failure of hardware, software, applica-
tion or human error is not one of the main risks a company faces if authorized access internal con-
trols are not implemented. The control to implement in order to deter this risk is a file backup 
control.  

 
7. A.  Incorrect. The use by organizations of all sizes is a characteristic of a disaster recovery and business 

contingency plan. 
 B.  Correct. The intent to duplicate a normal business environment is not a characteristic of a disaster 

recovery and business contingency plan. Although it is not intended to duplicate a normal business 
environment, it is intended to minimize the potential loss of assets and keep the company in busi-
ness.  

 C.  Incorrect. A characteristic of a disaster recovery and business contingency plan is that it includes 
documenting external contacts such as critical supplies, contractors, or consultants. 

D. Incorrect. One of the main parts of a disaster recovery and business contingency plan is that it 
includes key employees for each business process. 
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Chapter 11 

Protection of Assets: Human, Physical, and Intellectual 
 
Learning Objectives 

 Discern an activity that is part of the security framework and asset classification process 
 Spot an intellectual property metric for the protection of company assets 

 
Introduction 
This section includes the functions necessary for all members of management to effectively fulfill their 
responsibility to secure the company’s assets and employees, maximize profitability, and enhance the 
maintenance of business continuity. All policies, procedures, and practices implemented to fulfill these 
standards must be based on compliance with local laws and practices that may be specific to a particular 
site or business process. (e.g. Payroll, Treasury, Accounts Payable, etc.) 
 
Process overview  
The diagram below suggests that the foundational elements that support the protection of human, physical, 
and intellectual assets are Internal Controls and Compliance, Security Framework, and Code of Conduct 
and “Tone at the Top.” 
 

 
 
Metrics   

Table of Metrics 
Security Metrics 

• Number of Corporate Facilities 
• Number of Security Policies, Standards, Procedures, and Metrics with Committed Owners 
• Percentage Compliance with Security Policies, Standards, Procedures, and Metrics 
• Company Employee Security Awareness Level 
• Number and Severity of Findings in Audit Reports and Self-Assessments 
• Number of Internal Controls Identified 
• Percentage of Internal Controls Tested 
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• Number of Security Incidents Reported per Fiscal Period 
• Time Lag Between Incident and Detection 
• Number of Nuisance Alarms 
• Security Cost as a Percentage of Total Company Revenue 
• Number of Safety Hazards Proactively Identified and Eliminated annually 
• Number of Failed Responses to Issues Identified by Security 

Intellectual Property 
 Number of Background Checks Conducted for New Hires 
 Time Spent per Employee in the Innovation Process 
 Cost to Support Innovation Initiatives 
 Number of New Products, Services, or Inventions Generated Annually 
 Revenue Generated from Sales of Products Using Patented Assets 
 Revenue Opportunities Generated from Licensing New Products 
 Revenue Loss from Violations of Non-Disclosure Agreements 

 
Application of Internal Control 
All policies, procedures, and practices implemented to fulfill these standards must be based on compliance 
with local laws and regulatory requirements and practices that may be specific to a particular site or com-
pany unit. 
  
Sub-Processes 
The specific functions in this section are: 

11.1 Security Framework 
11.2 Perimeter Security 
11.3 Interior Security 
11.4 Protecting Intellectual Property 

 
11.1 Security Framework  
Introduction 
Management must designate a specific employee (or employees) to be responsible for the administration, 
maintenance, and implementation of the local security program and implement a tracking and reporting 
process for reporting and correcting issues. 
 
Standard of Internal Control  

11.1.1 Security Program Administration. Management must designate a specific employee (or em-
ployees) to be responsible for the administration, maintenance and implementation of the local 
security program. 
Refer to risks: A-2, A-5 

11.1.2 Physical Security Personnel. Management should ensure that security personnel or those 
providing security functions are appropriately prepared for discharging their responsibilities 
by: 

a. Having a documented training program, including any specialized training that is ap-
propriate for the site or company unit 

b. Consistently and uniformly applying and supporting security procedures 
c. Having a written agreement, consistent with these standards and approved by the Le-

gal, Risk Management, and Worldwide Corporate Security, that defines performance 
expectations whenever contract guard services are being used 

d. Conducting a pre-employment and drug screening process (e.g. interview of refer-
ences, criminal records check, and confirmation of education and prior employment) 
in accordance with appropriate national and local laws 
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Refer to risks: A-2, A-4, A-5, A-8 
11.1.3 Security Guidelines. These standards must be used to form the basis of all security programs. 

All security guidelines and procedures must be maintained and available to all affected em-
ployees. All policies and procedures related to security must be submitted to corporate security 
for approval. Issues arising from this approval process will be referred to the director of cor-
porate security for resolution. 
Refer to risks: A-2, A-3, A-5, A-6, A-7 

11.1.4 Incident Reporting. Management will develop procedures for documenting and reporting in-
cidents (e.g. fraud, theft, embezzlement, or unlawful or unethical practices or conditions) that 
result in the actual or potential loss of company assets. Additionally, serious operational secu-
rity incidents or high-profile losses must be reported promptly to corporate security. The re-
porting process must be linked with the company’s Security Incident Reporting System to 
provide updates to corporate security and, through internal audit, provide updates to the board 
of directors. 
Refer to risks: A-2, A-5, A-6, A-7 

11.1.5 Security and Related Forums. Security and related personnel will participate with corporate 
security in formally established geographic and/or divisional security forums to discuss secu-
rity issues, risks, and appropriate countermeasures. 
Refer to risks: A-2, A-5, A-8 

11.1.6 Identification of Key Assets. Management will develop and implement an annual process for 
identifying the key assets entrusted to their organization. The process should include discus-
sions with other appropriate organizations (e.g. technical and business intelligence, other or-
ganizations involved in the business process). The assets considered should include physical 
assets, information systems, intellectual property, and proprietary information. An asset should 
be considered as key if the loss of or inability to use the asset would significantly impact rev-
enue or the ability to meet customers’ needs and/or maintain a competitive position. The char-
acterization of critical assets should include: 

a. Description 
b. Function in the business (how asset is used) 
c. Why the asset has value (e.g. essential for operations, competitive advantage) 
d. Description of the form(s) 
e. Who uses the asset 
f. Where the asset is located 
g. How access to or use of asset is controlled 
h. How security is maintained 
i. Recovery process in the event the asset is compromised, destroyed, or stolen 

Refer to risks: A-5, A-6 
11.1.7 Key Asset Security. The process for identification should also include controlled distribution 

of this confidential information to appropriate personnel to ensure consistent and comprehen-
sive awareness of those assets which require special security consideration. The identification 
of these assets will be the basis of the entire risk profile and the business continuity plan. 
Refer to risks: A-5, A-6 

 
Risk If Standard Is Not Implemented  

A-2 Security for company employees and visitors may be inadequate. 
A-3 The disaster/emergency plans may not be effective. 
A-4 Improperly trained security personnel may not be able to adequately respond to a situation/in-

cident requiring their involvement. 
A-5 Company assets, such as product, property, material, and technology, may be stolen, dam-

aged, or otherwise compromised. 
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A-6 Unauthorized access to and/or disclosure of proprietary information could adversely affect 
the company’s competitive position and reputation. 

A-7 The company’s ability to conduct business may be significantly impaired. 
A-8 Security response to major incidents may be slow and ultimately impede resolution. 

 
11.2 Perimeter Security  
Introduction 
In defining perimeter security, all company and subsidiary locations (including any unimproved or appar-
ently unused land), whether leased or owned, must display appropriate notice(s) identifying the premises 
as company property with access and activities restricted to company business. 
  
Standard of Internal Control  

11.2.1 Identification of Company Property. The placement and wording of the notices(s) should be 
appropriate and consistent with any applicable lease provisions and with local legal require-
ments regarding trespassing and liability statutes. 
Refer to risks: B-1, B-5, B-8 

11.2.2 Physical Security Measures. All facilities used by company must be designed to protect 
against unauthorized entry, theft, property damage, and injury to personnel. Techniques shall 
be consistent with the standards and may include but are not limited to: 

a. Electronic access control 
b. Intrusion detection system 
c. Interior detection 
d. Protective fencing for utilities, electrical substations, chemical storage, communica-

tion equipment, and other vital areas.  
e. Exterior protective lighting that provides daylight visibility of CCTV recordings 
f. Local remote alarm system monitoring 
g. Security personnel as required 
h. Alarm and emergency response capabilities 
i. Key asset areas afforded increased protection 

Refer to risks: B-1, B-2, B-3, B-4, B-5, B-6 
11.2.3 Employee Access. Employee access to sites and facilities shall be controlled. These controls 

shall be by visual acceptance (Security Officer, Reception, or site-responsible person) of the 
employee’s corporate identification badge or by Electronic Access Control. Site procedures 
for controlling company employee access shall address the following issues: 

a. Days and hours when access is permitted 
b. Business justification for being onsite 
c. Use of non-disclosure and confidentiality agreements 

Refer to risks: B-1, B-2, B-4 
11.2.4 Non-Employee Access. Non-employees (e.g. contractors, contract employees, joint venture 

employees, company retirees, visitors, subsidiary employees, or suppliers) shall have business 
justification for entering the site, shall be granted explicit access authorization, and shall have 
controlled access to the site. Site procedures for controlling non-employee access must address 
the following issues: 

a. Days and hours when access is permitted 
b. Business justification for being onsite 
c. Use of non-disclosure and confidentiality agreements 
d. Company host responsibility for non-employee’s access to the site 
e. Authorized personnel who can grant non-employee access to a specific site 

Refer to risks: B-1, B-2, B-3, B-4, B-5, B-6, B-7 
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11.2.5 Property Control Procedures. The intent of this standard is to describe specific standards re-
lated to controlling physical assets while individuals are entering and leaving the premises. 
Management will establish property control policies and procedures including: 

a. Paper or electronic removal documentation with sufficient information (e.g. asset num-
ber, individual charged with responsibility, time period asset will be off-premises) to 
account for the whereabouts of corporate assets assigned to individual employees 

b. Paper or electronic documentation that tracks non-company assets (e.g. tools and 
equipment) that are brought on premises to ensure accountability for the asset when it 
is removed from the premises 

c. Inspection procedures appropriate for the site to assist in the safeguard of assets 
d. An audit process to verify the effectiveness of controls 

Refer to risk: B-2 
 
Risk If Standard Is Not Implemented  

B-1 Unauthorized or unlawful entry may be attempted or made into company premises without 
detection. 

B-2 Company assets, such as product, property, material, and technology, may be stolen, damaged, 
or otherwise compromised. 

B-3 Records and data may be destroyed, stolen, or altered by unauthorized individuals. 
B-4 Unauthorized access to and/or disclosure of proprietary information could adversely affect the 

company’s competitive position and reputation. 
B-5 Security for company employees and visitors may be inadequate. 
B-6 The company’s ability to conduct business may be significantly impaired. 
B-7 Required documentation of non-employee access to company property will not be maintained. 
B-8 Inability to respond to security incidents. 

 
11.3 Interior Security  
Introduction 
A person shall be in possession of only one company-issued corporate identification badge. Persons who 
have not been issued permanent identification shall be issued a visitor/temporary badge for entry to com-
pany sites and facilities. Temporary identification badges may also be issued to employees and non-em-
ployees who are not immediately in possession of their permanent badge. Visitor/temporary identification 
badges shall have the holder’s name or a number designation that is traceable to the holder. When entering 
a company site facility, the company-issued identification may only be used by the person whose name and 
image (if applicable) are printed on the badge. Identification badges must be visible at all times while on 
company property. 
 
Standard of Internal Control  

11.3.1 Identification Badges. Management shall implement procedures for issuance of identification 
badges for site access control (e.g. visual or electronic) to all employees and non-employees. 
There shall be only two groups of identification badges used for access control: photographic 
permanent and daily visitor/temporary. Permanent photo identification badges shall be pro-
duced by the company security system and include on their face the badge holder’s image, 
name, and company. Identification badges may include electronic data, corporate logos, insig-
nias, and designations. 
Refer to risks: C-1, C-2, C-3, C-4, C-5 

11.3.2 Identification Badges (Cont’d). A web page titled “Company Issued Identification Badges” is 
available and contains more detailed information, including graphic displays of corporate 
badges. 
Refer to risks: C-1, C-2, C-3, C-4, C-5 
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11.3.3 Access to Sensitive Areas. Company-issued corporate identification badges shall be used in 
conjunction with an access control program suitable for reducing loss of assets and minimizing 
risk in sensitive areas. Identification badges may have electronic data or special insignias for 
controlled access to these areas, including labs, data centers, and stockrooms. 
Refer to risks: C-1, C-2, C-3, C-4, C-5 

11.3.4 Control Over High-Value Assets. Management will maintain a program to ensure that high-
value assets potentially vulnerable to theft (e.g. raw materials and finished products) are ap-
propriately controlled and secured through all phases of the supply chain, including receipt, 
manufacturing, storage, and delivery. The program will include: 

a. Identification of all high-value assets 
b. An inventory tracking system that tracks all high-value assets from receipt to delivery 

to the customer 
c. Physical security measures that ensure high-value assets are protected from unauthor-

ized access from receipt until delivery to the customer 
d. Pre-access screening controls to include background investigations and drug screening 

(these controls need to follow company-defined denial criteria) 
e. Information system security controls to prevent unauthorized access (access must be 

based on business need) 
f. In-transit inventory control and reconciliation processes that occur within the time 

specified by authorized company policy 
g. A negative variance escalation process that includes security and management 
h. A counting process to ensure objectivity 
i. A disaster recovery process which ensures alternative high-value assets are available 
j. Designation of responsibilities/segregation of duties 
k. Subcontractor controls to prevent unauthorized access to high-value assets 
l. Supplier-owned inventory controls 
m. A self-audit process that defines areas of improvement and associated corrective ac-

tions 
Refer to risks: C-2, C-3 

 
Risk If Standard Is Not Implemented  

C-1 Unauthorized persons may enter property. 
C-2 Company assets, such as product, property, material, and technology, may be stolen, damaged, 

or otherwise compromised. 
C-3 Security for employees and visitors may be inadequate. 
C-4 Unauthorized access to and/or disclosure of proprietary information could adversely affect 

competitive position and reputation. 
C-5 Records and data may be destroyed, stolen, or altered by unauthorized individuals. 

 
11.4 Protecting Intellectual Property  
Introduction 
Management must ensure that corporate-level non-disclosure agreements are in place and updated as ap-
propriate for all vendors, partners, suppliers, and select customers. Management must ensure that all em-
ployees and nonemployees working on company-owned or -leased facilities that have access to company 
intellectual property complete an approved non-disclosure or confidentiality agreement prior to having ac-
cess. 
 Management must ensure the entire workforce is aware of the importance of protecting intellectual 
property and safeguarding company proprietary information, and can correctly identify the intellectual 
property used in their work. 
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Standard of Internal Control  
11.4.1 Confidentiality Agreements. Management must ensure that corporate-level non-disclosure 

agreements are in place and updated as appropriate for all vendors, partners, suppliers, and 
select customers. These agreements must be renewed where appropriate. 
Refer to risks: D-1, D-2, D-3, D-6, D-7 

11.4.2 Training and Awareness. Management must ensure the entire workforce is aware of the im-
portance of protecting intellectual property and safeguarding company proprietary infor-
mation, and can correctly identify the intellectual property used in their work. 
Refer to risks: D-1, D-2, D-3, D-7, D-8 

11.4.3 Handling and Using Intellectual Property. Management must implement departmental poli-
cies and procedures to ensure workers handling intellectual property minimize their vulnera-
bility to destruction, manipulation, and/or loss. 
Refer to risks: D-1, D-2, D-3, D-5, D-6 

11.4.4 Information Storage. Proprietary information must be secured and stored to preclude unau-
thorized or casual disclosure at all times and in all places (e.g. offsite as well as onsite). 
Refer to risks: D-1, D-2, D-3, D-7, D-8 

11.4.5 Disposal of Proprietary Materials. All locations will provide a secure means for the collection 
and/or safe destruction of proprietary waste materials and storage media. Destruction must 
ensure that the material is destroyed beyond reconstruction and recognition. 
Refer to risks: D-1, D-2, D-3, D-4 

11.4.6 Classification of Information. Sensitive and proprietary information will be marked in accord-
ance with current company classification guidance provided by corporate security under infor-
mation security. 
Refer to risks: D-3, D-5 

11.4.7 Protection of Second Party Information. All workers have an obligation to protect second-
party information marked confidential and proprietary materials/data in the same manner Com-
pany Confidential information is protected. 
Refer to risks: D-1, D-3, D-5 

11.4.8 Self-Assessments. Management will conduct periodic self-assessments of their operation to 
ensure that all confidential materials, including hard and electronic copies, are being managed 
in accordance with Corporate Proprietary Safeguarding procedures. 
Refer to Risks: D-1, D-2, D-3, D-4, D-5, D-6 

 
Risk If Standard Is Not Implemented  

D-1 Company assets, such as product, property, material, and technology may be stolen, damaged, 
or otherwise compromised. 

D-2 Records may be destroyed, stolen, or altered by unauthorized persons. 
D-3 Unauthorized access to and/or disclosure of proprietary information could adversely affect the 

company’s competitive position and reputation. 
D-4 Laws and government regulations may be violated resulting in fines, penalties, lawsuits, or 

contingent liabilities. 
D-5 The company’s ability to conduct business may be significantly impaired. 
D-6 The company’s ability to demonstrate ownership and control of its intellectual assets is weak-

ened. 
D-7 Competitive advantage is weakened. 
D-8 Reputation as a high-tech leader is weakened if the company cannot demonstrate the security 

and integrity of data as required by regulatory compliance requirements. 
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Review Questions 
1. Which of the following is not part of the characterization for identifying critical key assets? 
  A. What is the function of the asset in the business  
  B. Which depreciation method is used for the asset 
  C. Where is the asset located 
  D. What is the recovery process in the event the asset is compromised, destroyed, or stolen  

 
2. What is an internal control regarding identification badges? 
  A. Identification badges are only needed for the visitors of the premises 
  B. An employee should have two company-issued identification badges in case one gets lost 
  C. Identification badges only need to be visible when entering an access door on the premises  
 D. Visitor and temporary identification badges can have either the holder’s name or a number 

designation traceable to the holder 
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Review Answers 
1. A.  Incorrect. Part of the characterization for identifying critical key assets does include knowing the 

function of the asset and how it is used in the business. These assets will include physical assets, 
information systems, intellectual property, and proprietary information.  

 B.  Correct. The depreciation method being used for the asset is not part of the characterization for 
the identification of critical key assets. This information does not provide the details of the asset 
that is needed in order to know if the asset is one that would impact the business or its revenue 
making ability if there is a loss of or inability to use the asset.  

 C.  Incorrect. Part of the characterization for identifying critical key assets does include knowing where 
the asset is located. These assets will include physical assets, information systems, intellectual 
property, and proprietary information. 

D. Incorrect. Knowing the recovery process in the event that the asset is compromised, destroyed, or 
stolen is part of the characterization for identifying critical key assets. These assets will include 
physical assets, information systems, intellectual property, and proprietary information. 

 
2. A.  Incorrect. Identification badges are only needed for the visitors of the premises is not an internal 

control for identification badges. Employees also should wear identification badges on the prem-
ises.  

 B.  Incorrect. An employee should have two company-issued identification badges in case one gets 
lost is not an internal control for identification badges. Employees should only have one identifi-
cation badge issued to him/her. 

 C.  Incorrect. Identification badges only need to be visible when entering an access door on the prem-
ises is not an internal control for identification badges. Identification badges should be visible in 
all areas of the premises.  

 D.  Correct. Visitor and temporary identification badges can have either the holder’s name or a number 
designation traceable to the holder is an internal control for identification badges. 
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Chapter 12 

The Insurance Process 
 
Learning Objectives 

 Ascertain the department that makes decisions for coverage against property and casualty hazards 
 
Introduction  
The insurance process includes the functions necessary for all members of management to effectively fulfill 
their responsibility to safeguard the company’s assets and employees, maximize profitability, and enhance 
the effectiveness of the business continuity plan. 
 
Process Overview 
The diagram below suggests that the foundational elements for the insurance process are Internal Controls 
and Compliance, Company Insurance Coverage and Business Continuity, and Code of Conduct and 
“Tone at the Top.” 
 

 
 
Metrics  

Table of Metrics 
 Number of Corporate Facilities 
 Number of Business Critical Facilities 
 Value of Insurance Policy per Facility 
 Number of Insurance Policies Reviewed Annually 
 Number and Value of Changes to Current Insurance Policies 
 Number of Business Continuity Plans Developed 
 Number of Business Continuity Plans Tested Annually 
 Number of Business Continuity Plans Updated Annually 
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Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline that should be used in determining the 
degree of internal controls implementation is that the cost of a control should not exceed the benefit derived. 
However, there is a minimum set of controls that should exist in a normal business environment. The inter-
nal control standards listed here represent the minimum controls to be implemented for the insurance pro-
cess. 
 
Sub-Processes 
The specific functions of the insurance process are: 

12.1 Protection Against Physical Damage and Other Accidents 
12.2 Insurance (Property and Casualty Risks) 
12.3 Business Continuity 

 
12.1 Protection Against Physical Damage and Other Accidents  
Introduction 
The company’s facilities will be maintained in accordance with the relevant protection standards based 
upon business criticality, all life/safety standards, and regulatory guidelines. New company facilities will 
be designed to include highly protected risks (HPR) specifications based on business criticality. 
 
Standard of Internal Control  

12.1.1 Capital Improvements. All plans for significant capital improvements or plant modifications 
must be reviewed by company’s fire protection engineers prior to the submission of a capital 
appropriation request, to assure compliance with company’s protection standards.  
Refer to risks: A-1, A-2, A-3 

12.1.2 Facility Ratings. Efforts will be made to control the maximum foreseeable loss (MFL) and 
probable maximum loss (PML) within the standards set by the corporate risk management 
process. 
Refer to risks: A-1, A-2, A-3 

12.1.3 Business Critical Facilities. Company’s owned or leased business critical facilities will be 
maintained in accordance with HPR standards as defined by the insurance industry. 
Refer to risks: A-1, A-2, A-3 

 
Risk If Standard Is Not Implemented  

A-1 If protection is not adequate, an accident can cause significant loss of life, assets, and business. 
A-2 If protection is not adequate, the company can face significant regulatory penalties and fines. 
A-3 If protection is not adequate, the company can sustain significant reputation damage. 

 
12.2 Insurance (Property and Casualty Risks)   
Introduction 
Insurance coverage against property and casualty risks will be designed to protect the company’s share-
holders from significant financial loss and to meet all legal and regulatory requirements. All insurance in 
the United States will be purchased by the corporate risk management department, with the exception of 
U.S. workers’ compensation insurance, and the cost will be allocated in compliance with corporate policies 
and procedures. 
 Corporate risk management will be made aware of changes (e.g. acquisitions, divestiture, new busi-
nesses, plant modifications, asset dispositions, significant losses, etc.) occurring within the corporation and 
its units to assure that insurance coverage adequately addresses risk exposures. 
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Standard of Internal Control  
12.2.1 Coverage Amount. Insurance coverage against property and casualty risks will be designed to 

protect the company’s shareholders from significant financial loss and to meet all legal and 
regulatory requirements. 
Refer to risks: B-1, B-2 

12.2.2 Insurance Decisions. All decisions regarding the design and scope of insurance programs, with 
the exception of the U.S. Workers’ Compensation program, will be made by the Corporate 
Risk Management department in compliance with corporate policies and procedures. Deci-
sions related to the design and scope of the company’s U.S. workers’ compensation program 
will be made by corporate environmental, health, safety, and security (EHS&S). 
Refer to risks: B-1, B-2, B-3 

12.2.3 U.S. Insurance Purchases. U.S. workers’ compensation insurance will be purchased through 
corporate EHS&S and the cost will be allocated to the appropriate business units. 
Refer to risks: B-1, B-2, B-3 

12.2.4 Non-U.S. Insurance Purchases. All insurance outside the Unit ed States will be either pur-
chased by, or coordinated with policies arranged by, corporate risk management. In cases 
where other insurance is required for statutory, legal, or contractual reasons, it will be in com-
pliance with corporate policies and procedures and subject to prior review by corporate risk 
management. If the cost for such insurance is paid for by the corporate risk management de-
partment, it will be allocated in compliance with corporate policies and procedures. 
Refer to risks: B-1, B-2, B-3 

12.2.5 Changes to Insurance Coverage. Corporate risk management will be made aware of changes 
(e.g. acquisitions, divestiture, new businesses, plant modifications, asset dispositions, signifi-
cant losses, etc.) occurring within the corporation and its units to assure that insurance cover-
age adequately addresses risk exposures. 
Refer to risks: B-1, B-2 

 
Risk If Standard Is Not Implemented  

B-1 Existing insurance coverage may be inadequate or even canceled, subjecting shareholders to 
excessive loss. 

B-2 Excessive insurance may be purchased, resulting in overpayment of insurance premiums. This 
could increase overhead expense and adversely affect competitive position. 

B-3 Duplicate insurance coverage could cause significant delays in recovering insurance payments 
and could significantly impede cash flow. 

 
12.3 Business Continuity  
Standard of Internal Control  

12.3.1 Business Continuity Strategies. Each global business unit will develop and maintain docu-
mented business continuity strategies to assure that critical products and/or services continue 
to flow unimpeded to customers in case of a disaster. 
Refer to risk: C-1 

12.3.2 Disaster Recovery and Contingency Plans. Each key site, as defined by the business continuity 
strategy, must maintain documented sending, receiving, disaster recovery, and contingency 
plans. 
Refer to risk: C-2 

12.3.3 Plan Testing Standards. All plans must conform to corporate risk management testing and 
documentation standards and policies.  
Refer to risk: C-2 
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Risk If Standard Is Not Implemented  
C-1 An inadequate strategy may cause irreparable harm to market share, resulting in a significant 

financial loss to our shareholders. 
C-2 Inadequate plans may cause a significant delay in implementing the business continuity strat-

egy and damage to the company’s reputation and competitive advantage resulting in a signifi-
cant loss of business. 
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Review Questions 
1. Prior to the submission of a capital appropriation request, who should review the significant capital 

improvements as an internal control measure for the protection against physical damage and other ac-
cidents? 

  A. Fire protection engineer 
  B. Director of quality management  
  C. Project manager 
  D. Quality control manager 
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Review Answers 
1. A.  Correct. The fire protection engineer should review significant capital improvements prior to the 

submission of a capital appropriation request. This would ensure that it is in compliance with the 
company’s protection standards.  

 B.  Incorrect. The director of quality management would not review the significant capital improve-
ments prior to the submission of a capital appropriation request. As an insurance process internal 
control measure, an employee in another position would review these requests. 

 C.  Incorrect. A project manager would not review the significant capital improvements prior to the 
submission of a capital appropriation request. As an insurance process internal control measure, an 
employee in another position would review these requests. 

D. Incorrect. A quality control manager would not review significant capital improvements prior to 
the submission of a capital appropriation request. As an insurance process internal control meas-
ure, an employee in another position would review these requests. 

 
 
 

 



 

 

 
Chapter 13 

Environmental, Health, and Safety (EH&S) 
 
Learning Objectives 

 Select the legislation that provides the environmental, health, and safety (EH&S) policies and reg-
ulations 

 
Introduction 
It is corporate policy to carry out business activities in a manner consistent with sound EH&S Policies and 
Standards. According to Wikipedia, environmental, health and safety (EH&S) is the discipline and specialty 
that studies and implements practical aspects of environmental protection and safety in the workplace. In 
simple terms it is what organizations must do to make sure that their activities do not cause harm to anyone 
and adhere to regulatory requirements. 
 
Process Overview 
The diagram below suggests that the foundational elements that support EH&S requirements are Internal 
Controls and Compliance, EH&S Compliance, and Code of Conduct and “Tone at the Top.” 
 

 
 
Metrics 

Table of Metrics 
 Number of EHS&S Assessments Conducted Annually—Number of assessments completed on an annual ba-

sis. 
 Number of Risks Identified by Operating Unit—As a result of the assessment process, these are the number 

of risks identified by company operating units. 
 Number of Compliance Issues Identified—The number of compliance issues identified per the assessment 

process. 
 Number of Compliance Issues Mitigated—The number of compliance issues resolved and mitigated. 
 Value of Compliance Fines Paid (by Agency)—The value of compliance fines and who they were paid to. 
 Number of Training Sessions Conducted—The number of EH&S training session conducted per defined fiscal 

period. 
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 Percentage of Employees Trained—The percentage of employees out of the total company employee base 
who have completed EH&S training. 

 
Application of Internal Control 
Regulatory requirements play an important role in EH&S discipline and EH&S managers must identify and 
understand relevant EH&S regulations, the implications of which must be communicated to executive man-
agement so the company can implement suitable measures. Organizations based in the United States are 
subject to EH&S regulations in the Code of Federal Regulations, particularly CFR 29, 40, and 49. EH&S 
management is not limited to legal compliance and companies should be encouraged to do more than is 
required by law, if appropriate.1 
 
Sub-Processes 
The specific function in this section is: 

13.1 General Controls 
 
13.1 General Controls   
Standard of Internal Control  

13.1.1 Policy. EH&S policy will be established and documented by the corporate EH&S management 
team. 
Refer to risks: A-1, A-2, A-5, A-7 

13.1.2 Management Systems. Each operating unit will establish a management system comprised of 
programs and procedures to meet corporate EH&S standards. The management system will be 
based on defined EH&S risks and impacts to the business. 
Refer to risks: A-1, A-2, A-3 

13.1.3 Laws and Regulations. Compliance with EH&S laws and regulations is the responsibility of 
each operating unit. 
Refer to risks: A-1, A-2, A-3, A-4, A-6, A-7 

13.1.4 EH&S Standards. All operating units must conform to the applicable corporate EH&S stand-
ards. 
Refer to risks: A-1, A-2, A-3, A-5, A-6, A-7 

13.1.5 Assessments. An assessment of EH&S hazards and risks will be conducted at all operating 
units. Assessment findings will be documented and communicated to the operating unit man-
agement team. The EH&S department will audit major installations and operating units based 
on risk and historical performance. 
Refer to risks: A-1, A-2, A-3, A-4, A-5 

13.1.6 Notification. Notification requirements are identified in corporate EH&S standards and will 
be followed based on the specific details of each EH&S incident. 
Refer to risks: A-1, A-2, A-3, A-4, A-6, A-7 

13.1.7 Training. EH&S training of employees is the responsibility of the operating unit. Specific train-
ing requirements are identified in the EH&S standards. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7 

13.1.8 Acquisitions and Divestitures. The EH&S department must be given timely notification of 
plans to acquire or divest property, businesses, or other assets. As appropriate the EH&S de-
partment will notify the operating unit in charge of such actions of potential EH&S liabilities 
which may result and recommended methods for mitigation. 
Refer to risks: A-1, A-2, A-4, A-6, A-7 

 
                                                   
1 Wikipedia, “Environment, Health and Safety,” accessed January 3, 2019, https://en.wikipedia.org/wiki/Environment,_health_ 
and_safety. 
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Risk If Standard Is Not Implemented 
A-1 Improper considerations could contribute to environmental or employee harm or loss of sig-

nificant corporate assets. 
A-2 Government laws and regulatory requirements may be violated. 
A-3 Civil criminal penalties and fines against the company and/or individual employees may occur. 
A-4 Debarment or suspension from receiving government contracts may occur.  
A-5 Critical decisions may be based on erroneous information. 
A-6 May negatively impact corporate reputation and brand image. 
A-7 Can result in non-value-added cost to the business. 
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Review Questions 
1. The environmental, health, and safety (EH&S) assessment process includes which of the following 

activities? 
  A. Establishing policies to ensure local, state, and federal compliance  
  B. Conducting employee training  
  C. Reviewing the impact of any compliance fines 
  D. Defining corporate EH&S policies to ensure compliance  
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Review Answers 
1. A.  Incorrect. The environmental, health, and safety (EH&S) assessment process does not include es-

tablishing policies to ensure local, state, and federal compliance. This is part of the regulatory com-
pliance process.  

 B.  Incorrect. The environmental, health, and safety (EH&S) assessment process does not include con-
ducting employee training. This is part of the employee training process.  

 C.  Correct. The environmental, health, and safety (EH&S) assessment process includes reviewing the 
impact of any compliance fines. Other activities include reviewing the effectiveness of corporate 
EH&S programs, reviewing the number of incidents reported, and updating corporate programs as 
needed.  

 D. Incorrect. The environmental, health, and safety (EH&S) assessment process does not include de-
fining corporate EH&S policies to ensure compliance. This is part of the regulatory compliance 
process.  
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Chapter 14 

Customer Services 
 
Learning Objectives 

 Determine how to calculate the warranty contribution rate 
 Spot an internal control for customer sales and refunds 

 
Introduction  
All customer services policies will comply fully with all other company policies. The policy contact, work-
ing with the policy sponsor, ensures the achievement of the intended results of the policy and that the policy 
is accurate and up to date. 
 Customer support center personnel should be highly knowledgeable and able to satisfy customer re-
quests quickly while providing quality service. 
 
Process Overview 
The diagram below suggests that the foundational elements that support the customer service process are 
Internal Controls and Compliance, Customer Service Processes and Controls, and Code of Conduct and 
“Tone at the Top.” 
 

 
 
Metrics 

Table of Metrics 
Customer Service 
 Customer Satisfaction Rating (CAS) —This is a commonly used key performance indicator to track how satis-

fied customers are with your organization’s products and/or services.  
 Number of Calls Received—Number of calls received per period. 
 Response Time to Call (by Type)—Time to respond to an open issue. 
 Number of Open “Tickets”—Number of open issues or tickets per period. 
 Customer Effort Score (CES)—CES is a single-item metric that measures how much effort a customer has to 

exert to get an issue resolved, a request fulfilled, a product purchased/returned, or a question answered. The 
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idea is that the customer will be more loyal to brands that are easier to do business with. By focusing on 
reducing customer effort, you’ll create a better experience for your customer. 

 Customer Churn (Attrition)—Customer churn, also known as customer attrition, in its most basic form, is 
when a customer chooses to stop using your products or services. 

Warranties 
 Warranty Cost per Unit—Total Warranty Cost/Number of Units. 
 Warranty Cost as % of Sales—Annual Warranty Cost/Annual Sales 
 Supplier Recovery—Supplier Recovery/Total Warranty Cost 
 Warranty Contribution Rate—Warranty Cost for a Specific Area/Total Warranty Cost 
 Claim Frequency—Number of Claims/Number of Units 

 
Application of Internal Control 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline that should be used in determining the 
degree of internal controls implementation is that the cost of a control should not exceed the benefit derived. 
There is a set of controls that should exist in a normal business environment. The internal control standards 
listed here represent the minimum controls to be implemented within the customer services process. 
 
Sub-Processes 
The specific sub-processes included are: 

14.1 Policy 
14.2 Call Center Management 
14.3 Warranty 
14.4 Support Sales 

 
14.1 Policy  
Introduction 
All customer services policies will comply fully with all other company policies and standards. The policy 
contact, working with the policy sponsor, ensures the achievement of the intended results of the policy and 
that the policy is accurate and up to date. 
 
Standard of Internal Control  

14.1.1 Customer Services Policies. The policy contact is responsible for the maintenance, renewal, 
and technical content approvals of the policy. A policy takes effect as of the date of the last 
approval signature or at a specifically defined date after the last approval. Each policy expires 
two years after its last approval. Policies will be removed from the policy system only with the 
approval of the policy contact and sponsor. 
Refer to risk: A-9 

14.1.2 Packaged Services. Only packaged services combining two or more offers may have a package 
discount applied. Packaged services are priced at the sum of the pieces and may be discounted 
within the range of 0% to 15%. The discount must be approved by the appropriate manager, 
identified in the package guideline, who reviews both a business justification and a company 
market risk analysis which specifically addresses the following four areas: relevant market 
mix, proprietary product to price reduction, market presence, and market impact. 
Refer to risk: A-1 

14.1.3 Maintenance Service. The company must provide maintenance services (e.g. warranty) for a 
specified minimum length of time after the date of last sale of the product as defined. 
Refer to risk: A-1 
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14.1.4 Notice of Discontinuation of Service. The company must provide its customers with no less 
than one year advanced notice of intent to discontinue standard maintenance services as a result 
of changing business demands. 
Refer to risk: A-2 

14.1.5 Exceptions to Commitment Terms and Conditions. Exceptions to the commitment terms and 
conditions policy, such as commitment to provide or make available customized or extended 
hardware maintenance services beyond the periods authorized by this policy, must be approved 
with the appropriate level of management within the company.  
Refer to risks: A-3, A-4 

14.1.6 International Allowances. All deviations that decrease the price of a product or offering, or 
an enhancement in service delivery coverage or product features without corresponding in-
crease in price, must only be granted if there is competitive pressure. It must be documented 
and communicated to the impacted countries/territories within two weeks. These international 
allowances should not be made if appropriate country/territory managers are able to agree and 
approve individual country allowance requests consistent with existing policies and their own 
country policies and practices. 
Refer to risk: A-5 

14.1.7 Service Provider Contracts. Contracts with service providers must include terms specifically 
defining record retention policies. 
Refer to risk: A-1 

14.1.8 Call Center Personnel. Customer service training for call center personnel should occur. Sub-
ject matter experts should be available and used as a technical escalation point as needed. 
Refer to risk: A-1 

14.1.9 Customer Identification Requirements. A single customer registration and identification pro-
cess should be used for dealing with all aspects of electronic interactions with customers. Cus-
tomers should be able to uniquely identify themselves anytime and feel acknowledged without 
continuously having to identify themselves. 
Refer to risk: A-1 

14.1.10 Call Tracking Requirements. Commitments made to customers should be a closed-loop pro-
cess where all commitments to customers (e.g. callbacks, onsite, availability of information, 
etc.) in the case of an event/request should provide a tracking and notification capability so 
that full awareness is possible. Notifications of missed or potentially missed commitments 
should roll up the chain of command until the commitment is honored. 
Refer to risk: A-1 

 
Risk If Standard Is Not Implemented  

A-1 The company and its service partners may not honor commitments, resulting in poor customer 
satisfaction, lost customer loyalty, or higher costs. 

A-2 Reduced customer satisfaction. 
A-3 Unauthorized repair costs may be incurred. 
A-4 Unauthorized product maintenance may occur. 
A-5 Lack of documentation for price deviations or service delivery coverages may result in fraud-

ulent or inappropriate service transactions. 
A-9 Customer service policies may not be properly maintained. 

 
14.2 Call Center Management  
Introduction 
To ensure good customer service as required by company policy, call centers will be established and man-
aged to exceed service expectations, established metrics, and internal controls. 
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Standard of Internal Control  
14.2.1 Customer Satisfaction Surveys. Service quality surveys/customer satisfaction surveys should 

be conducted after completion of service work. 
Refer to risk: B-1 

14.2.2 Service Fulfillment Center Contracts. Contracts should be in place with all Service Fulfillment 
Centers (SFC) to ensure reasonable and attainable metrics are established to meet or exceed 
contractual fill rates. The contract should also hold SFCs financially accountable for contrac-
tual fill rates when the metric falls below a certain threshold.  
Refer to risk: B-1 

14.2.3 Gray Market. A zero tolerance policy toward any employee’s participation in acts leading to 
company product being diverted into the gray market should be in place. The following con-
duct should be expected of all employees: due diligence on all requests for special discounts 
whether for a customer, reseller, or distributor by ensuring the discount is necessary and a good 
business decision before agreeing to reduce the company’s margin on any product; a check for 
indicators that product may be flowing to the gray market from ongoing special discount pro-
grams; and the reporting of any suspicious activity as soon as it appears. Report any incident 
or suspected incidents of gray market activity to your manager immediately, and notify the 
Cross Border Program Office via e-mail or voicemail. 
Refer to risk: B-2 

14.2.4 Service Center Security. Alarm systems should be installed on all doors and windows, includ-
ing a duress alarm with shunting capabilities. These systems should be tested on a regular basis 
to ensure they are in proper working order. A corporate-approved security video system should 
also be installed and checked on a regular basis to ensure proper working order. Security tapes 
should be reviewed on a regular basis. 
Refer to risk: B-3 

14.2.5 Service Center Safety. Exits should be clearly marked with proper signage, and emergency 
processes and phone numbers should be properly posted. Smoke and/or fire detectors should 
be located in service center areas, and fire extinguishers should be properly tagged and in-
spected on a regular basis. 
Refer to risks: B-3, B-4 

14.2.6 Service Center Access. If key or access cards are used to gain entry, access codes should be 
changed frequently and records should be maintained of which employees have keys. 
Refer to risk: B-5 

14.2.7 Handling of Cash. If cash transactions are processed at the ser vice center, the use of a safe is 
required. Access to the safe should be restricted. Employees who handle cash should be 
bonded, and the cash drawer should be reconciled at the end of each day to the point-of-sale 
(POS) system reports. The cash should then be placed in the safe until pickup by the armored 
car service. 
Refer to risks: B-3, B-6 

14.2.8 Training. All company service center employees should be properly trained on the Code of 
Business Conduct, Retail Sales Procedures, Point-of-Sales systems, Travel/Business Ex-
penses, Inventory Control, Emergency Procedures, Security, and Financial Procedures. 
Refer to risk: B-7 

 
Risk If Standard Is Not Implemented  

B-1 Reduced customer satisfaction.  
B-2  Loss of profit margin. 
B-3 Assets may not be properly safeguarded. 
B-4 The company could sustain substantial financial loss and regulatory fines if inventory and 

equipment were severely damaged or destroyed. 
B-5 Unauthorized access to service centers may be obtained. 
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B-6 Loss of revenue due to acceptance of insufficient funds checks, improperly processed credit 
card transactions, mishandling of cash sales, or unauthorized refunds. 

B-7 Employees may not be properly trained, resulting in financial risks to the company. 
 
14.3 Warranty  
Introduction 
All company product warranties should be supported consistently throughout the customer base without 
regard to the country of origin or the point of original product purchase. Exceptions may exist within spe-
cific countries as dictated by law and competitive practices. 
 
Standard of Internal Control  

14.3.1 Product Warranty Support. The customer’s willingness to accept the warranty terms from the 
country of origin, exclusive of legal limitations, is the overriding determinant where areas of 
inconsistency exist. 
Refer to risk: C-1 

14.3.2 Warranty Service Pricing. Company customer services product management and development 
is responsible for the price negotiations for warranty service pricing based on the costs and 
market-based prices associated with delivering product warranties. 
Refer to risk: C-2 

14.3.3 Warranty Procedures. Formal procedures must be in place for validating and accepting war-
ranty claims. These procedures should include processing only those claims for which a broken 
part and documentation is provided. Also, only those parts with a valid serial number should 
be processed. 
Refer to risk: C-3 

14.3.4 Warranty Claims. Dealers should be credited only for warranty claims that are submitted with 
the broken part. 
Refer to risks: C-3, C-4 

14.3.5 Customer Service Training. Company service personnel should have a full understanding of 
the company’s warranty terms and the overall returns process. 
Refer to risks: C-3, C-5 

14.3.6 Scrap Disposal Contracts. Written contracts should be in place with all third-party vendors for 
the disposal of goods. 
Refer to risks: C-6, C-7 

14.3.7 Annualized Failure Rates. Annualized Failure Rates (AFR) for products should be established 
and compared to the corporate goals, after a product has been in production for a predetermined 
number of months, to determine if the product has performed above or below the corporate 
goal. This will determine in a timely manner whether corrective actions need to be taken with 
regard to engineering, design, or component part replacement that could prevent the contami-
nation of an entire family or model. 
Refer to risks: C-8, C-9 

14.3.8 Warranty Claim Threshold. An average warranty claim threshold for monitoring warranty 
claims should be established by management. This threshold should assist in identifying po-
tential abuses by service dealers and determining when dealers should be approached regarding 
their warranty claims. 
Refer to risk: C-3 

14.3.9 Serial Numbers. High-value components used in the company’s assembly process, regardless 
of the manufacturer, including displays, system boards, and memory-related components, 
should have serial numbers. Serialization for parts over a certain dollar amount should be 
etched or otherwise permanently affixed to the part to prevent tampering (no adhesive tags 
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should be used). Procedures should include validation of the part serial number prior to war-
ranty claim processing.  
Refer to risks: C-3, C-5 

14.3.10 Warranty Policy. Policies and procedures must be in place establishing guidelines for provid-
ing end-users with a level of warranty on all company-branded products. Customer services 
must deliver the level of service required to support the product warranty. These services will 
be delivered to end-users who hold a valid company warranty. End-users are customers who 
will use the final product and do not include selling partners, distributors, VARs, integrators, 
and other channel partners. 
Refer to risk: C-3 

14.3.11 Revenue Recognition. Assurance warranties provide the customer with assurance that the re-
lated product will function as the parties intended because it complies with agreed-upon spec-
ifications. Service warranties provide the customer with a service in addition to the assurance 
that the product complies with agreed-upon specifications. Revenue recognition methods will 
vary depending on which type of warranty is offered. The following are excerpts from ASC 
606 clarifying general situations: 

 If a customer has the option to purchase a warranty separately (for example, because 
the warranty is priced or negotiated separately), the warranty is a distinct service be-
cause the entity promises to provide the service to the customer in addition to the 
product that has the functionality described in the contract. In those circumstances, an 
entity should account for the promised warranty as a performance obligation. 

 If a warranty, or a part of a warranty, provides a customer with a service in addition to 
the assurance that the product complies with agreed-upon specifications, the promised 
service is a performance obligation. If an entity promises both an assurance-type war-
ranty and a service-type warranty but cannot reasonably account for them separately, 
the entity should account for both of the warranties together as a single performance 
obligation. 

Refer to risk: C-10 
14.3.12 Tracking of Parts and Spares In Transit. Online and electronic means used for customers to 

check the status regarding shipment of parts and spares must provide a paper trail of activities 
and actions.  
Refer to risks: C-1, C-11 

14.3.13 Documentation. Complete and accurate documentation should be filed with all warranty and 
exchange claims requiring the form. These forms should include part numbers and customer 
information for performing various quality and other verification procedures.  
Refer to risks: C-3, C-7 

 
Risk If Standard Is Not Implemented  

C-1 Low customer satisfaction resulting from untimely product repair returns. 
C-2 The company may incur unnecessary costs related to product management and development 

due to poor price negotiation and cost/market analysis. 
C-3 The company may incur fraudulent or unnecessary warranty costs.  
C-4  Service provider disputes may arise. 
C-5 Fraudulent returns may go undetected. 
C-6 Disposed goods may be reentered into the returns process or be sold into the gray market. 
C-7 The company’s ability to control dealer and third-party maintainer service levels may be com-

promised. 
C-8 Engineering may not take timely corrective actions if the product performance is not measured 

against the corporate standard. 
C-9 Management may not be able to evaluate its business model to determine overall effectiveness. 

C-10 Incorrectly stated financial statements. 
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C-11 Transaction authenticity or integrity may not be assured, decreasing the reliability of the infor-
mation. 

 
14.4 Support Sales  
Introduction 
Guidelines for customer sales and refunds should always be followed and properly posted to ensure visi-
bility. 
  
Standard of Internal Control  

14.4.1 Refunds. The manager should approve all refunds and complete records should be maintained 
of all refunds. 
Refer to risk: D-1 

14.4.2 Support Revenue. Revenue is one of the most important measures used by investors in as-
sessing a company’s performance and prospects. However, previous revenue recognition guid-
ance differs in Generally Accepted Accounting Principles (GAAP) and International Financial 
Reporting Standards (IFRS). 
Refer to risk: D-2 

14.4.3 Check Processing. All checks for purchases over a certain dollar threshold should be approved 
through TeleCheck. Checks should then be endorsed with “Deposit Only” and the store ac-
count number. 
Refer to risk: D-1 

14.4.4 Credit Card Transactions. Credit card transactions should be reconciled daily to the (point of 
sale) POS Systems. All credit card transactions should be verified before processing and stored 
in a safe after store hours. Customer signatures for credit card purchases should be verified 
with the signature on the back of the card. 
Refer to risks: D-1, D-3 

 
Risk If Standard Is Not Implemented  

D-1 Loss of revenue due to acceptance of insufficient funds checks, improperly processed credit 
card transactions, mishandling of cash sales, or unauthorized refunds. 

D-2 Improperly stated financial statements. 
D-3 Customer credit card information may not be properly safeguarded. 
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Review Questions 
1. If a company plans to discontinue standard maintenance services as a result of changing business de-

mands, what is a risk that could result if the proper internal controls for notifications to customers are 
not implemented? 

  A. Unauthorized product maintenance occurring 
  B. Reduced customer satisfaction  
  C. Unauthorized repair costs occurring 
  D. Inappropriate or fraudulent transactions 

 
2. Incorrectly stated financial statements are possible if internal controls for warranties is not in place for 

which of the following? 
  A. Product warranty support  
  B. Serial numbers for high-value components  
  C. Warranty service pricing 
  D. Revenue recognition  
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Review Answers 
1. A.  Incorrect. Unauthorized product maintenance is not a risk if a company plans to discontinue stand-

ard maintenance services as a result of changing business demands. This is a risk if exceptions to 
commitment terms and conditions controls are not in place.  

 B.  Correct. If a company plans to discontinue standard maintenance services as a result of changing 
business demands, this could result in reduced customer satisfaction if controls are not in place to 
notify the customers of the discontinuation of service. The company must provide at least one year 
advanced notice to customers.  

 C.  Incorrect. Unauthorized repair costs is not a risk if a company plans to discontinue standard mainte-
nance services as a result of changing business demands. This is a risk if exceptions to commitment 
terms and conditions controls are not in place. 

 D. Incorrect. Inappropriate or fraudulent transactions is not a risk if a company plans to discontinue 
standard maintenance services as a result of changing business demands. This is a risk if interna-
tional allowance controls are not implemented.  

 
2. A.  Incorrect. Lack of product warranty support does not have a risk of incorrectly stated financial 

statements. It does have the risk of low customer satisfaction resulting from untimely product repair 
returns.  

 B. Incorrect. Not having serial numbers for high-value components would not increase the risk of 
incorrectly stated financial statement. It would increase the risk of the company incurring fraudu-
lent or unnecessary warranty costs and fraudulent returns may go undetected.  

 C. Incorrect. Warranty service pricing controls do not have a risk of incorrectly stated financial state-
ments. This does have a risk that the company may incur unnecessary costs related to product man-
agement and development due to poor price negotiation and market analysis.  

 D. Correct. Revenue recognition controls do have a risk of incorrectly stated financial statements if 
the controls are not implemented. There are different revenue recognition methods based on the 
type of warranty offered; therefore controls must be in place. 
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Chapter 15 

Professional Services (PS) 
 
Learning Objectives 

 Pinpoint an activity under the program management process of professional services 
 Recognize an internal control measure for change control management 

 
Introduction  
Professional services (PS) offerings are available in many different industries. These services include law-
yers, advertising professionals, architects, accountants, financial advisers, engineers, and consultants. As a 
basic control, all PS business opportunities must be planned and implemented in compliance with corporate 
policies. PS policies and standards do not override company policies. 
 This section focuses on sub-processes that support the offering of customized, knowledge-based ser-
vices to clients in the technology industry. 
 
Process Overview 
The diagram below suggests that the foundational elements that support the professional services processes 
are Internal Controls and Compliance, Professional Service Controls, and Code of Conduct and “Tone at 
the Top.” 
 

 
 
Metrics  

Table of Metrics 
 Number of PS Bids Issued per Year—Indicates the number of bids issued or responded to per year. 
 Number of PS Contracts Initiated Annually—Indicates the number of contracts or bids won on an annual 

basis. 
 Number of PS Bids Lost per Year—Indicates the number of bids lost on an annual basis. 
 Number of Employees per Project—Determines the average number of employees assigned to a single pro-

ject. 
 Employee Attrition/Retention—Shows the attrition and retention trends for PS employees. 
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 Customer Satisfaction Rating—Determines customer satisfaction. 
 Employee Satisfaction Rating—Reflects employee satisfaction and can be a driver of employee attrition and 

retention. 
 Annual Revenue per Billable Consultant—Indicates the annual revenue generated by a billable consultant. 
 Annual Revenue per PS Employee—Tracks the revenue by PS employees. 
 Year-over-Year Revenue Trends—This metric reflects the sales effectiveness and the demand for skills of-

fered by a company on an annual basis. 
 Billable Utilization—Billable utilization is a major indicator of opportunity and workload balance and is a 

metric to determine expansion of the workforce. 
 Number of Projects Over Schedule—Shows the number of projects that were delivered over the committed 

schedule. 
 Number of Projects Discontinued—Tracks the number of projects discontinued during a defined fiscal period. 
 Value of Projects Discontinued—Tracks the value of projects discontinued during a defined fiscal period. 
 Value of Project Overrun—Determines the total value of project overruns. 
 Profit Margin per Project—Shows the profit margin per project. 
 Profit Loss per Project—Indicates the profit loss per project. 

 
Application of Internal Controls 
In management’s selection of procedures and techniques of control, the degree of control implemented is a 
matter of reasonable business judgment. The common guideline that should be used in determining the 
degree of internal controls implementation is that the cost of a control should not exceed the benefit derived. 
 There is a minimum set of controls that should exist in a normal business environment. The internal 
control standards listed here represent the minimum controls to be implemented within the PS process. 
 
Sub-Processes 
The specific sub-processes included in the professional services process are: 

15.1 General Controls 
15.2 Opportunity-Bid Process 
15.3 Program Management 
15.4 Customer-Order Management 

 
15.1 General Controls  
Introduction 
Policies and procedures will be developed to support the company’s PS business with proper training, in-
ternal controls, and risk management processes. Adequate procedures must be implemented to effectively 
monitor and document fulfillment of training requirements. 
 
Standard of Internal Control  

15.1.1 Policies and Procedures. Exemptions from compliance to a PS policy or standard can only be 
granted through a waiver request. Procedures must be in place to ensure that budgets are de-
veloped and approved to support the PS business plan throughout the company. 
Refer to risks: A-1, A-2, A-3 

15.1.2 PS Information Access. All official worldwide PS information including policies, guidelines, 
and standards should be maintained in a single repository and the information should be made 
available to all employees. 
Refer to risks: A-1, A-2, A-3 

15.1.3 Employee Training. Each PS business unit must develop, document, and monitor training re-
quirements, including frequency, for PS personnel. The business unit management must ensure 
all PS personnel receive adequate training and encourage and measure personnel participation 
in professional certification programs. 
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Refer to risks: A-2, A-4, A-5, A-6 
15.1.4 Customer Feedback. A worldwide customer feedback program should be implemented to 

measure performance. This feedback information should be used to improve the quality of 
services provided, increase business performance, and gain competitive advantage through im-
proved levels of customer satisfaction. 
Refer to risk: A-2, A-4, A-5, A-6 

 
Risk If Standard Is Not Implemented  

A-1 Internal business controls may be circumvented or may not be followed. 
A-2 The company’s competitive position or reputation could be adversely affected. 
A-3 Mismanaged business practices may result in low profitability and affect continuity of business 

operations. 
A-4 Inability to deliver quality service or meet program standards/milestones may result in legal 

penalties initiated by the customer. 
A-5 Engagement performance falls below expectations, leading to loss of customer satisfaction. 
A-6 Loss of future business opportunities affecting revenue and profitability of the PS division. 

 
15.2 Opportunity-Bid Process  
Introduction 
All PS business opportunities require project approval. Waiver requests to use different reporting tools are 
subject to approval by PS worldwide operations. 
 
Standard of Internal Control  

15.2.1 Opportunity Tracking. Once an opportunity has been reported, it should not be removed from 
the tracking system until it is recorded as certified or lost, withdrawn by the customer, or not 
bid based on a company decision or due to an approved administrative correction.  
Refer to risks: B-1, B-2, B-3 

15.2.2 Opportunity Tracking Data. The information requirements for tracking and reporting new 
business opportunities within PS should be clearly established and followed. 
Refer to risks: B-1, B-2, B-3 

15.2.3 Bid Budgeting. A program budget must be established for bid of PS programs. These budgets 
must include all costs associated with the program bid effort that are incurred during the pro-
posal development and contract negotiation process, including labor effort of the proposal 
team; travel and accommodation equipment; bid bonds; external purchases of services such as 
outside counsel, products, and supplies; benchmarking; and demonstration or proof of concept 
costs that are not charged to the customer. 
Refer to risks: B-4, B-5, B-6 

15.2.4 Bid Budgeting Responsibility. The opportunity manager must prepare the bid budget and ob-
tain approval prior to the expenditure of any effort and cost to prepare the proposal response. 
The opportunity manager is responsible for managing proposal spending against the estab-
lished budget. 
Refer to risks: B-4, B-5, B-6 

15.2.5 Pricing and Costing for Bids. Consistent and uniform pricing and costing methodologies must 
be established for all professional service opportunities. The pricing and costing standards 
must be adhered to by all individuals engaged in the preparation of PS bids. Actual cost factors 
unique to each country/region must be documented and applied at the country operating unit 
level. 
Refer to risks: B-6, B-7, B-8, B-9 

15.2.6 Due Diligence. Adequate procedures must be established to ensure a quality and appropriate 
due diligence for all customer programs/opportunities. A consistent process for due diligence 
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plans should be established in order to achieve required profitability, risk avoidance, and con-
trol. The due diligence plan should be completed and available for the respective proposal. 
Refer to risks: B-2, B-10, B-11, B-12 

15.2.7 Client Success Program. All significant PS wins and client success information should be iden-
tified and made readily available to PS and the rest of the company so that they can be offered 
to potential clients, partners, the media, and analysts. Every significant PS account should be 
referenceable to shorten future sales cycles and enable everyone to meet the primary goal to 
close profitable business. 
Refer to risks: B-13, B-14, B-15, B-16 

 
Risk If Standard Is Not Implemented  

B-1 Business opportunities are not recognized and captured in time, negatively affecting revenue 
and market share position of the company. 

B-2 Price and terms negotiations cannot be leveraged, which may adversely affect profitability in 
customer transactions. 

B-3 The company’s business reputation and competitive advantage may be adversely affected. 
B-4 Unauthorized or unacceptable proposal costs are incurred by personnel managing the oppor-

tunity/bid process due to lack of a monitoring tool. 
B-5 Unplanned/excessive costs may negatively impact program revenue and profitability. 
B-6 Mismanagement of opportunity/bid process may affect profitability as well as lead to ineffi-

ciency within the professional services business. 
B-7 Assessment of fines and/or penalties may result. 
B-8 Different prices and costing methodologies create pricing difficulties locally, and possibly 

globally. In addition, different prices for the same product to similar customers may be illegal 
and result in penalties to the company. 

B-9 Prices may be reduced and/or costs disallowed due to noncompliance, defective pricing, and/or 
inadequate supporting documentation for reported costs. 

B-10 Services may be sold to an unauthorized customer or to an unacceptable credit risk. 
B-11 The PS division and the company may face unexpected business and legal risks in customer 

transactions. 
B-12 Unforeseen business characteristics of the client are not considered when setting program ex-

pectations by PS and the customer. 
B-13 No immediate visibility and recognition for success of client projects. 
B-14 The company does not use client wins as an immediate and inexpensive form of marketing. 
B-15 Lack of knowledge transfer and shared learning within PS may lead to loss of future business 

opportunities. 
B-16 Lack of visibility with financial analysts and the company’s board of directors. 

 
15.3 Program Management  
Introduction 
A written project plan is required for all projects and subprojects. Project planning activities should begin 
after initial meetings with the customer and continue throughout the life of the project. The project plan 
must be maintained to reflect current information and past performance. Planning activities must address 
the scope, effort, resources, responsibilities, budget schedule, and, if applicable, selling strategy and due 
diligence processes. The results from project planning must establish baselines upon which proposals are 
made, contracts are settled, changes are controlled, and performance is measured. 
 
Standard of Internal Control  

15.3.1 Quality Program Methodology. The company’s quality program methodology must be used 
for project planning, management, and delivery of PS programs. Alternative methods can be 
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used for customer specific reasons, but must be documented in the project plan and approved 
accordingly. 
Refer to risks: C-3, C-4, C-8 

15.3.2 Project Planning. Industry and project management professional standard techniques should 
be employed in the development of work breakdown structures. 
Refer to risks: C-1, C-3, C-4, C-6, C-8 

15.3.3 Budgeting. A program budget must be established for delivery of all PS programs. The pro-
gram budget must include: revenue, based on a milestone/period schedule; cost, based on a 
work breakdown schedule; and a risk contingency commensurate with the applicable risk rat-
ing. The budget should also satisfy revenue recognition requirements. Budgets must include 
revenue and cost for: 

 Service delivery effort based on labor cost standards, including program management 
 Company hardware and software products 
 Travel equipment and supplies 
 Direct administrative expenses, performance bonds, FRCPM, or other delivery-related 

incentives 
 Third-party services and products 
 Acceptance testing, warranty, and maintenance support 
 Risk contingency 
 Other related costs 

Refer to risks: C-1, C-2 
15.3.4 Budgeting Responsibility. The opportunity manager must prepare the program budget and ob-

tain approval before the expenditure of any effort and cost for program delivery, and obtain 
approval for change orders. The opportunity manager is responsible for managing the delivery 
effort against the program budget for revenue, margin, and cash flow. 
Refer to risks: C-1, C-2 

15.3.5 Project Identification. Once a bid investment approval has been received, all customer projects 
and each contractual milestone must be identified by a unique identifier and provided to project 
administration system in the required format. 
Refer to risks: C-3, C-4, C-5 

15.3.6 Contract Documents. A detailed Service Level Agreement (SLA) or Statement of Work 
(SOW) together with a Functional Specification (or customer requirements documents) must 
be developed and included in the original contract which determines the baseline against which 
scope changes will be managed. If the SLA, SOW, or other documents are not completed prior 
to execution, the contract must provide a process for their completion. 
Refer to risks: C-1, C-3, C-4, C-6, C-7, C-8 

15.3.7 Project Tracking. All customer projects must be tracked and reported for actual revenue, cost, 
direct assets, and liabilities. 
Refer to risks: C-9, C-10 

15.3.8 Time Recording. All PS employees in a worldwide or field practice are required to record their 
effort on a weekly basis unless prohibited by local law. Information to be recorded includes: 

a. Company employee ID 
b. Fiscal-week-ending or specific date of activity 
c. Activity code (Attendance/Absence type)d 
d. Program Component Identifier (PCI) or the Work Breakdown Structure (WBS) ID 
e. Actual hours worked or absent 
f. Business unit segment code 
The direct supervisor of the employee or contractor and the direct supervisor of work per-

formed are responsible for accuracy of time recorded. 
Refer to risks: C-9, C-11 
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15.3.9 Revenue and Expense Tracking. Revenue activities include order entry, invoicing, revenue 
recognition, deferral entries, and revenue adjustments. All direct expenses associated with a 
customer program or project must be tracked to that program or project, at a minimum, by 
program milestone and organizational unit. 
Refer to risks: C-9, C-11, C-12, C-13, C-14 

15.3.10 Discontinuance of Service. Proper procedures must be established and implemented to evalu-
ate and validate customer programs over $100K that may be forecasted to be in a loss position. 
Adequate loss provisions for such customer projects must be established and properly com-
municated after appropriate due diligence via professional, technical, and financial review is 
conducted. All projects that are currently carrying a loss provision or have just entered into a 
loss position must report their financial status, including a monthly improvement plan, utilizing 
standard exception reports. Project reporting should be made by the Program Manager to the 
Country/Region Practice and Finance Managers. 
Refer to risks: C-3, C-6, C-9, C-13 

15.3.11 Change Control Management. All changes in the scope of customer projects, whether initiated 
by the customer, company, or company’s third-party subcontractors, must be recorded in a 
change control log and should: 

a. Follow the QPM Change Control Technique (or other customer required process). 
b. Be managed to ensure that the company is fully compensated for any changes. 
c. Achieve customer satisfaction. 
Changes that result in an increase or decrease of effort, cost, or price of the end solution 

must be reported at their full gross price. Any reduction from that price must be reflected as 
an allowance as defined by the appropriate allowance policy. 

The project manager and the customer must approve all changes. Any significant changes 
requiring an amendment to the contract must be approved by the appropriate level according 
to established policies. 

The company and the customer shall each designate a single point of contact to manage 
the change process. Approved project changes must be documented in the SLA, SOW, func-
tional specification, and/or the acceptance test specification. A contract amendment (scope 
change), signed by both parties, is required if the requested change results in any of the fol-
lowing:  

a. An increase or decrease in contract revenue  
b. A change in payment terms 
c. A schedule change for contract deliverables 
d. Any other change to the company’s or the customer’s rights, duties, or obligations 

under the contract which could affect the company’s ability to perform or be compen-
sated for services provided. 

Refer to risks: C-1, C-3, C-4, C-6, C-7, C-8 
15.3.12 Engagement File. Every customer engagement should have an engagement file that is main-

tained throughout the engagement. The engagement file must be available for review per audit 
and legal requirements and should be archived after completion of the project for the number 
of years based on corporate and local legal and record management requirements. 
Refer to risks: C-3, C-4, C-6 

15.3.13 Security of Customer Engagement Information. All customer engagement information, in-
cluding financial statements, schedules, work breakdown structures, contracts, sales strategies, 
negotiation strategy, technical solution documentation, and any other documents that may be 
applicable to the project, must adhere to company’s security classification standards. 
Refer to risks: C-14, C-15 

15.3.14 Communication. Formal procedures should be developed and implemented to communicate 
and manage internal product dependencies within the company, which are critical to the future 
functionality of a client project. 
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Refer to risks: C-3, C-4 
15.3.15 Resource Sourcing. The engagement manager is responsible for sourcing the resource require-

ments of the engagement. The engagement manager should negotiate the length of the engage-
ment with the manager of the practice providing resources. The lending manager should re-
ceive expense relief at a standard cost per hour established by country based on job code. The 
lending manager must be given full credit toward his/her chargeability goal when the assign-
ment is billable to a customer.  
Refer to risks: C-3, C-4, C-9 

15.3.16 Project Status Reporting. A defined process should be established to ensure consistent and 
regular monthly status reports as well as a standard electronic status information flow, as re-
quired, are communicated to all levels of PS management. The project status report should be 
maintained by the project manager and submitted to their manager for review. 
Refer to risks: C-3, C-4, C-6 

 
Risk If Standard Is Not Implemented  

C-1 Engagement contracts may be executed at prices and/or terms and conditions that do not ade-
quately cover program costs. 

C-2 Unplanned/excessive costs may negatively impact program revenue and profitability. 
C-3 Assessment of fines or penalties and loss of reputation may result from unmet service mile-

stones. 
C-4 Customer dissatisfaction may result. 
C-6 The company could be held responsible for the negligence, errors, or omissions of another 

party, resulting in financial loss to our shareholders. 
C-7 If the contract is not consistent regarding liability provisions, it can be unenforceable. 
C-8 The company’s competitive position or reputation could be adversely affected. 
C-9 Inaccurate costs or revenues are recorded against customer projects and negatively impact 

profitability. 
C-10 Intentional errors or misappropriations of assets could go undetected. 
C-11 Unauthorized costs may be included, and funds may be misappropriated.  
C-12  Information contained in the corporate accounting records may be inaccurate, and the financial 

statements may not be fairly stated. 
C-13 Financial decisions made by company management may be erroneous due to the use of inac-

curate or inconsistent financial data. 
C-14 Contract prices may be reduced and/or costs disallowed due to noncompliance, defective pric-

ing, and/or inadequate supporting documentation for reported costs. 
C-15 Unauthorized use of confidential customer information may result in legal penalties and could 

adversely affect the company’s reputation and competitive position. 
 
15.4 Customer Order Management  
Introduction 
All orders specifying professional services require approval. Orders and decertifications of orders must be 
written and communicated to the order entry organization in a standard and timely manner. All allowances 
granted must be approved by PS management prior to commitment to the customer. All engagements must 
be priced using a consistent pricing model which establishes the standard price for the engagement. Each 
country must establish a standard billing rate for fee-based services used in calculating the standard price. 
 
Standard of Internal Control  

15.4.1 Order Certification. Orders for multiyear services are certified for the first year’s dollar 
amount initially and on a quarterly basis thereafter, until the order is completely certified. 
Refer to risks: D-1, D-2, D-3, D-4, D-5 
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15.4.2 Order Administration. A standard format for processing orders must be developed and imple-
mented, including all data elements necessary for order processing as well as data needed by 
professional services for downstream reporting. 
Refer to risks: D-1, D-2, D-3, D-4, D-5 

15.4.3 Order Decertification. An order must be de-certified if: 
a. The customer cancels the order. 
b. Any unused funds for PS services remaining on the customer’s purchase order after 

completion of services have not been used within 12 months of the date of the purchase 
order. 

c. The customer purchase order has expired. 
d. No additional business is expected against the customer purchase order. 
All de-certifications must be approved by the applicable or designee. The approver must 

confirm that the services being canceled have not already been delivered.  
Refer to risks: D-1, D-2, D-3, D-4, D-5 

15.4.4 Price Allowances. The PS engagement must be priced according to the standard pricing policy 
before allowances are computed. 
Refer to risks: D-6, D-7, D-8 

15.4.5 Pricing. Any discounts or allowances can be documented, approved, and subtracted from the 
standard price to determine the bid price. No clients can be engaged on a contingent payment 
basis (i.e., payment based on client results) unless an exception approval is obtained according 
to policy. 
Refer to risks: D-6, D-7, D-8 

15.4.6 Sub-contracting. All partnership agreements with third-party companies must be reviewed and 
approved using company approval requirements. 
Refer to risks: D-2, D-4, D-6, D-9, D-10 

15.4.7 Service/Product Delivery Without a Purchase Order. No services or products should be de-
livered to a customer prior to execution of a contract and receipt of a purchase order. A billable 
letter of intent approved by the legal department is acceptable in a limited number of cases, 
until a final contract can be signed. A legally binding and billable agreement is acceptable in 
place of a PO, but this is not recommended. All exceptions must be properly approved accord-
ing to established authorization levels and approval policies. 
Refer to risks: D-1, D-3, D-4, D-5 

15.4.8 Capitalized Software. Costs related to the development of software used in customer projects 
should be treated as a cost of delivering that project, reflected against project revenue, and 
should not be capitalized unless prior approval has been received. As a starting point to appro-
priately capitalize software development costs, it is important to determine the proper guid-
ance. Under U.S. GAAP, two potential sets of major rules may apply when determining 
whether software development costs should be capitalized or expensed. 

One set of rules (FASB Accounting Standards Codification (ASC) Topic 985, Software) 
is designed for software costs that the entity intends to sell or lease. These rules, commonly 
referred to as the software capitalization rules for external-use software, are the primary focus 
of this article. The other set of rules (ASC Topic 350, Intangibles—Goodwill and Other) gov-
erns software that the entity does not intend to sell or lease. These rules commonly are referred 
to as the software capitalization rules for internal-use software.1 
Refer to risks: D-11, D-12 

15.4.9 Invoicing. Standard company invoicing procedures must be established for all billable cus-
tomer contracts worldwide, regardless of whether PS generated the invoices directly or has an 
agreement with another business entity. Proper controls should include approval of manual 

                                                   
1 Ryan P. Bouray, CPA, and Glenn E. Richards, CPA, “Accounting for External-Use Software Development Costs in an Agile 
Environment,” Journal of Accountancy, March 12, 2018, accessed January 3, 2019, https://www.journalofaccountancy.com/news/ 
2018/mar/accounting-forexternal-use-software-development-costs-201818259.html. 
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invoices, establishing metrics and monitoring invoicing timelines, quarterly tracking, and tak-
ing corrective action when necessary  
Refer to risk: D-6, D-9, D-13, D-14, D-15 

15.4.10 Accounts Receivable. Standard policies and control procedures must be established and fol-
lowed for maintaining customer accounts receivable balances. PS and finance management 
must implement a system of management reporting and review to assist in monitoring cus-
tomer accounts. 
Refer to risks: D-12, D-13 

15.4.11 Customer Dispute Resolution. PS management must implement procedures and standards for 
preventing and resolving customer disputes in a manner designed to increase customer loyalty, 
increase profitability, and minimize legal exposure. 
Refer to risks: D-6, D-7, D-10, D-11 

 
Risk If Standard Is Not Implemented  

D-1 Customer programs delivery may be performed without a valid customer commitment. 
D-2 Terms and conditions agreed upon by both parties are not adequately documented and result 

in disputes. 
D-3 Products or services may be sold to an unauthorized customer or to an unacceptable credit risk, 

resulting in uncollectible accounts. 
D-4 Orders may be accepted and processed at prices and/or terms and conditions that are not ac-

ceptable to management. 
D-5 Sales/orders may be lost, destroyed, or altered. Confidential information may be used to the 

detriment of the company. 
D-6 Customer dissatisfaction may result. 
D-7 Assessment of fines and/or penalties may result. 
D-8 Different prices of product to similar customers could create pricing difficulties locally and 

possibly globally. In addition, different prices for the same product to similar customers may 
be illegal and result in penalties to the company. 

D-9 The company could be held responsible for negligence, errors, or omissions, resulting in fi-
nancial loss to our shareholders. 

D-10 The company’s competitive position or reputation could be adversely affected. 
D-11 Inaccurate costs or revenue are recorded against customer projects and negatively impact prof-

itability. 
D-12 Intentional errors or misappropriations of assets could go undetected. 
D-13 Sales transactions may be incorrectly prepared, and/or billings and other terms may be mis-

stated. 
D-14 Sales transactions may have occurred but may not have been billed and/or recorded. 
D-15 Misappropriation of assets or intentional errors could occur. Examples include the following: 

a. Products or services may be shipped or provided but not billed. 
b. Shipments or services provided may be billed but not recorded in the accounting rec-

ords. 
c. Products or services may be billed and recorded but not shipped or provided. 
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Review Questions 
1. Which activity is part of the order management and fulfillment process of professional services?  
  A. Ensuring customer satisfaction  
  B. Reporting expenses  
  C. Establishing budget for opportunities  
  D. Reporting project status 

 
2. What is a risk if there are not internal controls in place for the tracking and reporting of new business 

opportunities within professional services? 
  A. Assessments of fines and penalties 
  B. Services may be sold to an unauthorized customer 
  C. Unexpected business and legal risks in customer transactions  
  D. Business reputation and competitive advantage may be adversely affected  
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Review Answers 
1. A.  Correct. Ensuring customer satisfaction is part of the order management and fulfillment process 

of professional services. Other activities within this process include order certification, capitaliza-
tion of software, order administration, and creating the customer invoice.  

 B. Incorrect. Reporting expenses is not part of the order management and fulfillment process of pro-
fessional services. This is part of the program management process. 

 C. Incorrect. Establishing a budget for opportunities is not part of the order management and fulfill-
ment process of professional services. This is part of the policies, procedures, and bids process. 

 D. Incorrect. Reporting of the project status is not part of the order management and fulfillment pro-
cess of professional services. This is part of the program management process. 

 
2. A.  Incorrect. Assessments of fines and penalties is not a risk of not having internal controls in place 

for the tracking and reporting of new business opportunities within professional services. This is a 
risk if controls are not in place for the pricing and costing for bids.  

 B. Incorrect. Services being sold to an unauthorized customer is not a risk of not having internal con-
trols in place for the tracking and reporting of new business opportunities within professional ser-
vices. This is a risk if controls are not in place for due diligence.  

 C. Incorrect. Unexpected business and legal risks in customer transactions is not a risk based on not 
having internal controls in place for the tracking and reporting of new business opportunities within 
professional services. This is a risk if controls are not in place for due diligence. 

 D. Correct. Business reputation and competitive advantage may be adversely affected if there are no 
internal controls in place for the tracking and reporting of new business opportunities within pro-
fessional services. Other risks include business opportunities not being recognized and captured in 
time and being unable to leverage price and term negotiations.  
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Chapter 16 

Entity-Level Controls 
 
Learning Objectives 

 Discern a responsibility of the audit committee 
 Identify the industry that must comply with the System for Award Management Security (SAM) 
 Select which financial process must follow the Know Your Customer (KYC) compliance require-

ments 
 Choose an internal control for the audit committee 

 
Introduction  
The tone at the top sets the integrity of a company, directs the behavior of employees, and is the basis for 
an organization’s ethical environment. When those at the top display greed and overlook or even support 
fraudulent activities, it is logical to expect the entire company to follow that lead. 
 For example, Enron’s environment was known to be based upon a “trading mentality.” By contrast, a 
tone at the top that makes it top priority to do the right thing for employees, customers, and other stake-
holders creates a company-wide environment of openness and honesty that not only builds a fine reputation 
for its integrity, but also often brings about positive financial results. 
 
Process Overview 
The diagram below suggests that the foundational elements that support the requirements for entity-level 
controls are Internal Controls and Compliance, Corporate Policies, Code of Conduct and “Tone at the Top,” 
and the COSO Framework. 
 

 
 
Metrics 

Table of Metrics 
 Number and Type of Issues Reported in the Ethics “Hot Line”—Tracks issues identified by employees using 

the ethics “hot line.” 
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 Number of Noncompliance Issues Reported by Type and Organization—Tracks noncompliance issues by 
type and company organization. 

 Number of Internal Control Self-Assessments Completed—Indicates the number of self-assessments com-
pleted within a defined fiscal period. 

 Number of Entity-Level Control Surveys Completed—Indicates the number of surveys completed within a 
defined fiscal period. 

 Response Rate per Each Entity-Level Control Issue Identified—Determines the response rate for each survey 
issued. 

 Number of Issues Reported by the Entity-Level Control Survey—Determines the number of issues reported 
by respondents of the entity-level control survey. 

 Internal Control Issues by Type—Identifies the number of control issue by type. 
 Number of Control Self-Assessments Completed per Period—Identifies the number of control self-assess-

ments completed by defined physical period. 
 Number of Internal Audits Executed—Number of audits conducted by the internal audit team. 
 Average Length of Service per Board Committee Member—Indicates the average length of service for a 

board committee member. 
 Number of Corporate Policy Violations by Type—Tracks the number of corporate policy violations by type 

(e.g. Delegation of Authority (DoA) or Segregation of Duties (SoD). 
 
Application of Internal Controls 
When assessing the effectiveness of entity-level controls, programs and functions that should be evaluated 
include ethics programs, management controls, the audit and disclosure committees, and departments such 
as internal auditing, internal controls, law and public policy (LPP), and compliance. Although a number of 
external parties, such as the external auditors and regulators, clearly contribute to achieving organizational 
objectives, they are not part of the entity’s system of internal control. 
 Entity-level controls determine how effective internal controls are working at the organization level. 
Unlike activity-based controls, entity-level controls focus on the governance and control environment of 
the entity. The concept of entity-level controls is somewhat complicated since these controls focus on the 
corporate level. They are referred to as “soft” controls and can be tested using the standards of internal 
control defined in this section or executing an entity-level controls level to a selection of employees. 
 
Sub-Processes 

16.1 Compliance and Compliance Screening 
16.2 Internal Controls Roles and Responsibilities 
16.3 Entity Management Controls 
16.4 Audit Committee Controls 

 
16.1 Compliance and Compliance Screening  
Introduction 
What is corporate compliance? Simply put, corporate compliance is the process of making sure your com-
pany and employees follow the laws, regulations, standards, and ethical practices that apply to your organ-
ization. 
 Effective corporate compliance will cover both internal policies and rules and federal and state laws. 
Enforcing compliance in corporate policy will help your company prevent and detect violations of rules. 
This can save your organization from fines and lawsuits. Corporate compliance also lays out expectations 
for employee behavior, helps your staff stay focused on your organization’s broader goals, and helps oper-
ations run smoothly.1 

                                                   
1 Power DMS, “What Is Corporate Compliance and Why It’s Important,” accessed January 6. 2019, https://www.powerdms.com/ 
blog/what-corporate-compliance-is-why-compliance-is-important/. 
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Key Point 
Compliance screening and regulatory requirements used to be the concerns of financial institutions. Now all organ-
izations and global corporations are accountable for compliance screening programs, ongoing internal controls, and 
applicable due diligence programs to ensure that suppliers, customers, and even employees are not terrorists, ene-
mies of the United States, money launderers, or Medicare and Medicaid fraudsters. 
 
 The table below indicates which industry should be paying attention to a specific regulatory require-
ment. The table also indicates which financial processes are impacted. 
 

Compliance Requirement Industries and Organizations Financial Processes 
1. Foreign Corrupt Practices Act (FCPA) All Payroll, T&E, AP 
2. Office of Foreign Asset Control (OFAC) All Payroll, T&E, AP, AR 
3. Bureau of Industry and Security (BIS) Global Companies Payroll, T&E, AP  
4. System for Award Management Secu-

rity (SAM) 
Government Contractors Payroll, T&E, AP 

5. Office of the Inspector General (OIG) Health Care Payroll, T&E, AP 
6. The Sarbanes-Oxley Act of 2002 Generally Public Companies  Payroll, T&E, AP, AR, and GL 
7. U.S. Sentencing Guidelines All Payroll, T&E, AP, AR, and GL 
8. International ACH Transactions (IAT) Global Companies Payroll, T&E, AP, AR  
9. U.S. Patriot Act and Consumer Identifi-

cation Program (CIP) 
Financial Institutions Payroll, T&E, AP, AR 

10. Standards for Attestation Engagements 
(SSAE-16) 

Organizations Providing Services Payroll, T&E, AP, AR, and GL 

11. Anti–Money Laundering (AML) All AR, AP, T&E, and Payroll 
12. Know Your Customer (KYC) All AR 
13. UK Bribery Act Regulations Global Companies AP,T&E 

 
Standard of Internal Control  

16.1.1 The company has established a compliance program with companywide screening require-
ments for each business process and location.  
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10 

16.1.2 The scope and objectives of the compliance program are clear and articulated to key affected 
company parties and employees. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

16.1.3 The compliance program has a business plan that specifies objectives, staffing, and budget 
requirements. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

16.1.4 The compliance organization receives updates from each disclosure and audit committee meet-
ing. 
Refer to risk: A-8 

16.1.5 Possible compliance violations reported via the ethics line are communicated to the compli-
ance and finance organizations. 
Refer to risk: A-8 

16.1.6 The compliance group periodically evaluates the risk of noncompliance and criminal conduct. 
Refer to risk: A-8 

16.1.7 Establish clear responsibility for the compliance program and the screening requirements for 
each specific business process. 
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

16.1.8 Adequate resources are established for the compliance program.  
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

16.1.9 Establish standards and procedures to prevent and detect violations of law. 
Refer to risks: A-9, A-10, A-11 
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16.1.10 Communicate standards of conduct and procedures to prevent and detect violations of law and 
regulatory compliance requirements.  
Refer to risks: A-9, A-10, A-11 

16.1.11 Senior management and the board oversee a compliance program for the company and ensure 
the effectiveness of the compliance program.  
Refer to risks: A-1, A-2, A-3, A-4, A-5, A-6, A-7, A-8, A-9, A-10, A-11 

 
Risk If Standard Is Not Implemented  

A-1 The company would not have a centralized organization to identify, manage, and report com-
pliance issues. 

A-2 Employees and stakeholders are confused as to the where to look for guidance of compliance 
and how to raise issues. 

A-3 If a business plan is not in place, the objectives, deliverables, and resources for the compliance 
program are not specified. 

A-4 Lack of reporting may impact the company’s future business dealings with government agen-
cies. 

A-5 Compliance screening does not take place and issues are not reported, prioritized, and ad-
dressed. 

A-6 Without a timely view of the legal risks that a company faces, the compliance program may 
be addressing the wrong risks. 

A-7 Without clear responsibility for the compliance program, business and legal risks to the com-
pany are not identified, risks would not be evaluated in a formal and consistent manner, poli-
cies may be promulgated from a parochial perspective that does not consider the enterprise 
perspective, policies are inconsistent across the enterprise, employees do not receive necessary 
training, and the effectiveness of the policy and training is never processed. 

A-8 A compliance program with inadequate resources is at the risk of being ineffective. An inef-
fective compliance program is less likely to be able to prevent and detect violations of law. An 
ineffective compliance program subjects the company to greater risk of criminal, civil, or ad-
ministrative enforcement action. 

A-9 Without standards of conduct and procedures, employees may not be aware of the laws, poli-
cies, and regulations that govern their activities. 

A-10 Standards of conduct, screening requirements, and procedures that are not communicated are 
less likely to be followed. 

A-11 The absence of an effective compliance program could subject the company to additional crim-
inal, legal, financial, and reputational risk. 

 
16.2 Internal Controls Roles and Responsibilities  
Introduction 
As important as an internal control structure is to an organization, an effective system is not a guarantee 
that the organization will be successful. An effective internal control structure will keep the right people 
informed about the organization’s progress (or lack of progress) in achieving its objectives. As a standard, 
the organization with overall responsibilities for the internal control and remediation is critical to the suc-
cess of the program 
  
Standard of Internal Control  

16.2.1 A charter is in place to establish the direction and roles and responsibilities of the internal 
controls and remediation process. A charter specifies the level of independence required for 
the internal controls function. 
Refer to risks: B-1, B-3 
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16.2.2 An organizational structure is in place that ensures coverage of internal controls for the com-
pany. Staffing levels for the internal controls team are appropriate to ensure coverage of all 
areas. 
Refer to risks: B-1, B-3 

16.2.3 The internal controls team has the credentials and attends training as required. 
Refer to risks: B-1, B-3 

16.2.4 The internal controls team is assigned by defined financial cycles and business processes as 
approved by the controller and CFO. 
Refer to risk: B-4 

16.2.5 The internal controls team integrates business processes with IT to ensure that process controls 
are mapped to system controls and functionality. 
Refer to risk: B-5 

16.2.6 There is a defined process for the implementation of corporate policies. 
Refer to risks: B-6, B-7, B-8 

16.2.7 As a corporate policy cornerstone, the Delegation of Authority (DoA) policy has been ap-
proved and the deployment of the policy is documented and approved. Additionally, updates 
are made through a defined process. 
Refer to risks: B-6, B-7, B-8 

16.2.8 An internal controls policy is documented and communicated throughout the company. Ac-
countability for the internal controls environment and control activities are well defined. 
Refer to risks: B-6, B-7, B-8 

16.2.9 There is a formal status reporting and remediation process. 
Refer to risk: B-9 

16.2.10 Executive management receives communication on the status of the SOX 404 project and the 
controls environment as requested. 
Refer to risk: B-9 

16.2.11 The internal controls team provides SOX 404 training and communication sessions on a 
monthly to quarterly basis. 
Refer to risk: B-9 

16.2.12 There is a linkage between the internal controls team, internal, and external audit to ensure 
control risks are addressed and remediation activities are coordinated. 
Refer to risks: B-8, B-11 

16.2.13 The internal control team uses project management processes as prescribed through the Project 
Management Institute (PMI). 
Refer to risks: B-8, B-9, B-11, B-12 

16.2.14 The internal controls team is apprised of changing risks and conditions as defined by the com-
pliance officer, and the internal–external audit teams. 
Refer to risks: B-1, B-2 

 
Risk If Standard Is Not Implemented  

B-1 Duplication of efforts within the team and with other control groups could arise. If the level of 
independence is not well defined, conflicts of interest could arise. 

B-2 Key controls may not be identified for all areas of the company and staffing levels may not be 
adequate to ensure coverage. 

B-3 The correct level of expertise may not be in place to meet the objectives of the team charter. 
B-4 Financial (process) cycle coverage may not be complete. 
B-5 Significant IT systems may not be included in the project scope, resulting in key controls not 

being identified, tested, or remediated. 
B-6 Corporate policies may not be in place or not updated in a timely manner. 
B-7 The DoA policy is not approved or communicated, causing policy violations by improper ap-

provals. 
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B-8 Internal controls requirements across the organization are not communicated and accountabil-
ity is unclear. 

B-9 Status reporting will not be timely and accurate. Management will not be updated if there are 
project or control risks. 

B-10 Training is not updated and delivered in a timely manner. 
B-11 Remediation of internal and external issues is not addressed in a timely manner. 
B-12 Documentation may not be completed in a standard format. 

 
16.3 Entity Management Controls  
Introduction 
Entity-level controls are internal controls that help ensure that management directives pertaining to the 
company are implemented, tested, remediated, and appropriately updated. Management of a company must 
ensure that risk is identified and mitigated with the proper controls and organizational structure. 
 
Standard of Internal Control  

16.3.1 Board committees exist as required or where warranted by the need for more in-depth or di-
rected attention to particular matters. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.2 The sufficiency and timeliness with which information is provided to board or committee 
members allow monitoring of management’s objectives and strategies, the entity’s financial 
position and operating results, significant business risks, and terms of significant agreements. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.3 The board of directors establishes and supports the appropriate “tone at the top.” 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.4 The board or committee takes action as a result of its findings, including special investigations 
as needed. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.5 Adequate documented risk and controls exist to assess that management move carefully, pro-
ceeding only after carefully analyzing the risks and potential benefits of any venture. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.6 Management exhibits appropriate attitude toward the accounting functions and concerns about 
the reliability of financial reporting and safeguarding of assets. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.7 There is regular frequency of interaction between senior management and operating manage-
ment, particularly when operating from geographically remote locations. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.8 Management’s attitudes and actions toward financial reporting, including disputes over appli-
cation of accounting treatments and policies, is appropriate with requirements. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.9 The entity’s organizational structure is appropriate, and facilitates its ability to provide the 
necessary information flow to manage its activities in the company. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.10 Formal job descriptions and responsibilities are in place that define the tasks for key positions 
in the company. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

16.3.11 There are adequate analyses of the knowledge and skills needed to perform job requirements. 
Refer to risks: C-1, C-2, C-3, C-4, C-5, C-6, C-7, C-8 

 
Risk If Standard Is Not Implemented  

C-1 The board of directors does not adhere to COSO objectives. 
C-2 There are no standards of internal control and fiscal timeliness are delayed and/or weak. 
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C-3 Management’s guidelines and standards do not exist and/or are not communicated effectively 
throughout the company. 

C-4 There is no follow-up to open issues at board meetings to ensure remediation. 
C-5 Management’s business decisions do not receive proper review and/or standards do not exist 

to enable an effective and timely review. 
C-6 Management’s guidelines and standards do not exist and/or are not consistent with financial 

objectives. 
C-7 The organizational structure impedes the business objectives. 
C-8 There is no review process to ensure compliance of standards in place. 

 
16.4 Audit Committee Controls  
Introduction 
The audit committee’s role includes: the oversight of financial reporting; the monitoring of accounting 
policies; the oversight of any external auditors; regulatory compliance; and discussion of risk management 
policies with management. The audit committee may approve the company’s annual internal audit plan and 
is usually apprised of any suspicions of fraud reported via the ethics hotline process. 
 
Standards of Internal Control  

16.4.1 There is a process in which critical employee issues are raised to the audit committee.  
Refer to risks: D-1, D-5, D-9, D-13, D-17, D-21, D-22 

16.4.2 The CFO possesses the required knowledge and expertise and complies with the company’s 
code of ethics and business conduct. 
Refer to risk: D-2 

16.4.3 There is appropriate level of involvement and interaction with external auditor, including the 
audit committee’s role in the appointment, retention, and compensation of the external auditor. 
Refer to risks: D-3, D-11, D-27, D-28 

16.4.4 The external audit plan is reviewed and approved by the audit committee. 
Refer to risks: D-3, D-4, D-10 

16.4.5 The audit committee complies with SEC rules. 
Refer to risk: D-5 

16.4.6 Internal auditor plans are reviewed and approved by the audit committee. 
Refer to risk: D-6 

16.4.7 The audit committee adopts and fosters an environment to promote ethical behavior. 
Refer to risks: D-8, D-21 

16.4.8 The ethics and code of conduct team interacts with the audit committee. 
Refer to risks: D-8, D-21 

16.4.9 The audit committee reviews audit proposals from other firms and adheres to term limitations 
established for external auditors. 
Refer to risks: D-10, D-11 

16.4.10 The audit committee nomination process satisfies the independence requirements. 
Refer to risks: D-12, D-17, D-18, D-27 

16.4.11 Outside compensation for the audit committee is disallowed. 
Refer to risks: D-12, D-17, D-18, D-27 

16.4.12 The audit committee chairman has assigned term limitations. 
Refer to risks: D-12, D-17, D-18, D-27 

16.4.13 Communication with the audit committee to the CFO and CEO occurs on an ongoing basis 
and significant findings and issues are addressed.  
Refer to risk: D-13 

16.4.14 Earnings press releases are discussed with the audit committee prior to being released to the 
public relations department. 
Refer to risk: D-14 
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16.4.15 There is an appropriate level of involvement and interaction with internal audit, including the 
audit committee’s line of authority, budgeting, and staffing of internal audit. 
Refer to risks: D-11, D-15 

16.4.16 The charter for internal audit is reviewed and approved by the audit committee. 
Refer to risks: D-11, D-15 

16.4.17 The audit committee is composed of business executives who possess the knowledge and ex-
perience necessary to effectively carry out their roles and responsibilities. 
Refer to risks: D-16, D-20, D-24, D-27, D-28 

16.4.18 An audit committee charter serves as a framework to the board and its committees; the audit 
committee complies with the directives of the charter. 
Refer to risks: D-20, D-24, D-27, D-28 

16.4.19 There is a review of the performance of the audit committee. 
Refer to risks: D-16, D-20, D-24, D-27, D-28 

16.4.20 Issues that arise out of the ethics and code of conduct process are presented to the audit com-
mittee. 
Refer to risks: D-9, D-13, D-21, D-24 

16.4.21 The audit committee initiates additional investigations on any issues reported through the eth-
ics investigation process, and has access to financial statements and plans. 
Refer to risks: D-9, D-13, D-21, D-24 

16.4.22 Management’s report on internal controls and the external auditor’s attestation report are re-
viewed with the audit committee on an annual basis. Both are discussed with external auditor 
management.  
Refer to risk: D-23 

16.4.23 The audit committee reviews the roles of the disclosure committee. 
Refer to risks: D-21, D-24 

16.4.24 Meetings with the chief financial officer (CFO) and/or accounting officers, internal auditors, 
and external auditors are held frequently and timely. 
Refer to risk: D-25 

16.4.25 As a part of corporate governance requirements, compensation committee issues are reviewed 
by the audit committee. 
Refer to risk: D-27 

16.4.26 The committee serves in an oversight role to the public reporting of the company’s financial 
statements. 
Refer to risks: D-14, D-26 

16.4.27 Related-party transactions do not present a conflict of interest. 
Refer to risk: D-27 

16.4.28 Audit committee roles and responsibilities are clearly defined and articulated to the audit com-
mittee prior to voting. 
Refer to risk: D-28 

16.4.29 The audit committee reviews the audit committee charter before voting that the charter is final. 
Refer to risk: D-28 

 
Risk If Standard Is Not Implemented  

D-1  Employee issues are not identified and raised to the audit committee. 
D-2  The CFO lacks the required knowledge and experience. 
D-3 There is a lack of appropriate level of interaction with the external auditor.  
D-4 External audit performs unapproved work. 
D-5  SEC and IFRS rules are not followed. 
D-6 Internal auditor plans are not reviewed by the audit committee. 
D-8 The audit committee fails to demonstrate the company’s ethics and business conduct message. 
D-9 Ethics concerns are not identified or addressed. 

D-10 Independence of external auditors and term limitations are not defined.  
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D-11  Independence is impaired. 
D-12 The audit committee chairman is in place for a longer term than planned. 
D-13 Communication of significant findings and issues does not occur on a frequent basis and issues 

are not communicated to the CFO and CEO. 
D-14 Earnings press releases are not communicated as required. 
D-15 The charter for internal audit is not approved by the audit committee. 
D-16 The committee fails to meet the knowledge and experience requirements.  
D-17  The committee fails to keeps abreast of current developments. 
D-18 The committee fails to meet the continuing education requirements. 
D-19 Audit committee may not be in compliance with the audit committee charter. 
D-20 Performance issues could arise within the audit committee. 
D-21 Issues raised by the ethics investigation process are not raised as required by Section 301 of 

SOX which calls for companies to have a process in place for investigating questionable audit 
and accounting practices. 

D-22 Investigation and access to information does not occur in a timely manner. 
D-23 Communication of the internal controls report and the attestation process does not occur. 
D-24 Disclosure committee obligations are not reviewed by the audit committee. Disclosures will 

not occur in a timely manner as required by Section 302 of SOX. 
D-25 Meetings may not be held in a timely manner in order to address key issues. 
D-26 Financial statements are not reviewed by the audit committee prior to public release. 
D-27 A conflict of interest exists, resulting in the best interest of the company being at risk. 
D-28 There may be questions on the roles and responsibilities of the audit committee and its charter. 
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Review Questions 
1. What committee or team establishes the “tone at the top” for a company?  
  A. Audit committee  
  B. Disclosure committee  
  C. Senior management team  
  D. External audit team 

 
2. What is a compliance requirement for the health care industry and the organizations within that indus-

try? 
  A. International ACH Transactions (IAT)  
  B. Office of the Inspector General (OIG)  
  C. U.S. Patriot Act and Consumer Identification Program (CIP) 
  D. Bureau of Industry and Security (BIS) 

 
3. Which financial process is affected by compliance requirements of the UK Bribery Act regulations? 
  A. Accounts payable 
  B. Accounts receivable  
  C. Payroll  
  D. General ledger 

 
4. What is one of the main risks if the internal control team does not use project management processes 

as prescribed through the Project Management Institute (PMI)? 
  A. Corporate polices may not be in place or updated timely  
  B. The correct level of expertise may not be in place to meet objectives  
  C. Status reporting will not be timely and accurate 
  D. Key controls may not be identified in all areas of the company 
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Review Answers 
1. A.  Incorrect. The audit committee does not establish the “tone at the top” for a company. The audit 

committee adheres to the established charter, ensures independence, and communicates and reports 
and provides resolutions for control issues.  

 B. Incorrect. The disclosure committee does not establish the “tone at the top” for a company. The 
disclosure committee adheres to the established charter, ensures independence, and communicates 
and reports and provides resolutions for control issues. 

 C. Correct. The senior management team establishes the “tone at the top” for a company. Addition-
ally, the company board and ethics office also establish the “tone at the top.” 

 D. Incorrect. The external audit team does not establish the “tone at the top” for a company. The ex-
ternal audit team reviews the results of the company’s internal control program and reports and 
tracks results. Additionally, this team identifies control weaknesses.  

 
2. A.  Incorrect. The International ACH Transactions (IAT) is not a compliance requirement for the health 

care industry and the organizations within that industry. It is a requirement for global companies.  
 B. Correct. The Office of the Inspector General (OIG) is a compliance rquirement for the health care 

industry and the organizations within that industry. Other compliance requirements for this industry 
include Foreign Corrupt Practices Act (FCPA), Office of Foreign Asset Control (OFAC), U.S. 
Sentencing Guidelines, Anti-Money Laundering (AML), and Know Your Customer (KYC).  

 C. Incorrect. U.S. Patriot Act and Consumer Identification Program (CIP) is not a compliance require-
ment for the health care industry and the organizations within that industry. It is a requirement for 
financial institutions. 

 D. Incorrect. The Bureau of Industry and Security (BIS) is not a compliance requirement for the health 
care industry and the organizations within that industry. It is a requirement for global companies. 

 
3. A.  Correct. Accounts payable is a financial process that is affected by the compliance requirements 

of the UK Bribery Act regulations. Another financial processes includes travel and entertainment.  
 B. Incorrect. Accounts receivable is not a financial process that is affected by compliance require-

ments of the UK Bribery Act regulations. It does have compliance requirements under the Office 
of Foreign Asset Control (OFAC), The Sarbanes-Oxley Act of 2002, U.S. Sentencing Guidelines, 
International ACH Transactions (IAT), U.S. Patriot Act and Consumer Identification Program 
(CIP), Standards for Attestation Engagements, Anti-Money Laundering (AML), and Know Your 
Customer (KYC).  

 C. Incorrect. Payroll is not a financial process that is affected by the compliance requirements of the 
UK Bribery Act regulations. It does have compliance requirements under the Foreign Corrupt Prac-
tices Act (FCPA), Office of Foreign Asset Control (OFAC), Bureau of Industry and Security (BIS), 
System for Award Management Security (SAM), office of the Inspector General (OIG), the Sar-
banes-Oxley Act of 2002, U.S. Sentencing Guidelines, International ACH Transactions (IAT), U.S. 
Patriot Act and Consumer Identification Program (CIP), Standards for Attestation Engagements, 
and Anti-Money Laundering (AML).  

 D.  Incorrect. The general ledger is not a financial process that is affected by the compliance require-
ments of the UK Bribery Act regulations. It does have compliance requirements under the Sar-
banes-Oxley Act of 2002, U.S. Sentencing Guidelines, and the Standards for Attestation Engage-
ments.  

 
4. A. Incorrect. Corporate polices not being in place or updated timely is not one of the main risks if the 

internal control team does not use project management processes as prescribed through the Project 
Management Institute (PMI). One example of a control to deter this risk is there being a defined 
process for the implementation of corporate policies.  

 B. Incorrect. The correct level of expertise not being in place to meet objectives is not one of the main 
risks if the internal control team does not use project management processes as prescribed through 
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the Project Management Institute (PMI). One example of a control to deter this risk is having an 
organizational structure in place that ensures coverage of the internal controls of the company. 

 C. Correct. Status reporting not being timely and accurate is one of the main risks if the internal 
control team does not use project management processes as prescribed through the Project Man-
agement Institute (PMI). Other risks include internal controls requirements are not communicated 
and accountability is unclear, documentation may not be completed in a standard format, and re-
mediation of internal and external issues are not addressed in a timely manner.  

 D.  Incorrect. Key controls not being identified in all areas of the company is not one of the main risks 
if the internal control team does not use project management processes as prescribed through the 
Project Management Institute (PMI). One example of a control to deter this risk is that the internal 
controls team is aware of the changing risks and conditions as defined by the compliance officer 
and the internal and external audit teams. 

 
 

 



 

 

 
Addendum 

Additional Tools 
 
Example Internal Controls Policy 
Introduction and Scope 
Internal controls are the structured means used to obtain reasonable assurance of achieving the company’s 
objectives, and include responsibilities to all stakeholders, which are employees, customers, and suppliers. 
Internal controls are integral to managing the business and are a requirement of the Sarbanes-Oxley Act of 
2002. The scope of this policy is worldwide. 
 
Internal Controls Requirements 

 Internal controls must be applied within an operating unit in an effective and efficient manner and 
provide reasonable assurance that the operating unit will meet its objectives. 

 Internal controls objectives are achieved through the competence and integrity of personnel, the 
independence of their assigned function, their understanding of prescribed procedures, and the ef-
fectiveness of monitoring accepted risk. 

 The tone set by senior management is the most important aspect contributing to the ongoing success 
of the internal controls system. 

 Managers and employees must understand the internal controls system. Internal controls should be 
understood, supported, and promoted throughout the company. 

 Continued appropriateness of the method of communication among employees is a key depend-
ency. Impediments to necessary communication should be minimized. 

 Adequate time and resources should be made available for the business operation to maintain and 
review internal controls. 

 
The Internal Control Environment 
A control environment is comprised of the following elements: 

 Integrity and ethical values 
 Commitment to competence 
 Board of Directors and Audit Committee 
 Management’s philosophy and operating style 
 Organizational structure 
 Assignment of authority and responsibility 
 Human Resources policies and procedures 

 
The Internal Control Process 
The overall control system must be geared to changes in risk within the business environment. In relation 
to any particular risk, there are four strategies to choose from: 

1. Terminate the activity; 
2. Transfer the risk to another party; 
3. Reduce the risk by instituting the appropriate internal controls; and/or 
4. Accept the risk (where no further effective and efficient controls are possible). 

 
 In summary, an internal controls system supports the operating unit’s objectives in the following cate-
gories: 

 Effectiveness and efficiency of operations and resources 
 Reliability of financial and operational reporting 
 Compliance with policies, procedures, applicable laws, and regulations 
 Safeguarding assets from fraud or waste 
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Control Mechanisms 
 Organizational Controls should cover all aspects of the company’s activity without overlap, and 

be clearly assigned and communicated. 
 Responsibility should be delegated down to the level at which the necessary expertise and time 

exist. 
 No single employee should have exclusive knowledge, authority, or control over any signifi-

cant transaction or group of transactions. 
 Responsibility should be strengthened by agreeing to realistic qualitative/quantitative targets. 
 The structure of accountability should be based on continuing levels of employee competence 

in different positions, and the development of competence so that responsibility and reporting 
relationships can be regrouped in more efficient ways. 

 Policy Controls are the general principles and guides for action that influence decisions. They in-
dicate the limits to choices and the parameters or rules to be followed by the company and its 
employees. Major policies should be reviewed, approved, and communicated by senior manage-
ment. Policies are derived by: 
 Considering the business environment and process objectives 
 Identifying the potential categories of risks that the environment poses toward achievement of 

the objectives 
 Procedure Controls prescribe how actions are to be performed consistent with policies. Procedures 

should be developed by those who understand the day-to-day actions that will be subject to the 
procedures, and those that understand the policies that the procedures are required to implement. 

 Examples of Supervisory Controls are situations in which managers ensure that all employees un-
derstand their responsibilities and authorities, and the assurance that procedures are being followed 
within the operating unit. 

 Review Controls include an ongoing self-assessment process as required by the Sarbanes-Oxley 
Act of 2002. A self-assessment is a series of questions that validate the effectiveness of the control 
environment. A self-assessment must be conducted every fiscal quarter. In some situations, the 
manager of the operating unit may elect to conduct a self-assessment test more frequently. It is 
imperative that all weaknesses found in the testing process are remediated through a corrective 
action and follow-up process. 

 
Roles and Responsibilities 

 Management: The chief executive officer (CEO) is ultimately responsible for setting the “tone at 
the top” that affects integrity and ethics that are required for a positive control environment. 

 Board of Directors: Management is accountable to the board of directors, which provides govern-
ance, guidance, and oversight. 

 Internal Auditors: Internal auditors play an important role in evaluating the effectiveness of control 
programs, and contribute to ongoing effectiveness. Because of organizational position and author-
ity in an entity, an internal audit function plays a significant monitoring role. 

 Other Personnel: The internal controls system is the responsibility of everyone in an organization 
and should be an explicit or implicit part of everyone’s job description. All employees should be 
responsible for communicating upward problems in operations, non-compliance with the code of 
conduct, or other policy violations or illegal actions. 

 
Example Delegation of Authority (DoA) Policy 
Introduction and Scope 
The company’s board of directors (The Board) approved this Delegation of Authority (DoA) policy on 
(XXXX. XX, XXX). The Board will review the DoA on an annual basis and approve any required changes. 
The Board has designated the corporate secretary and general counsel to assist in the interpretation and 
application of this policy, including matters which raise questions among management. This DoA is limited 
and subordinate to applicable laws and statutes, as well as the company’s Certificate of Incorporation and 
By-Laws. This DoA applies to all company operations on a worldwide basis. 
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 The purpose of the DoA is to ensure the efficient operation of the company while maintaining fiscal 
integrity and adherence to policy. Outlined herein are those situations in which the DoA is required. Proce-
dures are referenced to provide additional detail for the execution of the policy. Accountability for the 
overall management of the property, assets, financial, and human resources of the company rests with the 
chief executive officer (CEO). Persons that have been assigned authority under the terms of the DoA must 
safeguard company resources by establishing and maintaining internal controls that deter and detect any 
potential misuse of resources. 
 
Detailed Delegation 
Detailed Delegation Statement 

 Delegation Process: Authority cannot be delegated other than as specified in this document. Dele-
gation requires approval of the delegator’s immediate superior and must be documented with a 
delegation form. (Refer to Addendum 1) The delegation request form will include the name of the 
delegate, description of the scope of delegation, reason for delegation, effective dates of authority, 
and date of rescission of authority (delegations must not be open ended). The delegator must pro-
vide a copy of the form to the corporate secretary. 

 Defined Levels of Authority: Operating unit management has the responsibility to provide instruc-
tion on the provisions of this DoA to all appropriate operating unit personnel. All personnel must 
understand the applicability of the provisions of this DoA in the performance of their respective 
responsibilities. Employees should confirm with the finance director of their operating unit what 
authority limits have been delegated to them. The chief of staff, general counsel, chief human re-
source officer, chief information officer, and the chief financial officer have the same financial 
delegation of authority as business unit leaders. 

 Responsibilities: Each operating unit must maintain a written policy that deploys the DoA within 
that operating unit. Operating units have the authority to implement delegation procedures that are 
more stringent than the requirements of the policy if they believe it is in the best interests of the 
business. Each operating unit is required to review and update its DoA policy at least annually and 
to execute timely updates. 

 Approval Level Dollar Amounts: All amounts of money indicated in this DoA to determine the 
approval level or the extent of authorization refer to the current U.S. dollar equivalent of the esti-
mated valuation in local currency. The amounts indicated denote absolute limits and must not be 
exceeded, even in de minimis amounts. 

 Changes to the DoA Policy: Only the Board can grant changes to the level of authority delegated 
to the CEO. All deviations or waivers with respect to the DoA must be in the form of a Board 
resolution. Other company policies should be administered so as not to conflict with the DoA. 

 Financial Commitment Delegation Structure: For the purposes of the DoA, spending authority 
limits are specified in Section 1.2 and shown graphically below. The chief of staff, general counsel, 
chief human resource officer, chief information officer, and the chief financial officer have the 
same financial delegation of authority as business unit leaders. The diagram below depicts the 
“double-key” process required for the approval of financial commitments. 
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Restrictions/Exceptions/Powers Reserved 
In addition to those items specified in the certificate of incorporation and bylaws, the Board reserves all 
authority not specifically delegated under the DoA, including the following: 
 
Corporate Governance 

 The establishment of policies governing the conduct of the company and its subsidiaries in relation 
to compliance with applicable laws and other such policies as the Board may deem to have signif-
icance 

 Changes to the company’s code of ethics 
 The form and content of any proposed changes to the company’s certificate of incorporation or by-

laws, any proposed changes to this DoA, or any other change in the form of management govern-
ance and oversight of the company 

 
Disclosure 

 All public disclosures, including any filings on behalf of the company with the Securities and Ex-
change Commission (SEC) and other regulatory bodies 

 Any other disclosures by the company to its shareholders and their representatives, the general 
public, and the business community 
 

Financial Matters 
 Declaration of dividends 
 The issuance, repurchase, exchange, and redemption or conveyance of the right to any company 

equity securities 
 Formation of debt facilities or issuance of long-term debt 
 Mergers, consolidations, combinations, reorganizations, acquisitions or divestitures with a value of 

$50M or more, involving the company or any one of its subsidiaries 
 Purchase or sale of a business, interest in a business or product line that is valued at $50M or more 
 Purchase, sale, lease, or sale/leaseback of real estate or other property valued at $50M or more 
 Recapitalizations, restructurings, spin-offs, split-offs, Joint Ventures (JVs), strategic alliances and 

other transactions having a material effect on the capital structure of the company or its relationship 
to any subsidiary, group of subsidiaries or any third party 

 Formation, sale, merger, or liquidation of a significant subsidiary 
 Purchase or sale of equity securities or interests in another company of $50M or more 
 Loans to other than affiliated companies of $5M or more 
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 Guarantees of indebtedness to other than affiliated companies of $5M or more 
 Consolidated annual charitable contributions budget 
 Business-as-usual commitments over $50M 

 
Audit and Non-Audit Services 

 Changes in accounting policy and principles 
 Appointment of independent auditor 
 Independent auditor’s scope and fees 
 Non-audit services provided by the external auditor 
 Internal audit’s scope 

 
Compensation 

 Maximum compensation level, salary changes, and salary ranges for all officers and employees of 
the company 

 Retention programs for acquisitions, dispositions, facility closings, or other events 
 Severance programs 
 Duration of employment contracts 
 Equity grants 
 Selection and retention of compensation consultants 

 
Officers 

 Appointment, election, termination, and other actions related to company officers 
 
Waivers 

 Personal use of corporate assets 
 Exemptions or exclusions from the company’s Code of Ethics and Business Conduct 

 
Other Matters 
The Board also reserved the authority to review any other matter that it chooses. Additionally, the Board 
must be informed of the following: 

 The settlement of suits and claims against the company to the extent that any required payments, 
agreements, consents, or commitments that may be deemed to significantly affect the corporate 
enterprise 

 The establishment of company objectives and revisions to earnings, budgets, business plans, and 
capital expenditure plans 

 Execution of contracts involving extraordinary obligations, risks or exposures, other than renewals 
with substantially unchanged terms and conditions 

 Other matters judged by management to have significant and/or material impact to the company, 
its activities, employees, or customers 

 
Delegation of Primary Authority 
Officers and employees who delegate their authority remain responsible for monitoring and reviewing the 
actions of those to whom authority has been granted. Utmost care must be exercised in the selection of 
designees and the documentation, notification, and timely rescission of authority. Officers and employees 
are permitted to delegate their responsibilities and authorities to employees who report directly to them. It 
will be the responsibility of the individual who delegates to document in writing all delegations. Refer to 
the following table for permitted delegations of primary authority. 
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Primary Authority Delegation to: 
Board Committees of the Board 

Officers of the Corporation  
Named individuals 

Chief Executive Officer  Officers of the Corporation Business Unit Leaders 
Operations and Technology (O&T) Leader  
Named individuals 

Chief of Staff Named individuals  

General Counsel Individuals within the Law and Public Policy organiza-
tion 

Chief Ethics Officer Individuals within the Ethics organization 

Chief Strategy Officer Individuals within the Strategy organization 

Chief Human Resource Officer Individuals within the Human Resources organization 

Chief Information Officer Individuals in the Information Technology organization 

Business Unit Leaders or Executive Direct reports 

Leadership Team Members Named individuals 

Direct Reports  Named individuals 

Operations & Technology (O&T) Leaders Direct reports to O&T Leader  
Named individuals 

Direct Reports to O&T Leader Named individuals 

Facilities and Real Estate Leader Individuals within the Facilities and Real Estate 
organization and operating unit Real Estate directors 

Chief Financial Officer Individuals within the finance organization  
Named individuals 

Corporate Finance Individuals within the corporate finance organization 
and operating unit finance directors 

Chief Procurement Officer Individuals within the procurement organization 
and operating unit procurement directors 

Controller Individuals within the controller’s organization and op-
erating unit finance directors 

Treasurer Individuals within the treasurer’s organization 

Chief Tax Officer Individuals within the tax organization 
 
Compliance and Controls 
Compliance with this and all other company policies is mandatory. Any violation will be subject to disci-
plinary action, up to and including termination and prosecution. Where appropriate, the company will not 
limit itself to disciplinary actions but will pursue legal action against offending employees and other indi-
viduals involved. 
 The authorities here are always subject to the company’s code of ethics. In all cases, good judgment 
should be used to identify risk and thus indicate where further consultation may be appropriate, consistent 
with the spirit and intent of the DoA. 
 All financial commitment approvals must include comprehensive and systematic assessments of the 
commitment’s expected economic value, alignment with corporate strategy and plans, and associated risks 
that may affect the company’s ability to achieve the intended results. 
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Definitions 
 Commitment by the company includes the execution of any written agreement or any other under-

taking that obligates or binds the company in any respect (e.g. oral statements, electronic mail, or 
other representations), whether or not it involves the payment of money. Employees must never 
execute a document or otherwise commit the company unless they have clear authority to do so. 

 Company means the company and its worldwide operating subsidiaries. Delegation of Authority is 
the formal written conveyance from one person to another of the authority to bind the company to 
a legally enforceable obligation. The authority to execute documents, make binding commitments, 
and authorize actions on behalf of the company is delegated to the appropriate corporate officer or 
those named in a specific delegation. 

 Delegation of Primary Authority applies to officers and employees who delegate their authority. 
These individuals remain responsible for monitoring and reviewing the actions of those to whom 
authority has been granted. 

 “Double-Key” process is management’s approach to ensure that the right level and scope of ap-
proval has occurred for a transaction. Its definition is a principle: “For all materially important 
decisions, the manager responsible for the execution of the decision must obtain the concurrence 
of another manager at a comparable level of responsibility.” Its usage derives from the two keys 
needed to unlock a safe deposit box in a bank vault. 

 The Board refers to the Board of Directors. 
 
Example of Delegation of Authority Matrix 
 

  
 
Note 
All approvals are subject to operating unit budget authorizations. R is Review, A is Approve, I is Inform, and P is 
Propose. DR is Direct Report. BUL is the Business Unit Leader. O&TL is the Operations and Technology Leader. (1) 
Non-Audit Accounting, Tax or Consulting Services offered by the external auditor. (2) The CEO and CFO will co-ap-
prove. (3) The BUL/O&TL and Corporate Finance will co-approve. (4) The DR-BUL/O&TL and Corporate Finance will 
co-approve. (5) Review for capital expenditures. (6) Approval on non-Business as Usual Transactions. (7) Augments 
require at least one-level higher approval than initial project (excluding CEO). (8) Procurement and Tax review con-
sidered as overall Corp Finance review and approval. 
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 Operating unit means any subsidiary, joint venture, business group, function, or other business 
undertaking in which the company controls the activities of the business. 

 Subsidiaries are entities in which the company owns more than 50%, or owns 50% or less and 
exercises management control. 

 Subsidiary board refers to the boards of directors of individual subsidiaries of the company or its 
subsidiaries. To the extent that local legislation grants greater power to subsidiary boards than that 
afforded by this DoA, the narrower power provided for in this DoA will govern. It is recognized 
that in the case of separate legal entities, a review by a higher company body (e.g. an affiliate Board 
is subordinate to the Board) will sometimes be required. 

 
Example Segregation of Duties (SoD) Policy 
1.0 Introduction and Scope 
 This policy reflects the major business decisions that establish the objectives and provide direction for the 
company. Policies establish the basic process, fundamental philosophies, and major values upon which the 
organization must operate. 
 Policies differ from procedures in that procedures prescribe the means of accomplishing the policy. 
Procedures provide personnel with the guidelines and specific activities to ensure commonality, compli-
ance, and control of policy related activities. 
 The overall approach is one of global consistency from budget preparation through consolidated re-
porting, with differentiated handling of processes for statutory or division specific requirements only. 
 The policy is divided into six sections: 

1. Introduction 
2. Organizational Policy 
3. Professional Standards 
4. Risks and Internal Control Objectives Addressed by Policy 
5. Functional Procedures 
6. Addenda 

 
2.0 Organizational Policy 
It is company’s policy that an appropriate segregation of duties shall be maintained in accordance with the 
principles set forth in this document. The company shall identify, remediate, and maintain a separation of 
incompatible business functions. In permissible instances where business functions cannot be fully and 
appropriately segregated due to specific circumstances, management shall implement mitigating controls 
to compensate for such situations. As changes occur in the organizational, functional, and technological 
environments, assessments shall be performed to address the impact on the segregation of duties resulting 
from such changes. 
 The company’s senior management shall review, revise, and enforce this policy as significant develop-
ments occur with respect to the segregation of duties. 
 
2.1 Purpose of Segregation of Duties 
Adequate segregation of duties reduces the likelihood that errors (intentional or unintentional) will remain 
undetected by providing for separate processing by different individuals at various stages of a transaction 
and for independent reviews of the work performed. The segregation of duties provides four primary ben-
efits: (1) the risk of a deliberate fraud is mitigated as the collusion of two or more persons would be required 
in order to circumvent controls; (2) the risk of legitimate errors is mitigated as the likelihood of detection 
is increased; (3) the cost of corrective actions is mitigated as errors are generally detected relatively earlier 
in their lifecycle; and (4) the organization’s reputation for integrity and quality is enhanced through a system 
of checks and balances. 
 Segregation of duties is a basic, key internal control and one of the most difficult to accomplish. In 
essence, there is greater assurance that internal control responsibilities will be fully deployed when there is 
increased dispersion of such responsibilities among multiple individuals and work groups. 
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2.2 Principles of Segregation of Duties 
The key principle of segregation of duties is that an individual or small group of individuals should not be 
in a position to control all aspects of a transaction or business process. Basically, the general duties to be 
segregated are: planning/initiation, authorization, custody of assets, and recording or reporting of transac-
tions. In addition, control tasks such as review, audit, and reconcile should not be performed by the same 
individual responsible for recording or reporting the transaction. 
 The principle of segregation of duties generally helps define the constructs which will govern the def-
inition of processes, controls, and reporting structures of organizational units. Another element of segrega-
tion of duties is that within an organizational unit where an employee’s compensation, commission, and 
performance evaluation are controlled or driven by the same Management Team, it is critical to ensure that 
employees are not pressured to override controls, processes, or segregation of duties constructs. 
 The principle of segregation of duties in an information system environment is also critical as it ensures 
the separation of different functions such as transaction entry, online approval of the transactions, master 
file initiation, master file maintenance, user access rights, and the review of transactions. In the context of 
application level controls, this means that one individual should not have access rights which permit them 
to enter, approve, and review transactions. Therefore, assigning different security profiles to various indi-
viduals would support the principle of segregation of duties. 
 The following general categories of duties or responsibilities are examined regarding segregation of 
duties: 

 Formulating policy, plans, and goals 
 Approving policy, plans, and goals 
 Developing/analyzing business case justification 
 Initiating a transaction 
 Authorizing the transaction 
 Recording the transaction 
 Monitoring or having custody of physical assets 
 Monitoring and/or reporting on performance results 
 Reconciling accounts and transactions 
 Authorizing master file transactions 
 Processing master file transactions 
 Providing information systems development, security administration, and other related support 
 Following-up/resolving issues or discrepancies 

 
 In an ideal system, different employees would perform each of these major functions. Segregation of 
duties would imply that no one would have control of two or more of these responsibilities within a given 
sub-cycle or process. 
 As a matter of degree of application, the more negotiable the asset is in the marketplace, typically the 
greater the need for proper segregation of duties—especially when dealing with cash, negotiable checks 
and inventories. It may be possible for one person to perform multiple responsibilities as long as they are 
across separate or segregated processes, activities, transactions, and other business matters. For example, a 
customer account representative may have responsibilities for obtaining credit information, updating cus-
tomer profile information, verifying contract terms, and posting equipment changes. 

 
2.3 Domains of Segregation of Duties 
There are three strategic domains of segregation of duties that are addressed by this policy. These domains 
are organizational, functional, and technological. The organizational domain addresses segregation of du-
ties issues that may develop due to the organizational structure of the company. The functional domain 
addresses segregation of duties issues that may develop due to the job functions for which individuals are 
assigned responsibility. Finally, technological domain addresses segregation of duties issues may develop 
due to the security configuration of various IT systems. 
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2.4 Use of Compensating Controls 
In those instances where duties cannot be fully segregated, mitigating or compensating controls must be 
established. Mitigating or compensating controls are additional procedures designed to reduce the risk of 
errors or irregularities. For instance, if the record keeper also performs a reconciliation process, a detailed 
review of the reconciliation could be performed and documented by a supervisor to provide additional 
control over the assignment of incompatible functions. Segregation of duties is more difficult to achieve in 
a centralized, computerized environment. Compensating controls in this arena might include passwords, 
inquiry-only access, logs, dual authorization requirements, and documented reviews of input/output. 

 
2.5 Relationship with Other Internal Control Measures 
Segregation of duties is an integral part of the company’s overall standards of internal control and is the 
foundation of the standards of internal control. It is a key control necessary to ensure that the other controls 
are effectively discharged by appropriate individuals and groups. 
 
3.0 Professional Standards 
This policy establishes standards and authoritative guidance for the company and all its subsidiaries. 
  
4.0 Risks and Internal Control Objectives Addressed by Policy 
Misstatement of financial accounts and management information due to:  

 Intentional or unintentional errors, omissions, and fraud 
 Loss of audit trail which validates detail analysis, approval, and implementation of transactions 
 Noncompliance with legal requirements  
 IT security weaknesses 
 

4.1 Internal Control Objectives addressed by Policy 
a) Section 1.5—General Control Requirements 
 Adequate segregation of duties and control responsibilities must be established and maintained in 
all functional areas of the company. In general, custodial, processing/operating, and accounting respon-
sibilities should be separated to promote independent review and evaluation of company operations. 
Where adequate segregation cannot be achieved, other compensating controls must be established and 
documented. 

  
5.0 Functional Procedures 
5.1 Identification of Segregation of Duties Issues 

a. Each functional business area shall be responsible for developing and implementing a schedule for 
assessing its area for potential or actual segregation of duties on a recurring basis. 

b. Each functional business area shall formally evaluate its area for the existence of potential or actual 
segregation of duties issues on a periodic basis. 

c. Organizational segregation of duties issues shall be considered during the periodic evaluations. The 
positioning of the business area in company, its relationships with other functional business areas, 
and the nature of its responsibilities shall be considered. 

d. Functional segregation of duties issues shall be considered during the periodic evaluations. The 
assigned job functions of personnel in the business area shall be considered from a standpoint of 
incompatible duties. 

e. Technological segregation of duties issues shall be considered during the periodic evaluations. The 
assigned system and application security of personnel shall be considered from a standpoint of 
access within systems to perform incompatible functions. 

 
5.2 Remediation of Segregation of Duties Issues 

a. Each functional business area shall document the segregation of duties issues identified during the 
formal periodic evaluations. 
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b. The nature of the issue, the domain (e.g. organizational, functional, or technological), and the in-
volved parties/systems shall be included in the documentation of the segregation of duties issues. 

c. Business area management shall review the documentation and determine remediation options for 
each issue. 

d. Remediation options may include a combination of corrective or mitigating measures. 
e. Business area management shall document the selected remediation method, along with the effec-

tive date of the remediation. 
f. Company senior management and the internal audit department shall be provided copies of all 

documentation relating to segregation of duties analyses and remediation. 
  

5.3 Maintenance of Segregation of Duties 
a. In the course of regular decision-making, business area management shall contemplate the impact 

of segregation of duties issues. 
b. Guidance provided in Section 6 shall serve as the foundation for evaluating business decisions in 

the context of segregation of duties. 
 
6.0 Addenda 
6.1 Overview of Segregation of Duties Matrices 

a. The matrix in 6.2 provides general guidance regarding segregation of duties. 
b. The matrices in 6.3 through 6.9 provide guidance for specific business processes. When appropri-

ate, these matrices can be used in lieu of the general matrix in 6.2. 
c. The matrices reflect the desired state of the segregation of duties, and they represent the basis upon 

which functional business areas should assess their current state. 
d. Each row and column in a matrix represents a major business sub-process. 
e. Where the intersection of a row and column is denoted by an “X,” the corresponding business sub-

processes represent incompatible functions that should be segregated. 
f. The segregation of duties can exist and should be assessed at the organizational, functional, and/or 

systematic levels. 
  

6.2 General Segregation of Duties Matrix 
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6.3 Revenue Segregation of Duties Matrix 

   
 
6.4 Bill Audit Segregation of Duties Matrix 
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 6.5 Procurement Segregation of Duties Matrix 

  
  

6.6 Inventory Management Segregation of Duties Matrix 
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6.7 Asset Management Segregation of Duties Matrix 

 
 

6.8 General Ledger Accounting Segregation of Duties Matrix 
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6.9 Human Resources/Payroll Segregation of Duties Matrix 
 

 
 
Example System Access (SA) Policy 
Introduction and Scope 
The System Access (SA) policy applies to both domestic and international financial and operational systems 
and is an integral part of segregation of duties. The scope of the Systems Access policy is worldwide. The 
policy applies to the approval of new access requests and the establishment of an internal controls environ-
ment for general system access. 
 The SA policy ensures that transactions cannot be systematically generated to create segregation of 
duties control issues. There are two types of segregation of duties controls that must be in place: (1) Control 
of Security Object Privileges, and (2) Control of Multiple Security Profiles. The policy establishes a frame-
work for incompatible functions as depicted in the chart below: 
    

 
Record Keeping 

 
Creating and Maintaining Records 

 

 
Asset Custody 

 
Access to and/or Control of Assets 

 
 

 
Authorization 

 
Reviewing and Approving Transactions 

 

 
Reconciliation 

 
Assurance that Transactions Are Proper 

 
 
 
 



Addendum – Additional Tools 

252 

Responsibilities 
System access will be defined based on individual employee roles and responsibilities within financial and 
operational processes. Business owners have the core responsibility for defining system access roles. Busi-
ness owners will have responsibility for reviewing and approving all user access requests. 
 Risk Assessment: If system access controls are not implemented, control weaknesses can occur. 

 Purchases can be authorized and goods can be received from the transaction at the user level. 
 Inventory management and physical counts can be performed by the same user. 
 Sales can be invoiced and cash applied by the same user. 
 A sales order and the terms of sale can be approved by the same user. 
 The same user can modify an evaluated receipts contract and receive against a purchase order. 
 Products can be shipped and sales order tolerances modified. 
 A vendor can be established in the accounts payable process and payments can be executed. 
 An accounts payable user can create an erroneous accounts receivable transaction. 
 A general ledger user can post and pay accounts payable invoices. 

 
Process Flow and Control Mechanisms 
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Control Mechanisms 
1. Control of Security Object Privileges 
If security object privileges are not properly defined, intra-conflicts can occur in which the user can have 
excessive or conflicting user access. A segregation-of-duties issue arises when profiles, roles, or classes are 
not well defined at the user level. The conflicting privileges introduce risk assigned to a user through a 
single security object. 
 
2. Control of Multiple Security Profiles 
If multiple security privileges are not properly defined, extra-conflicts can occurs in which the cumulative 
privileges of the user are excessive and conflicting. The conflicting privileges introduce risk when assigned 
to a user through multiple security objects. 
 
3. Profile/Access Control Review Process 
System access will be reviewed by the business system owner to ensure that conflicting privileges are not 
in place within the internal organization (intra-conflicts). The business systems owner will also review 
system access privileges to ensure that external organization cannot access processes that are the responsi-
bility of the business owner’s organization. Control gaps will be remediated as they are identified. If access 
is removed or modified, employees must reapply for access within 30 days of any change in department/cost 
center. This will ensure that system access adheres to all Audit requirements for direct line management 
and secondary approvals as well as policies regarding segregation of duties. 
 
4. Validation and Control Review 
Management will circulate application-level reports to the appropriate IT and business personnel for ongo-
ing validation. 

1. Validation of conflict definitions, which indicate the conditions that constitute a conflict in duties. 
Consider monitoring controls which may mitigate the risk of a conflict definition. 

2. Validation of technical segregation of duties reports, which outline the existing conflicts. Internal 
Audit will perform testing as defined in their annual planning process. 

  
Example Pricing Policy 
Introduction and Scope 
The pricing policy is an integral part of the segregation of duties requirements for the company’s internal 
controls. Specially, the pricing process will report to the finance function to ensure segregation of duties 
from the contract administration and business analysis. 
 The pricing process includes standard and nonstandard pricing, management of the pricing model, anal-
ysis, and review. The finance and internal controls organizations are responsible for establishing the mon-
itoring process as part of the controls environment. 
 The scope of this policy is worldwide and is applicable to enterprise markets, the company’s Interna-
tional and Wholesale Markets, and U.S. Sales and Service. 
 
Customer Contracts and Sales Offerings 
The chief executive officer (CEO) shall determine the organizational responsibility for accepting customer 
contracts, establishing standard contract terms, and analyzing benefits and risks. Contracts may be entered 
into only by authorized company officers and employees or as authorized by the designated business unit 
leaders (BUL). 
 The CEO has the responsibility to determine the operating unit assignment for pricing policies and 
guidelines associated with sales offerings. The development and implementation of pricing policies and 
guidelines is the responsibility of the designated operating unit in consultation with law and public policy 
(LPP), marketing, and corporate finance. Corporate finance reviews the ability to bill and collect for each 
product offering. The controller reviews the accounting for new offerings and changes to existing offerings. 



Addendum – Additional Tools 

254 

LPP will review regulatory and contract law implications. The approval of pricing policy is the responsi-
bility of the CFO. Included in these responsibilities are new product offerings, standard discounts, promo-
tions, and special bids, as well as contract adjustments and amendments. 
 LPP prepares standard customer contracts for execution. Each operating unit shall execute its standard 
customer contracts and shall review and secure the approval of LPP for nonstandard customer contracts. 
  
Control Mechanisms – Levels of Authority for Standard Customer Contracts and Sales 
Offerings 

 
 
Testing Internal Controls and Selecting Sample Sizes  
The purpose of this tool is to define a standard and consistent testing strategy and to establish a baseline of 
awareness related to the roles and responsibilities for testing internal controls throughout the payment pro-
cess. This tool also provides a framework for the design of a test plan for individual business processes. 
Corporates should have a well-defined sample selection methodology documented and followed for each 
test of controls. 
 As general guidelines, internal control testing sample size should vary with the following aspects of the 
business controls: 

 Frequency of control activity 
 Inherent risk of business cycle 
 Automated vs. manual control 
 Complexity of the business cycle 

 
Guiding Principles for Sample Size Selection 

1. Management should be testing more than the minimum sample size requirements included in the 
methodology. 

2. Sample sizes should be directionally and respectively consistent with the minimum requirements. 
3. Sample sizes for testing of manual controls are based on frequency of the control and historical 

sizes remain the minimum. 
4. Medium and higher risk areas should have larger sample sizes. 
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5. Minimum requirements for sample size are based on the frequency of each control. Management 
test samples must be representative and larger than these minimum size requirements. 

6. Professional judgment should be used in determining the need to increase the sample size above 
the minimum. Several testing considerations for increasing the sample size include: 
 Increased complexity of the internal control is a factor. 
 According to Auditing Standard Number 5,1 external auditors are permitted to place a certain 

amount of reliance on the testing performed by management, depending on: 
a. The nature of the test 
b. The degree to which the tests are routine/standard 
c. The competence and objectivity of the team performing the test 
 When relying on management, auditors typically reduce the number of controls which they 

test, versus reducing the number of tests for each control. 
 If management identified 10 controls that were performed multiple times a day the external 

auditors were relying on 80% of management’s testing (low risk, high reliance), the auditors 
might test 2 controls with a minimum sample of 30. 

 Control environment and walkthroughs must be performed 100% by the external auditor. 
 
Sample Size Selection Table 
 

Frequency of Control Number of Items 
(Minimum Sample Size) 

Annual 1 
Quarterly 2 
Monthly 3 to 6 
Weekly 10, 15, 20 
Daily 20, 30, 40 
Multiple times a day 30, 45, 60 

 
Indicators in Determining Auditor Reliance on Management Testing 
 

Indicators for Reduced Auditor Sample  
Size and Relying on Management Indicators for Full Independent Audit Testing 

 Low risk of material misstatement  Accounts with higher materiality, judg-
ments, estimates, and/or risk of material 
misstatement 

 Low degree of judgement is required to 
evaluate the operating effectiveness of 
the control 

 Judgment required to evaluate operating 
effectiveness 

 Low potential for management override  Pervasive 
  Higher potential for management over-

ride 
  Fiscal-period-end testing is required 

 
Testing Techniques 
There are four different testing techniques that can be used to test internal controls. These testing techniques 
are summarized below: 

1. Inquiry of the process owner provides relevant information regarding the controls. Obtain sup-
port for these discussions through corroborating inquiry with others, or by examining reports, man-
uals, or other documents used in or generated by the performance of the control. Inquiry alone does 
not provide sufficient evidence about whether a specific control is operating effectively and there-
fore must be used in combination with the others described below. 

                                                   
1 Public Accounting Oversight Board (PCAOB), accessed December 18, 2018, https://pcaobus.org/Standards/Auditing/pages/au 
diting_standard_5.aspx. 
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2. Observation should be used if there is no, or limited, documentation of the operation of a con-
trol. Observation is useful for physical controls (e.g. seeing that the warehouse door is locked, or 
that blank checks are safeguarded) and segregation of duties controls. (Note: While better than 
inquiry, the risk with observation is that the control may not be performed consistently.) 

3. Inspection of evidence should be used to determine whether manual controls, like the follow-up of 
exception reports, are being performed. Evidence could include written explanations, checkmarks, 
initials, or other indications of follow-up documented on the exception report itself. The inspection 
of records, documents, reconciliations, and reports could serve as evidence that a control has been 
properly applied. 

4. Re-performance of a control is used to further ensure (beyond inquiry, observation, and inspection 
of evidence) that a control is operating effectively. 

 
Evaluating Internal Control Deficiencies 
A deficiency is considered a significant deficiency or material weakness if, either individually or in the 
aggregate, after considering compensating controls, the likelihood and potential magnitude fall within the 
criteria in the table below. 
 Compensating controls must be at the same level of detail (i.e. budget-to-actual comparison is not a 
good compensating control), be considered in the process flow documentation, and be tested and operating 
effectively. 
  

Classification of  
Deficiency Likelihood of Misstatement  Potential Magnitude of Misstatement 

Internal control deficiency Remote (less than 5% to 10% 
chance) 
 

OR Inconsequential (less than 0.5% to 1.0% of 
pre-tax income) 
 

Significant deficiency More than remote (more 
than 5% to 10%) 
 

AND More than inconsequential (greater than 
0.5% to 1.0% of pretax income) 
 

Material weakness More than remote (more 
than 5% to 10%) 

AND Material (greater than 4% to 5% of pre-tax 
income) 

 
 As part of the testing process, various exceptions may be identified that will be classified as a deficiency 
or weakness. Here is the process that controllers or owners of internal controls should use to properly ad-
dress the deficiency. 

1. Identify deficiency 
2. Understand and assess management’s evaluation 
3. Identify compensating controls 
4. Assess likelihood of misstatement 
5. Assess potential magnitude of misstatement 
6. Determine classification of deficiencies 
7. Assess aggregation with other deficiencies 

 
Internal Controls Remediation 
The length of time that remediated controls are expected to be in place to be considered operationally ef-
fective is as follows: 

 If the control has been remediated > 90 days, then the normal sample size for the frequency of the 
control/level of risk should be tested. 

 If the control has been remediated < 90 days, then the sample sizes below must be used: 
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Frequency of Control 
Minimum time period  

of operation 
Minimum number of 

items to be tested 
Quarterly 2 quarters 1 
Monthly 2 months 2 
Weekly 4 weeks 2 
Daily 30 days 10 
Multiple times a day 30 days 30 
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Access controls. These are the procedures and controls that limit or detect access to critical network assets 

to guard against loss of integrity, confidentiality, accountability, or availability. Access controls provide 
reasonable assurance that critical resources are protected against unauthorized modification, disclosure, 
loss, or impairment. 

Account number. Defines the accounting transaction type for the transaction and includes a system-gener-
ated number tied to a company’s chart of accounts. 

Accounts payable. Business processes supporting the functions of issuing payment for property, goods, 
and services. Sub-processes include supplier, authorization processes, invoicing processing and pay-
ment, freight analysis, and account reconcilement and process analysis. 

Accounting policy. Basic concepts, assumptions, policies, methods, and practices used by a company for 
maintaining accounting principles and summarization into financial statements as prescribed by GAAP. 
A policy can be described as what needs to happen to ensure that accounting cycles are working within 
boundaries of internal control. 

Accounting procedure. The routine steps in processing accounting data during an accounting period. In 
sequence, (1) occurrence of the transaction, (2) classification of each transaction in chronological order 
(journalizing), (3) recording the classified data in ledger accounts (posting), (4) preparation of financial 
statements and (5) closing of nominal accounts. A procedure ensures that a policy is properly executed 
and explains how. Other procedures or policies will be referenced if applicable. 

Accruals. Accruals are adjustments for (1) revenues that have been earned but are not yet recorded in the 
accounts, and (2) expenses that have been incurred but are not yet recorded in the accounts. The accruals 
need to be added via adjusting entries so that the financial statements report these amounts.1 

ACH credit. An ACH credit is like depositing money in an account. In an ACH credit transaction, the indi-
vidual/originator/business/agency instructs the financial institution to credit an account with money. 
The payment is then made via the ACH to the respective account. ACH credit payments are sometimes 
called “push payments” because the payer initiates the transaction by “pushing” the funds to the recip-
ient’s account. 

ACH debit. For example, a customer wants to pay an electric bill via ACH debit. The customer is the orig-
inator of the transaction, and his bank is the Originating Financial Depository Institution (ODFI). The 
customer authorizes his bank, the ODFI, to send money from his account to the recipient’s upon the 
recipient’s request. ACH debit transactions are sometimes called “pull payments” because they are 
initiated by the recipient “pulling” funds from the payer’s account. 

ACH payment. ACH is an acronym for “Automated Clearing House.” The ACH network is responsible for 
transferring money from bank to bank in a “paperless” transaction. 

Audit committee. The audit committee’s role includes: the oversight of financial reporting; the monitoring 
of accounting policies; the oversight of any external auditors; regulatory compliance; and discussion of 
risk management policies with management. The audit committee may approve the company’s annual 
internal audit plan and is usually apprised of any suspicions of fraud reported via the ethics hotline 
process. 

Best practices. Implementation of the highest quality, most advantageous, repeatable processes achieved 
by applying the experiences of those with the acquired skill or proficiency. 

Business continuity planning. Process of developing advance arrangements and procedures that enable an 
organization to respond to an event in such a manner that critical business functions continue with 
planned levels of interruption or essential change. 

Business continuity program. An ongoing program supported and funded by management to ensure busi-
ness continuity requirements are assessed, resources are allocated, and recovery strategies and proce-
dures are completed and tested. 

                                                   
1 Accounting Coach, “What Are Accruals,” accessed January 1, 2019, https://www.accountingcoach.com/blog/what-are-accruals. 
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Cardholder agreement. A cardholder agreement is a document given to credit card holders that details the 
rights and responsibilities of both the cardholder and the issuer. 

Change in accounting principle. When a company adopts an alternative generally accepted accounting 
principle to a previously used principle to account for the same type of transaction or event, that action 
is called a change in accounting principle. The term accounting principle includes not only accounting 
principles and practices but also the methods of applying them. The initial adoption of an accounting 
principle in recognition of events or transactions occurring for the first time or that were previously 
immaterial in their effect is not considered a change in accounting principle. A change in accounting 
principle differs from a change in accounting estimate in that a change in accounting estimate results 
when new events occur, more experience is acquired, or additional information is obtained that affects 
the previously determined estimate. 

Change in payment terms. Approved changes to the duration of credit period (without financial penalty) 
extended to suppliers by the company and/or the company to its customers, which creates additional 
exposure. 

Check 21. The Check Clearing for the 21st Century Act (Check 21) is a federal law that took effect on 
October 28, 2004, and gives banks and other organizations the ability to create electronic image copies 
of consumers’ checks, in a process known as check truncation. 

Company confidential. This classification applies to information intended for use within the company or 
to further its business endeavors. Material classified this way requires protection because of its person-
nel, technical, or business sensitivity. Unauthorized release or loss of this information can reasonably 
be expected to harm the company’s business or internal operations. 

Company restricted. This classification applies to strategic, corporate-level information providing the com-
pany significant future competitive advantage or causing serious harm to the company’s image, stock 
price, or market share if disclosed. 

Compensating control. A compensating control, also called an alternative control, is a mechanism that is 
put in place to satisfy the requirement for a security measure that is deemed too difficult or impractical 
to implement at the present time. In the payment card industry (PCI), compensating controls were in-
troduced in PCI DSS 1.0, to give organizations an alternative to security requirements that could not be 
met due to legitimate technological or business constraints. 

Computer virus. A program that contains software instructions necessary to make replicas of itself and 
insert these instructions in the execution path of other programs without the knowledge or permission 
of the user. 

Contingency plan. A set of measures to deal with emergencies caused by failures due to human action or 
natural disasters. 

Contingency planning. The prearranged plans and procedures that critical business functions will execute 
to ensure business continuity until computer and telecommunications facilities are reestablished fol-
lowing a disaster. 

Continuity of service and operations. Set of controls and contingency measures to ensure that when unex-
pected events occur, critical services and operations continue without interruption or are promptly re-
stored. 

Contra revenue. Contra revenue is a deduction from the gross revenue reported by a business, which results 
in net revenue. Contra revenue transactions are recorded in one or more contra revenue accounts, which 
usually have a debit balance (as opposed to the credit balance in the typical revenue account).2 

Copy. Any information that is duplicated and is used for reference purposes only. Copies are normally kept 
for a short period of time and are never sent to offsite storage. Each employee/contractor and business 
unit is responsible for disposing of their copies within the time frame specified under the column “Copy 
Retention Maximum” as specified on a records retention schedule. 

                                                   
2 Accounting Tools, “Contra Revenue,” posted November 17, 2017, accessed January 1, 2019, https://www.accountingtools. 
com/articles/what-is-contra-revenue.html. 
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Cost center. The designated accounting location, in which costs are incurred, defined as a sub-unit of a 
legal entity and in some cases the business unit depending on how the business unit code is utilized. 
All cost centers are assigned to a legal entity; however, only some cost centers may be assigned to 
business units. It is distinguished by an area of responsibility, location, or accounting method. 

Cost management. Financial processes that support cost accounting, inventory accounting, and cost anal-
ysis. 

Critical application. A critical business application is one that a company must have to support major rev-
enue activities, movement of goods to customers, a strategic manufacturing process, or to fulfill con-
tractual or regulatory obligations. In addition, the application’s availability is deemed by management 
to be vital to the continued functioning of company business. Examples of critical applications are: 
customer service support, order entry, inventory control, manufacturing resource planning, purchasing, 
warehouse control, quality assurance, and finance. 

Critical processes. Business processes that if disrupted or made unavailable for any length of time will have 
a significant negative impact on the success of the business. Data model establishes data definitions 
and processes for reference, ensures data rules are utilized, and provides a schematic view of the un-
derlying components comprising the data that drives the financial function. 

Disaster. A loss of computing or telecommunication resources to the extent that routine recovery measures 
cannot restore normal service levels within 24 hours, which impacts the company’s business signifi-
cantly. 

EDI. Electronic Data Interchange (EDI) is the transfer of structured data by agreed message standards from 
one computer system to another using an electronic means. 

Electronic commerce. Doing business electronically. 
Entity level controls. Entity-level controls have a pervasive influence throughout all organizations. If they 

are weak, inadequate, or nonexistent, they can impact material weaknesses relating to an audit of inter-
nal control. Week entity-level controls can also lead to material misstatements in the financial state-
ments of the company. The presence of material misstatements could result in receiving an adverse 
opinion on internal controls and a qualified opinion on the financial statements. 

Enterprise resource planning (ERP) system. An ERP is an integrated business process management soft-
ware that allows an organization to use a system of integrated applications to manage the business and 
automate many back-office functions related to technology, services, and human resources. 

Financial architecture. The structure in which components, processes, and systems for a finance function 
are organized and integrated. 

Fixed assets. A fixed asset is a long-term tangible piece of property that a firm owns and uses in its opera-
tions to generate income. Fixed assets are not expected to be consumed or converted into cash within 
1–2 years. Fixed assets are known as property, plant, and equipment (PP&E). They are also referred to 
as capital assets. 

Freeware. Software available through computer bulletin boards and networks at no cost. Patches and driv-
ers are not included in this category. 

General accounting. Financial processes that support the fiscal close, general accounting, and intercom-
pany processes. 

Highly significant transaction. A transaction that could reasonably result in a 10% or greater variance in 
revenues or would result in a 5% or greater variance in the net worth (assets minus liabilities). 

HIPAA. The acronym that stands for the Health Insurance Portability and Accountability Act, a U.S. law 
designed to provide privacy standards to protect patients’ medical records and other health information 
provided to health plans, doctors, hospitals, and other healthcare providers. The implementation of 
HIPAA security rule ensures that this data is protected. 

Hire to retire (H2R) process. Hire to Retire (H2R) is a human resources process that includes everything 
that needs to be done over the course of an employee’s career with a company from hiring to termination 
or retirement. 

Isolated environment. An environment not connected to a company’s network. 
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Internal controls. The integrated framework approach defines internal control as a “process, effected by an 
entity’s board of directors, management, and other personnel, designed to provide reasonable assurance 
regarding the achievement of objectives in the following categories: (A) reliability of financial report-
ing, (B) effectiveness and efficiency of operations, and compliant with applicable laws and regula-
tions.” 

Intrusion. Unauthorized access to any resource owned or operated by the company. 
Intrusion detection. The process of collecting and analyzing information to identify incidents of misuse or 

intrusion. 
Logic bomb. Code imbedded in a program that is executed if certain conditions are met. The purpose of this 

code is to commit computer sabotage. 
Material weakness. A significant deficiency, or combination of significant deficiencies, that result in more 

than a remote likelihood that a material misstatement of the annual or interim financial statements will 
not be prevented or detected. 

Maximum foreseeable loss (MFL). Maximum foreseeable loss is a reference to the largest financial hit a 
policyholder could potentially experience when insured property has been harmed or destroyed by an 
adverse event, such as a fire. 

National Institute of Standards and Technology (NIST). NIST is the National Institute of Standards and 
Technology, a unit of the U.S. Commerce Department. Formerly known as the National Bureau of 
Standards, NIST promotes and maintains measurement standards. It also has active programs for en-
couraging and assisting industry and science to develop and use these standards.3 

Net income. Net income is equal to net earnings (profit) calculated as sales less cost of goods sold, selling, 
general and administrative expenses, operating expenses, depreciation, interest, taxes, and other ex-
penses. 

Non-records. Any tangible information that does not typically contain data pertaining to or originated by 
the company. Materials are typically used as reference or research tools by the staff and include such 
items as newspapers, periodicals, brochures, public and Internet information, and toolkits. 

Office of record. Any business unit that is assigned responsibility for maintaining “official” company rec-
ords. 

Official records. These records are those which are required to be kept to meet statutory, regulatory, or 
contractual requirements, and those kept pursuant to good business practice for periods of time as spec-
ified in the corporate records retention schedule. 

Organizational controls. Should cover all aspects of a company’s activity without overlap, and be clearly 
assigned and communicated. 
 Responsibility should be delegated down the level at which the necessary expertise and time exists. 
 No single employee should have exclusive knowledge, authority, or control over any significant 

transaction or group of transactions. 
 Agreeing realistic qualitative and quantitative targets strengthens responsibility. 
 The structure of accountability depends upon continuing levels of competence of employees in 

different positions and the development of competence so that responsibility and reporting rela-
tionships can be regrouped in more efficient ways. 

Paperless transactions. Any transaction conducted via an electronic means such as an electronic purchase 
order, invoice, or payment. 

Payment type. A payment is the trade of value from one party (such as a person or company) to another 
for goods, or services, or to fulfill a legal obligation. The most commonly used payment methods in-
clude cash, check, debit card, credit card, wire, or ACH payments. Payments may also take complicated 
forms, such as stock issues or the transfer of anything of value or benefit to the parties. In U.S. law, the 
payer is the party making a payment while the payee is the party receiving the payment. In trade, pay-
ments are frequently preceded by an invoice or bill. 

                                                   
3 National Institute of Standards and Technology (NIST), “Definition: NIST (National Institute of Standards and Technology), 
accessed January 13, 2019, https://searchsoftwarequality.techtarget.com/definition/NIST. 
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P-card. A purchasing card (also abbreviated as P-Card) is a form of company charge card that allows goods 
and services to be procured without using a traditional purchasing process. In the UK, purchasing cards 
are usually referred to as procurement cards. Purchasing cards are usually issued to employees who are 
expected to follow their organization’s policies and procedures related to P-Card use, including review-
ing and approving transactions according to a set schedule (at least once per month). The organization 
can implement a variety of controls for each P-Card; for example, a single-purchase dollar limit, a 
monthly limit, merchant category code (MCC) restrictions, and so on. In addition, a cardholder’s P-
Card activity should be reviewed periodically by someone independent of the cardholder. 

Payment Card Industry (PCI) Security Standards Council. The PCI Security Standards Council is a 
global forum for the ongoing development, enhancement, storage, dissemination, and implementation 
of security standards for account data protection. 

Policy controls. Are the general principles and guides for action that influence decisions. They indicate the 
limits to choices and the parameters or rules to be followed by a company and its employees. Major 
policies should be reviewed, approved, and communicated by senior management. Policies are derived 
by: 
 Considering the business environment and process objectives. 
 Identifying the potential categories of risks that the environment poses toward achievement of the 

objectives. 
Probable maximum loss (PML). This is the maximum loss that an insurer would be expected to incur on a 

policy. PML is most often associated with insurance policies on property, such as fire insurance, and 
represents the worst-case scenario for an insurer. 

Procedure controls. Prescribe how actions are to be performed consistent with policies. Procedures should 
be developed by those who understand the day-to-day actions. 

Process. A systematic series of actions directed to some end; a continuous action or operation taking place 
in a definite manner. 

Process flow. A process flow communicates the actual process currently in place to support a business 
process. It is a picture of the flow and sequence of work steps, tasks, or activities and will include the 
flow or sequence of steps throughout the process; the person responsible for each task; and the decision 
points and their impact on the flow of work. 

Procure to pay (P2P). Procure-to-pay is a term used throughout the industry to designate a specific subdi-
vision of the procurement process. The procure-to-pay systems enable the integration of the purchasing 
department with the accounts payable department. Some of the largest players of the software industry 
agree on a common definition of procure-to-pay, linking the procurement process with accounts paya-
ble processes. 

Profit center. An area of responsibility for which an independent operating profit is calculated. 
Project management. Project management applies operational, business, and management knowledge to 

the identification of project activities that are required to complete deliverables within timelines and 
cost estimates. 

  Project management is the application of knowledge, skills, tools, and techniques to project activ-
ities to meet project requirements. Project management is accomplished through: (1) Initiating, (2) 
Planning, (3) Executing, (4) Controlling, and (5) Closing. A communication process should be in place 
to ensure that project results are shared and updated throughout the life of the project. 

Project Management Institute (PMI). Founded in 1969, PMI delivers value for more than 2.9 million pro-
fessionals working in nearly every country in the world through global advocacy, collaboration, edu-
cation, and research and is the leading not-for-profit professional membership association for the pro-
ject management profession. 

Recovery. The restoration of computing and telecommunications services following an outage resulting 
from a disaster. 

Remote deposit. Remote deposit is the ability of a bank customer in the United States and Canada to 
deposit a check into a bank account from a remote location, such as an office or home, without having 
to physically deliver the check to the bank. This is typically accomplished by scanning a digital image 
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of a check into a computer, then transmitting that image to the bank. The practice became legal in the 
United States in 2004 when the Check Clearing for the 21st Century Act (or Check 21 Act) took effect, 
though not all banks have implemented the system. 

Review controls. Include an ongoing self-assessment process as required by the Sarbanes-Oxley Act of 
2002. A self-assessment is a series of questions that validate the effectiveness of the control environ-
ment. A self-assessment must be conducted every fiscal quarter; in some situations the manager of the 
operating unit may elect to conduct a self-assessment test more frequently. It is imperative that all 
weaknesses found in the testing process are remediated through a corrective action and follow-up pro-
cess. 

Revenue. Revenue is the amount of money that a company actually receives during a specific fiscal period, 
including discounts and deductions for returned merchandise. It is the top line or gross income figure 
from which costs are subtracted to determine net income. 

Revenue recognition. Revenue is one of the most important measures used by investors in assessing a 
company’s performance and prospects. However, previous revenue recognition guidance differs in 
Generally Accepted Accounting Principles (GAAP) and International Financial Reporting Standards 
(IFRS)—and many believe both standards were in need of improvement. 

  On May 28, 2014, the FASB and the International Accounting Standards Board (IASB) issued 
(press release) converged guidance on recognizing revenue in contracts with customers. The new guid-
ance is a major achievement in the Boards’ joint efforts to improve this important area of financial 
reporting. 

  Presently, GAAP has complex, detailed, and disparate revenue recognition requirements for spe-
cific transactions and industries, including, for example, software and real estate. As a result, different 
industries use different accounting for economically similar transactions. 

  The objective of the new guidance is to establish principles to report useful information to users of 
financial statements about the nature, amount, timing, and uncertainty of revenue from contracts with 
customers. The new guidance: 

 Removes inconsistencies and weaknesses in existing revenue requirements 
 Provides a more robust framework for addressing revenue issues 
 Improves comparability of revenue recognition practices across entities, industries, jurisdic-

tions, and capital markets 
 Provides more useful information to users of financial statements through improved disclosure 

requirements 
 Simplifies the preparation of financial statements by reducing the number of requirements to 

which an organization must refer4 
Risk assessment/analysis. Process of identifying the risks to an organization, assessing the critical func-

tions necessary for an organization to continue business operations, defining the controls in place to 
reduce organization exposure, and evaluating the costs for such controls. Risk analysis often involves 
an evaluation of the probabilities of a particular event. 

Risk management. Risk management is an increasingly important business driver since company stake-
holders have become much more concerned about risk. Risk may be a driver of strategic decisions, it 
may be a cause of uncertainty in the organization, or it may simply be embedded in the activities of the 
organization 

SSAE 18. SSAE 18 is a series of enhancements aimed to increase the usefulness and quality of SOC reports, 
now superseding SSAE 16 and SAS 70. The changes made to the standard this time around will require 
companies to take more control and ownership of their own internal controls around the identification 
and classification of risk and appropriate management of third-party vendor relationships. These 
changes, while not overly burdensome, will help close the loop on key areas where industry profession-
als noted gaps in many service organizations’ reports. The key changes are: 
1. Service organizations will need to implement a formal Third-Party Vendor Management Program. 

                                                   
4 Financial Accounting Standards Board (FASB), “Why Did the FASB Issue a New Standard on Revenue Recognition,” accessed 
January 1, 2019, https://www.fasb.org/jsp/FASB/Page/ImageBridgePage&cid=1176169257359. 
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2. Service organizations will need to implement a formal Annual Risk Assessment process.5 
Sarbanes-Oxley 2002. The act can be divided into three main points: 

1. The scope of an external audit firm has been restricted in which CPAs no longer have the right to 
set standards for their practice. 

2. There are new duties for boards of directors in general and for audit committees in particular. Cor-
porate governance provisions include a required code of ethics or standards of business conduct. 

3. There are new requirements for the CEO and CFO. Each SEC filing (10K and 10Q) stating that: 
a. The report fairly represents in all material respects the company’s operations and financial 

condition. 
b. The report does not contain any material misstatements or omit to state a material fact necessary 

in order to make the statements made, in light of the circumstances under which the statements 
were made, not misleading. 

c. The report containing financial statements complies with Section 13(a) or 15(d) of the Securi-
ties and Exchange Act of 1934. 

d. The company’s control system is in place and effective. 
Segregation of duties (SoD). This control is one of the most important controls that your company can 

have. Adequate SoD reduces the likelihood that errors (intentional or unintentional) will remain unde-
tected by providing for separate processing by different individuals at various stages of a transaction 
and for independent reviews of the work performed. The SoD control provides four primary benefits: 
(1) the risk of a deliberate fraud is mitigated as the collusion of two or more persons would be required 
in order to circumvent controls; (2) the risk of legitimate errors is mitigated as the likelihood of detec-
tion is increased; (3) the cost of corrective actions is mitigated as errors are generally detected relatively 
earlier in their lifecycle; and (4) the organization’s reputation for integrity and quality is enhanced 
through a system of checks and balances. 

Shareware. Software available through computer bulletin boards and networks at a fee that is payable after 
downloading the software. 

Significant deficiency. This is a single control deficiency, or combination of control deficiencies, that ad-
versely affects the company’s ability to initiate, authorize, record, process, or report external financial 
data reliably. There is more than a remote likelihood that a misstatement of the company’s annual or 
interim financial statements that is more than inconsequential will not be prevented or detected. 

Standards of internal control. The standards define a series of internal controls that address the risks asso-
ciated with key business processes, sub-processes and entity-level processes. 

Super-user. A user of an ERP with special privileges needed to administer and maintain the system or a 
system administrator. The special privileges may include the ability to process a financial transaction 
and make changes in the general ledger to modify the transaction. “Super-user” privileges must be 
monitored to ensure that access rights are not used to incorrectly modify or falsify a transaction resulting 
in risk to the company. 

Supervisory controls. These are situations in which managers ensure that all employees understand their 
responsibilities and authorities, and the assurance that procedures are being followed within the oper-
ating unit. 

Travel and entertainment (T&E). According to Concur, the term T&E stands for “travel and expense.” 
These phrases (T&E, travel, and expense) are often used when talking about a major operational cost 
for businesses, which devote on average 10% of their budgets to T&E. 

Threat. Any circumstance or event that could harm a critical asset through unauthorized access, compro-
mise of data integrity, denial or disruption of service, or physical destruction or impairment. 

Time-sensitive processes. Business processes that can only be interrupted or made unavailable for a short 
time and must be a restoration priority. 

Trading partner. Any organization with which a trading relationship (buyer and seller) is established. A 
trading partner can be a third-party company or an internal company organization. 

                                                   
5 Statement on Standards for Attestation Engagements 16 (SSAE 16), “The SSAE 18 Audit Standard (Updates and Replaces SSAE-
16),” accessed January 13, 2019, https://www.ssae-16.com/soc-1-report/the-ssae-18-audit-standard/. 
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Trojan horse. A program that masquerades as a legitimate program but in reality harbors code that could 
inflict serious damage to the user’s computer. 

Two-factor authentication. Two-factor (2FA) or multifactor authentication (MFA) is an additional security 
layer for your business—helping to address the vulnerabilities of a standard password-only approach. 

Vital business assessment. A process required to determine what business functions and supporting appli-
cations are critical for the company to continue to conduct business in the event of a disaster. 

Vital records. Records considered absolutely essential to the continuation or reconstruction of an organiza-
tion. Vital records help establish the legal and financial position of the company, and are critical to 
preserving the rights of the organization, its employees, customers, and stockholders. In addition, any 
record that would be cost prohibitive to recreate could also be considered a vital record. Under no 
circumstances should an original vital record remain onsite. 

Vulnerability. A flaw in security procedures, software, internal system controls, or implementation that 
may affect the integrity, confidentiality, accountability, or availability of a system, data, or services. 

Vulnerability assessment. An examination of the ability of a system or application, including current se-
curity procedures and controls, to withstand assault. A vulnerability assessment may be used to identify 
weaknesses that could be exploited and to predict the effectiveness of additional security measures to 
protect information resources from attack. 

Work instruction. A work instruction is a step-by-step document that depicts the actions needed to complete 
an activity at the transaction level and is a detailed document that may include keystroke information. 
This is a very detailed “how-to” document. 
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